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T'enepanbpHOro nUpexTOpa
00O «Peneccanc bpokep»

oT 29 centsops 2017
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by the Order No. 04-09/17
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ITPABHUJIA
IJIEKTPOHHOT'O JOKYMEHTOOBOPOTA

I o0MeHa CTOpOHaMI/I TOJBbKO TOProBbIMHU
IJEKTPOHHBIMHA TOKYMEHTAMHU

ELECTRONIC DATA INTERCHANGE RULES

for exchange between the Parties of trading
electronic documents only

BBEJEHUE

§ 1. OcHoBHbIE TEPMUHBI H ONIpPe/IeIeHUs

INTRODUCTION

§ 1. Terms and definitions

Dnexkmponnsiit 00Kymenmoodopom (oanee — «340»)
- obmen B uH(MopMarmonHoi cucteme OO0 «PeHeccaHc
bpokep»  9NEKTPOHHBIMH  JIOKYMEHTaMH MEXKIY
YYaCTHHKAMH 3JICKTPOHHOTO B3aMMOAEHCTBHUS (nanee —
«YdaCTHUKaMmn).

Asmopusoseannbiii adpec 31eKMPOHHOU NOYMbL —
a/ipec 3JIEKTPOHHOU MOYTHI Y YaCTHHUKA.

Aymenmugukayua — TIpOBEpKa  IOMIMHHOCTH
9JIEKTPOHHOU IOANKUCU U IPUHAJIEKHOCTU YYACTHUKY
JIEKTPOHHOTO  B3aMMOJEHCTBHUA NPEABABICHHOTO UM

uneHTHUKaTopa.

Hoenmugukayua — cpaBHEHHE NPEABABICHHOTO
uneHTupUKaTopa ¢ HUISHTUPHUKATOPOM  YUaCTHHUKA,
COePIKAILIMCS B HepevHe TPUCBOCHHBIX
UICHTH(UKATOPOB.

Knrwou snexkmponnoit noonucu — coueTaHUE [BYX
3JIEMEHTOB —YHHKAJIBHOTO MIEHTU(HUKATOPA YYaCTHUKA U
UCIIONIb30BAaHUE YYAaCTHUKOM TIPSIMOTO  BBIIEJIICHHOTO
KaHajla CBS3M, HCIOJB3YIOIIEr0 OJUH WJIM HECKOJBKO
cienyromux nporpammusix npoaykto: TWIME, Plazall,
lnro3 FORTS, ASTSBridge, FIX Gate, Tepmunan
FORTS, Plazall, QUIK wu FIX.

Komnpomemauyus knwoua — yrpara 10BepHs K TOMY,
YTO WCNOJB3YeMBIH KJIIOY  3JIEKTPOHHON  MOINHUCH
obOecreunBaeT Oe30macHOCTH OOMEHa WH(OpPMAaLHEi;
KOHCTaTalusl BJaJelblieM KIfoua SJIEKTPOHHOM HoAarnucu
00CTOSITENBCTB, npu KOTOPBIX BO3MOXKHO
HECAaHKIIMOHUPOBAHHOE  KCIIOJBb30BaHME €ro  KIo4a
AIIEKTPOHHO# MOJNUCH HEYIIOJIHOMOYEHHBIMH JIMIIAMHU.

Kongpnuxkmnasn cumyayus - curyauys, npu KOTOpor y
YyacTHHKA DJIEKTPOHHOTO B3aHUMOJICHCTBHS BO3HHKAET
HE0OXOIMMOCTb pa3pelleHns! BOIPOCOB MIPUHAIE)KHOCTH
ANIEKTPOHHOM MOANMUCH YUYaCTHUKY W/WIU TOAJMHHOCTH
3NEKTPOHHBIX JIOKYMEHTOB.

Ilakem 31eKmMPOHHBIX OOKYMEHMOE8 - HECKOIBKO
CBSI3aHHBIX MEXY COOOM AIMEKTPOHHBIX JOKYMEHTOB.

Topzosvie 9NEKMPOHHbIE O00KyMeHnmbul -
NPE/ICTaBICHHOE B AJIEKTPOHHOH (popMe BOJICH3bSIBICHHE
VYyactauka coBepmuTh mnocpeactBom OOO «Peneccanc

Electronic Data Interchange ("EDI") means the
interchange  of  electronic  documents  between
electronically interacting participants (“Participants") in
the information system of Renaissance Broker Limited.

Authorized email address means the Participant's
email address.

Authentication means the verification of authenticity
of an electronic signature and of whether the ID presented
by the Participant belongs to it.

Identification — means the matching of submitted 1D
against the Participant's ID contained in the list of
assigned IDs.

Electronic signature key means a combination of two
elements - a unique identifier of the Participant and the
use by the Participant of a direct dedicated
communication channel built in one or several of the
following products: TWIME, Plazall, FORTS Gateway,
ASTSBridge, FIX Gate, FORTS terminal, Plazall, QUIK
and FIX.

Key compromise means the loss of confidence that the
electronic signature key being used ensures safety of data
interchange; statement by the holder of the electronic
signature key of circumstances, under which its electronic
signature key may be used without authorization by
unauthorized persons.

Conflict situation means a situation, where the
Participant needs to resolve a matter of whether the
electronic signature belongs to the Participant or not
and/or of authenticity of electronic documents.

Electronic documents set means several electronic
documents related to each other;

Trading electronic  documents means the
Participant's intention expressed in electronic form to
effect via Renaissance Broker Limited a transaction




Bpokep» caenky (coenku) Mo MoKynke u (MIK) Mpojake
IEeHHBIX OyMar (B T.4. TIPOW3BOJHBIX (UHAHCOBBIX
WHCTPYMEHTOB) ¥ (WJIH) JCHEKHBIX CPEICTB, & TAKXKE IO
COBEpIIEHUIO CHEJIOK C MHOCTPAHHOM BAIIOTOW Ha
opranm3oBaHHbIX Toprax [IAO MockoBckas bupxka.
Dnekmponnviit. 0oKymenm — IOKYMCHTUPOBAHHAS
HH(pOpMALUs, IPECTABICHHAS B JICKTPOHHOM (hopMe.

Hacrosiuue IIpaBuina conepkat TakKe UHbIE TEPMHUHbI
(1 UX coKpalleHus ), KOTOpble UCTIONIB3YIOTCS B 3HAUCHUSAX,
OIpEeIeNIEHHBIX B COOTBETCTBYIOMUX pa3jenax [Ipasui.

TepmuHbI, He onpeieNieHHbIe B HacTosuX [IpaBumnax,
UCTIONB3YIOTCS B 3HAYECHHUSX, OIpEIENEHHBIX
JIEACTBYIOIINM 3aKOHOAATEIBCTBOM Poccuiickoit
Oeneparn (nanee — «PDy).

(transactions) to purchase and/or sell securities (including
derivative instruments) and/or cash and to effect FX
transactions in the course of organized trading on the
Moscow Exchange.

Electronic document means documented information
presented in electronic form.

These Rules contain other terms (and abbreviations
thereof) which are used as defined in relevant sections of
the Rules.

The terms not defined herein shall have the meaning
set forth in effective laws of the Russian Federation (the
"RF").

§ 2. lIpeamer peryJiMpoBaHUs HACTOSIIIUX
IpaBua

1. Hacrossmue IlpaBuna ycTaHaBIMBaOT oOmIUit
MOPSJOK JJIEKTPOHHOTO JIOKYMEHTOO0OpOTa TOPTOBBIMH
9NIEKTPOHHBIMH ~ JOKYMEHTaMH B  HH()OPMAaIMOHHBIX
cuctemax OOO «Peneccanc bpokep» U ocylecTBICHUS
00O «Peneccanc bpokep» (yHKLMIA, IPeyCMOTPEHHBIX
Hactosimumu [lpaBuimaMu, B paMKax COOTBETCTBYIOIIEH
MH()OPMALMOHHOHN CHCTEMBI.

Wudopmannonnas

cucrema (manee -

«HpopmanoHHast cUCTEMa,
npeqHa3HaYeHHAs JUI1 OCYLICCTBICHHS B3aHMMOACHCTBHS

Mexay OOO «Peneccanc Bbpokep» u VYuacTHHKaMu B

CHUCTEMay) -

obnactu okazanust OOO «Peneccanc bpokep» yciayr Ha
pPBIHKE IIGHHBIX OyMar, TPOW3BOIHBIX (DHHAHCOBBIX
MHCTPYMEHTOB, a Takxke oka3zaHus OOO «Peneccanc
Bpokep» ycIyr 10 COBEPLIEHHIO CHEJIOK C MHOCTPaHHOU
BaJIIOTOM Ha opraHu3zoBaHHbIX Toprax [TAO MockoBckas
Bupxa.

2. Hacrosmume

[IpaBuna copepxar

yCTaHaBJIMBarOIIue

YCIIOBHS,
obs3arenscTBa |
BOBJICUCHHBIX B IPOIIECC
MPEIOCTABIICHNS! U HCIIOJIb30BAHUS YCIIYT, OKa3bIBAEMbBIX
00O «Peneccanc bpokep» Yuactaukam 3/10.

3. VYwuacrauk DJIO nomyckaercst K OCYIIECTBICHUIO
JJNIEKTPOHHOTO JIOKyMEHTO00OpOTa IMOCHEe IMOIHCAHUS
3asBiieHHsT O TPHCOCAMHEHUH K HactosmuM [IpaBuinam
(manee — 3asiBiieHuE).

HaJiararomue

OTBETCTBEHHOCTL  CTOPOH,

§ 2. Subject of the Rules

1. These Rules set forth the general procedure for
electronic interchange of trading electronic documents in
information systems of Renaissance Broker Limited and
for performance by Renaissance Broker Limited of duties
specified herein within the respective information system.

The information system (the "IS") means the system
designed for interaction between Renaissance Broker
Limited and the Participants in respect of provision by
Renaissance Broker Limited of services on the securities
market, derivatives market and the provision by
Renaissance Broker Limited of services related to FX
transactions at a trading session of the Moscow
Exchange.

2. These Rules contain the terms imposing
obligations and setting forth responsibilities of the parties
involved in the process of provision and use of services
provided by Renaissance Broker Limited to the
Participants in the EDI.

3. The Participant in the EDI is admitted to
electronic data interchange after the signing of the
Confirmation of Adherence to these Rules (the
"Confirmation™).

§ 3. Ilopsinok aeiicrBus Hactosimux IpaBui

1. Hacrosmme IIpaBuna, BKJIIOYas BCE
[Ipunoxenns, a TakkKe U3MEHEHUS M JOMOTHEHUS K HUM,
YTBEPIKIAIOTCS B OJHOCTOPOHHEM IIOPAIKE IO PEIICHUIO
00O «Peneccanc bpokepy, KOTOpBII BIIpaBe ONpPENEIsATh
CPOKM W TOPSIIOK BCTYIUIGHHS B CHIIy H3MEHEHHH U
JononHeHui B Hactosiuue [Ipasuia u [IpuioxxeHus kK HuM.

2. 00O «Peneccanc bpokep» BmpaBe 1o cBOeMy

YCMOTPEHHIO OTKa3aThCsl OT mojkitodeHus k D0 nuna,

§ 3. Effect of the Rules

1. These Rules, including all Schedules and
amendments hereto, shall be approved unilaterally based
on the resolution of Renaissance Broker Limited, which
is entitled to determine the timing of and procedure for
the coming into effect of amendments to these Rules and
Schedules hereto.

2. Renaissance Broker Limited may at its own
discretion refuse to connect a person intending to become




MMEIOLIET0 HAMEpPEHHE CTaTh YUYaCTHUKOM 3JIEKTPOHHOTO
B3aNUMOJICUCTBHS.

3. [eiictByromas penakius Hacrosmmx [IpaBun
pasMeraeTcsi Ha cTpaHuie Www.renbroker.ru B ceru
«HTEpHETY.

4. UV3MmeHeHWS ® IONONHEHHS K HACTOSIINM
IIpaBunam u IlpuiokeHHsSM K HHUM, a TaKXKe PELICHUS
OOO «Peneccanc bBpokep» o0 cpokax © TOpsIKe
BCTYIUIEHUS HUX B CHIY, JOBOAATCA 1O CBEIEHUS
Y4yaCcTHUKOB  IIyTeéM  pPa3MEIUEHUS Ha  CTPaHHULE
www.renbroker.ru B cetu «IHTepHET» He MO3HEE, YeM 3a
3 (Tpu) pabouux JHS 10 BCTYIUICHUS B CHITy U3MCHCHHI B
IIpaBunax u Ilpunoxenuit x HuM u pemernuii OO0
«Peneccanc bpokep».

5.  VYwyactHHK 0053aH CaMOCTOSITENILHO OTCIICKUBATH
U3MEHEHUs U JONOJHEHus, BHocuMble B IlpaBuma.
VY4YacTHUK CUUTAeTCsl yBEJOMJIEHHBIM 00 M3MEHEHUSX U

JIOTIOJNIHEHMAX, BHOCHMBIX B IlpaBmma, ¢ MomeHTa
pasMerienust ToCieaHrX Ha Www.renbroker.ru B cetu
«aTepHETY.

6. K HACTOSIILIUM [IpaBunam BIIpaBe
NPUCOCTUHNTHECA TONBKO T€ YUYacTHHKH, KOTOpBIE

HalpaBUJIn 3asBieHnust o MpUCOCANHEHNUN K HACTOAIINM
[MpaBunam mo 01 Hosi6pst 2017 rona.

the Participant in the electronic data interchange to the
EDI.

3. The valid version of these Rules shall be posted
to www.renbroker.ru.

4.  Amendments to the EDI Rules and Schedules
hereto and resolutions of Renaissance Broker Limited
regarding the timing of and procedure for bringing into
effect the EDI Rules and Schedules thereto shall be
communicated to the Participants by posting them to
www.renbroker.ru not later than 3 (three) business days
prior to the coming into effect of amendments to the EDI
Rules and Schedules hereto and the resolutions of
Renaissance Broker Limited.

5.  The Participant shall be responsible for its own
monitoring of amendments made to the Rules. The
Participant shall be deemed to have been notified of the
amendments to the Rules at the time of the same being
posted to www.renbroker.ru.

6. Only those Participants, who have sent their
Confirmations of Adherence to the Rules by 01
November 2017, may adhere to these Rules.

§ 4. llpexpamenue aeiicrBusa HacTosimux IpaBui
AJs BceX YUYACTHHMKOB 3JICKTPOHHOI0 B3auMoJeiicTBUS

1. Hacrosmme [IpaBunma  mpexparmaroT
nerctBue Ha ocHoBaHuu pemeHus OOO «PeneccaHc
Bpoxep».

CBO€

2. TIlpexkpauienue neiictBus Hactosinmx IlpaBui u
IIpunosxeHuil K HUM HE BJIMAET HA IOPUAUUYECKYIO CUILYy U
JIEHCTBUTENFHOCTD AJIEKTPOHHBIX JOKYMEHTOB, KOTOPBIMU
00O «Peneccanc bpokep» u YYacTHUKH IIEKTPOHHOTO
B3aUMOJICHICTBAS ~ OOMECHHBAJIHMCh JIO  IPEKpAIICHUSL
nercTBus Hactosmux [pasun u [lpunoxeHuit K HUM.

3. B ciyuae momHOTO TpeKpamieHus IeHcTBUSA
Ipasun OO0 «Peneccanc bpokep» yBemomisieT 00 3TOM
3a 30 (Tpuamare) qHEH MO AAaTHI MPEKpAIICHUS IeHCTBHS
IIpaBun.

§ 4. Termination of these Rules for all Participants
in the EDI

1. These Rules shall terminate on the basis of the
Resolution of Renaissance Broker Limited.

2. The termination of these Rules and Schedules
hereto shall not affect legal force and validity of
electronic documents, which were exchanged between
Renaissance Broker Limited and the EDI Participants
prior to the termination of these Rules and Schedules
hereto.

3. In the event of full termination of the Rules
Renaissance Broker Limited shall notify thereof 30
(thirty) days prior to the date of termination of the Rules.

PA3JIEJ 1. ITIOPAJOK OPTAHU3ALINN
CUCTEMBI 3/10.

§ 1. Ucnosib30BaHue MPOCTOI JIEKTPOHHOIM
TMONUCH

1. B undopmammonHoi cucreme OOO «Peneccanc

Bbpokep» i moanmucaHus TOPTOBBIX — AJIEKTPOHHBIX
JIOKYMEHTOB  HCIOJB3YETCsl  IpOCTas  DJIEKTPOHHAs
ITOIIHUCh.

DNEKTPOHHBIN JTOKYMEHT CUYUTAETCS HCXOMSANIAM OT
VyacTHMKa W TOAMMCAHHBIM MPOCTOM 3JIEKTPOHHOI
ecau OH coiepkuT Kiod aieKTpoHHOH
MMOJIIUCH Y YacTHHKA.

noAInucChIO,

SECTION 1. EDI ARRANGEMENTS
PROCEDURE.

§ 1. Use of a basic electronic signature

1. A basic electronic signature is used to sign
trading electronic documents in the information system of
Renaissance Broker Limited.

An electronic document is deemed as coming from
the Participant and signed by a basic electronic signature,
if it contains an Electronic Signature Key of the
Participant.
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2. Puck HEMpaBOMEPHOI0 MO CAHUS
3JIEKTPOHHOTO JOKYMEHTA 3JICKTPOHHOM MOAMICHIO HECET
Y4acTHUK, OT HMMEHH KOTOPOTO JaHHBIA JOKYMEHT
HOJIHCAH.

3.  DJeKTpOHHBI JOKYMEHT, HOJINUCAHHBI OT
UMEHHM YYacTHUKA, HE BJICYET NPaBOBHIX IOCIEACTBUH,
€CITH 10 MOMEHTA MOJTy4eHUs JAaHHOTO JOKYMEHTa aJipecar

Oyzmer yBEJIOMJICH 00 aQHHYJIUPOBAaHUU
UIeHTU(HUKATOPOB/MHOW  HMH(pOpPMaMy, BKIIOYAIOLIEeH
KITIOYEBYIO nHbOpMaIuIo, Y4aCTBYIOLIYIO B
ayTeHTH()UKAITUH.

4. Tlpumenenwue nojioxxeHui [IpaBui, oTHOCAIINXCS
K TOPrOBOMY 3JIEKTPOHHOMY JOKYMEHTY, MOJIMUCAHHOMY
MIPOCTOM 3NEKTPOHHONW NOIIUCHIO, PaCIpOCTPAHIETCS
TaK)K€ Ha KaXKIbIil TOPIOBBIM 3JIEKTPOHHBIN JOKYMEHT,
BXOJSIIUII B COCTaB MakeTa AJIEKTPOHHBIX JOKYMEHTOB,
MOJANUCAHHOTO MIPOCTOM 3JEKTPOHHON MOAMHUCKIO.

5. Hacrosmue [IpaBuna nmpuMeHSIOTCS 11t 0OMeHa
CropoHamu TOPrOBBIMH  3JIEKTPOHHBIMU
JOKYMCHTaMHU.

TOJIBKO

2. The risk of unlawful signing of an electronic
document by an electronic signature shall be borne by the
Participant, on whose behalf such document is signed.

3. An electronic document signed on behalf of the
Participant shall not entail legal consequences, if prior to
receipt of such document the addressee is notified of
cancelation of IDs/other information containing key
information required for authentication.

4.  The provisions of the Rules relating to the
trading electronic document signed by a basic electronic
signature shall apply also to each trading electronic
document comprising a set of electronic documents
signed by the basic electronic signature.

5. These Rules shall apply solely to trading
electronic documents between the Parties.

§ 2. TpeOoBaHMA K TOProBOMY 3J1€KTPOHHOMY
AOKYMEHTY

1. Toprosesrit 3JEKTPOHHBIN JIOKYMEHT,
chopmupoBanHbiil B cucteme DJ]0, UMEeT IOPHIUUCCKYIO
CHITY | BII€YET IIPEeyCMOTPEHHBIE [T JAaHHOTO JOKYMEHTa
MPaBOBBIC IIOCIEACTBUS B CIydae €ro HaJJIeKallero
odopmleHHs B COOTBETCTBUH ¢ HacTosimuMu [IpaBriamu.

2.  DJexkTpoHHOE cool1ieHue
MIPaBOBOM CTaTyC TOPTrOBOTO 3JIEKTPOHHOIO JOKYMEHTa
IPH €r0 COOTBETCTBMU TPEOOBAaHMSAM, YCTAHOBJICHHBIM
HacrosiumH [IpaBuiam.

3. DueKTpOHHBIH

npuobperaeT

JIOKYMEHT  JOJDKEH  OBITb
chopMUpoBaH B oOIpeAeieHHOM (opmare W IOJIUCAaH
3JEKTPOHHOH MOAIHUCHIO.

4. Toprossie ANEKTPOHHEIC
opopMIICHHBIC, TIepeJaHHBIC W/WIA TIONXy4YCHHBIE B
COOTBETCTBUU C HacTosimuMU llpaBuiamu, MPU3HAIOTCA
PaBHOZHAYHBIMH JTOKYMEHTaM Ha OYMa)KHBIX HOCHTEISX,
MOJIIICAaHHBIM COOCTBEHHOPYYHOH MOIHCEI0, M HE MOTYT

OBITh OCIIOPEHBI TOJIBKO Ha TOM OCHOBAaHWU, 4YTO OHU

JAOKYMCHTHI,

COBEPIIIEHBI B DJIIEKTPOHHOM BUJIE.

5.  OpHO¥ TPOCTO¥ INMEKTPOHHOM MOIIICHEI0 MOXKET
OBITh  IOJIUCAH TOPTOBBIX  DJICKTPOHHBIX
JIOKyMEHTOB, COCTOSIIINA W3 HECKOJBKUX JJICKTPOHHBIX

IIaKeT

JIOKYMEHTOB.

IIpu noanucaHuy MPOCTON AIEKTPOHHOU MOANUCHIO
MaKeTa TOPrOBBIX AIEKTPOHHBIX JOKYMEHTOB KaxJIbli W3
TOPTOBBIX 3JEKTPOHHBIX JOKYMEHTOB, BXOJISIIUX B ATOT
MaKeT, CUUTAETCS IMOANUCAHHBIM IPOCTOH 3IIEKTPOHHOM
HOJIHCBIO.

§ 2. Requirements for trading electronic
document

1. A trading electronic document created in the
EDI system shall be legally binding and entail legal
consequences indicated for such document in the event it
is duly executed in accordance with these Rules.

2. An electronic communication shall acquire the
legal status of a trading electronic document if it is
consistent with the requirements specified in these Rules.

3. An electronic document shall be created in a
certain format and signed by an electronic signature.

4. Trading electronic documents executed,
transferred and/or received in accordance with these
Rules shall be deemed equivalent to paper documents
signed in one's own handwriting and may not be disputed
solely on the basis that they are executed in electronic
form.

5. Aset of trading electronic documents consisting
of several electronic documents may be signed by one
basic electronic signature.

When the set of trading electronic documents is
signed by a basic electronic signature, each of the trading
electronic documents included in such set shall be
deemed signed by a basic electronic signature.




§ 3. ®opmupoBaHNe TOPrOBLIX
3JIeKTPOHHBIX IOKYMEHTOB

3.1. ®opMupoBaHHE TOPrOBOr0 3JIEKTPOHHOIO
AOKYMEHTa

®dopMupoBaHHE TOPrOBOTO 3JIEKTPOHHOTO JTOKYMEHTa
OCYIIECTBIISICTCS B CIIEAYIOMEM HOPSIKE:

*  (¢opmMHpOBaHHE  ANEKTPOHHOTO  COOOIICHHS
oTIpenieIeHHOTo opmara;

e oTmpaBka  C(HOPMHUPOBAHHOTO  BIIEKTPOHHOTO
coobmenus uepe3 cuctemy IO OOO «Peneccanc
Bpoxep».

3.2. ®opMupoBaHHEe NaKeTa TOPrOBBIX
3JIeKTPOHHBIX JOKYMEHTOB

dopmMupoBaHHe TaKeTa TOPIOBBIX  AJIEKTPOHHBIX
JIOKyMEHTOB OCYIIECTBIISICTCS B CIIEAYIOIEM MOPSIKE:

*  (QopmupoBaHHE  HECKONBKHMX  DJICKTPOHHBIX
coO0OIIeHNH ompeieNieHHOTo (opMaTa;

*  oTmpaBka C(HOPMUPOBAHHOTO IIAKETa TOPTOBBIX
3JeKTpoHHBIX uepe3 cuctemy 0 OOO «Peneccanc
Bpoxkep».

§ 3. Creation of trading electronic
documents

3.1. Creation of a trading electronic document

A trading electronic document shall be created as
follows:

creation of an electronic communication in a

certain format;

dispatch of a newly created electronic

communication via the EDI system of Renaissance
Broker Limited.

3.2. Creation of the set of trading electronic
documents

The set of trading electronic documents shall be
created as follows:

creation of several electronic

communications in a certain format;

dispatch of a newly created set of trading

electronic documents via the EDI system of Renaissance
Broker Limited.

§ 4. IloVINHHUK TOProBOro 3J1eKTPOHHOIO

JAOKYMEHTa

1. ToproBulii  3JMEKTPOHHBIA ~ JOKYMEHT
MOXET UMETh HEOTPAaHMUCHHOE KOJINIECTBO IK3EMILIIPOB.
Jns CO3J1aHUs JONOHUTENBHOTO 9K3EMILIApa

CYILIECTBYIOIIEIO TOPrOBOTO 3JEKTPOHHOIO JOKYMEHTa
OCYILIECTBIICTCS BOCTIPOW3BEICHUE COZIepKAHUS
JIOKyMEHTa BMECTE C DJIEKTPOHHOU MOJIMHUCHIO.

2. Bce D3K3eMIULIPBI  TOPrOBOTO  3JICKTPOHHOTO
JIOKyMEHTA SBJIIOTCS TOJIMHHUKAMH JTAHHOTO TOPTOBOTO
9JEKTPOHHOTO JTOKyMEHTA.

3. [omnMHHUK TOPTOBOTO AIEKTPOHHOTO JOKYMEHTA
CYHTAeTCs He CYIIECTBYIOIINM B CITy4asiX eciu:

*  HET HU OJHOTO YYTEHHOTO HSK3EeMIUIspa JaHHOTO
TOPTOBOTO AIIEKTPOHHOTO JIOKYMEHTA;

. MOJIyYUEHUE WM BOCCTAaHOBJEHHE HK3EMILULIpa
JIaHHOTO TOProBOIro IEKTPOHHOI'O JIOKYMEHTa
HEBO3MOXHO;

® HCT crnocoba YCTaHOBUTH NOAJIMHHOCTH
3JIEKTPOHHOM MOJITUCH.

1.

§ 4. Original trading electronic document

A trading electronic document may have an

unlimited number of copies. To create an additional copy
of the existing trading electronic document, the contents
of the document together with an electronic signature are
reproduced.

2.

All copies of the trading electronic document

shall be originals of the said trading electronic document.

3.

The original of the trading electronic document

shall be deemed non-existent if:

not a single registered copy of such

trading electronic document exists;

the copy of such trading electronic

document cannot be received or restored;

the authenticity of the electronic signature

cannot be ascertained.

§ 5. Konuu TOproBoro 31eKTPOHHOT0
JOKYMEHTA Ha 0yMasKHOM HOCHTeJIe

1. Komuu TOpProBoro 3JeKTPOHHOTO JIOKYMEHTa
MOTYT OBITh M3TOTOBJICHBI (pacriedaTaHbl) Ha OyMa)kKHOM
HOCHTENe, 3aBEpeHBl COOCTBEHHOPYYHOH  IOJITHCHIO
ynonHomodeHHoro mpeacrasutens OOO «Peneccanc
Bpoxep».

§ 5. Copies of trading electronic document in

1.

paper form

Copies of the trading electronic document may

be created (printed) in paper form, certified by own
handwritten signature of the authorized representative of
Renaissance Broker Limited.




2. Kommu TOProBOro 3JEKTPOHHOTO TOKYMEHTa Ha
OyMa)KHOM HOCHUTEIIe MOJKHBI COAEPKATh 00s3aTEIBHYIO
OTMETKY, CBH/ICTEIILCTBYIOIIYIO O TOM, YTO 3TO KOIIHSL.

2. Copies of the paper-based trading electronic
document shall contain a mandatory note confirming that
it is a copy.

§ 6. IIpoBepka NOJJIMHHOCTH JOCTABJIEHHOTO
TOProBOI0 3JIEKTPOHHOI0 JOKYMEHTAa

1. TIlpm npoBepke [OOKyMEHTa IPOM3BOAUTCA
o0s13aTenbHast MPOBEPKa AIEKTPOHHOM MOATNCH.

2. Tlomy4eHHBI TOProBOTo AJIEKTPOHHBIH TOKYMEHT
MPOBEPSICTCS HA COOTBETCTBUEC YCTAHOBJICHHOMY JJISI HETO
thopmary.

3. DIeKTpOHHBIN JOKYMEHT MOMJICKUT NaNbHEHIIei
00pabOTKE ¥  HUCIOJHCHUIO TOJNBKO B  Ciydac
MOJIOKHUTEIBHOTO pe3yJibTaTa IMPOBEPKU DIICKTPOHHOMN
TIOJIIIFICH, €0 COOTBETCTBHSI YCTAHOBICHHOMY (opMary.

4. Tlpm oTpUOATETFHOM pe3ylbTaTe IIPOBEPKHU
MOJUTMHHOCTH ¢dbopmata
JOKYMCHTa OOKYMEHT CYUTACTCA HC MOJYYCHHBIM U HE
TIOJUTCXKUT JaJbHEUIIeH 00padOTKe U UCTIOTHEHHIO.

3JIEKTPOHHOM  MOANUCH U

§ 6. Verification of authenticity of delivered
trading electronic document

1. When verifying the document, a mandatory
verification of the electronic signature shall be carried
out.

2. The received trading electronic document shall
be verified as to whether it is consistent with the
established format.

3. An electronic document shall be subject to
further processing and execution only in the event of the
positive result of verification of the electronic signature,
consistency thereof with the established format.

4. In the event of a negative result of the
verification of the authenticity of the electronic signature
and the document format, the document shall be deemed
not to have been received and shall not be subject to
further processing and execution.

§ 7. OT3BIB TOProBOro »1eKTPOHHOT0 JOKYMEHTA

1. DnekTpoHHBIN JOKYMEHT 10 MOMEHTA MOJIy4eHHUS
€ro JpyruM YYacTHHKOM MOJKET OBITh OTO3BaH B JIHO0OM
MOMEHT, KOT/Ia 3TO ITO3BOJIET COOTBETCTBYIOIIAS CHCTEMA.

§ 7. Revocation of trading electronic
document
1. Before the electronic document is received by
another Participant, it may be revoked at any time when
the relevant system allows it.




§ 8. UnenTndukanus u ayreHTupukanus

Y4yacTHUKOB
8.1. IlepBonauasnbHas naeHTHGUKAIUS u
ayTeHTH(UKAIUS Y YacTHUKA
1. B mporecce perucTpaiuu YyactHHKa

OCYIIECTBIISICTCS €0 IEpBOHAYalbHAS HACHTU(HUKALNS,
[0 pe3ysibTaTaM KOTOPOH VYYacCTHMKY NpHUCBaUBAETCA
YHUKQJIBHBI HMICHTH(QUKATOD M 3aHOCUTCS B pEecTp
3apErHCTPUPOBAHHBIX Y YaCTHUKOB.

2. IlepBonauampHas ayTeHTH(UKAIUSI YJacCTHHKA,
ABJISTFOLIETOCST  (PM3WYECKUM  JIMIIOM, TIPOM3BOAMTCS C
UCIIOJIb30BaHHEM YIOCTOBEPSIOLIEro
JIMYHOCTB.

3. [llepBonauampHas ayTeHTH(HKanWs YYacTHHKA,
SBJISTFOLIETOCST  IOPUANYECKUM JIUIIOM, IIPOM3BOAUTCA C
UCIIOJIb30BaHHEM YIOCTOBEPSIOLIEro
JIMYHOCTH MpEACTaBUTEIA

JOKYMCHTa,

JIOKyMEHTA,
YIIOJIHOMOYEHHOI O
IOPUINYECKOTO JINLA, TOBEPEHHOCTH WU YUPEAUTENBHBIX
JIOKYMEHTOB FOPUJUYECKOr0 JINLA, HA OCHOBAHUH KOTOPBIX
JIEHCTBYET yIIOJTHOMOYEHHBIN NIPEACTaBUTEND.

§ 8. Identification and authentication of
Participants

8.1. Initial
Participant

1. When registering the Participant, its initial
identification is conducted, whereupon the Participant is
assigned a unique ID and the Participant is entered in the
register of registered Participants.

identification and authentication of

2. Initial authentication of the Participant, who is
an individual, shall be conducted using a document
identifying the individual's identity.

3. Initial authentication of the Participant, who is a
legal entity, shall be conducted using a document
confirming the identity of the authorized representative of
the legal entity, a power of attorney or constitutional
documents of the legal entity, by virtue of which the
authorized representative acts.

8.2. UnenTndukanus 3aperucTpHpoOBaHHOTO

YuyacTHHKA
1. Wnentudukamus 3apEeTUCTPHPOBAHHOTO
YuacTHHKa, SIBJIIOLIIETOCS ¢dusngecKuM JIMIIOM,

OCYLIECTBIISIETCS. 110 YHUKAJIBbHOMY HJICHTU(PHKATOPY,
3aHECEHHOMY B PEECTp YYacTHUKOB IPU €ro NEepBUYHOU
perucTpanmy, 1 NaCOPTHHIM JaHHBIM Y YaCTHHKA.

2. Wnentudukanms 3apEeTUCTPUPOBAHHOTO

YyacTHUKa,  SBIAIONIETOCS  IOPUIUYECKHM  JIHIIOM,
OCYLIECTBIISIETCS. 10 YHUKAJIBHOMY HJIEHTU(PHKATOPY,
3aHECEHHOMY B peecTp YYaCTHHKOB IIPH €ro NEepBHYHOM
perucTpanuy, MNaclOPTHBIM JAaHHBIM YIIOJIHOMOYEHHOTO
MPEJCTaBUTENS IOPUANIECKOTO JIMLA, JOBEPEHHOCTH WIN
YUPEANUTENbHBIX JOKYMEHTOB IOPHIMYECKOTO JHIa, Ha
KOTOPBIX ~ JICHCTBYET  yIOJHOMOYEHHBIN

MpeaACTaBUTEIIb.

OCHOBaHUHN

3. AyrenTudukanus Y 4acTHUKOB

IIpu oTmpaBKe TOPrOBBIX AJIEKTPOHHBIX JOKYMEHTOB
ayTeHTH(UKAMsI  3aperucCTPUPOBAHHOTO
ocymiecTBisiercs o Kirouy 37eKTpoHHON TOATIICH.

VYyacTHUKA

8.2. Identification of registered Participant

1. Identification of the registered Participant, who
is an individual, shall be conducted using a unique
identifier entered in the register of Participants at the time
of its initial registration and passport details of the
Participant.

2. Identification of the registered Participant, who
is a legal entity, shall be conducted using a unique
identifier entered in the register of Participants at the time
of its initial registration, passport details of the authorized
representative of the legal entity, a power of attorney or
constitutional documents of the legal entity, on the basis
of which the authorized representative acts.

3. Authentication of Participants

When sending trading electronic documents, the
registered Participant is authenticated using an Electronic
Signature Key.

§ 9. AnnynupoBanne Kiroua 3j1eKTpoHHOI
MOANMUCH Y4YacTHHKA

1. Amnnynuposanue Kitoua 31eKTpoHHOW moaricH
VY4acTHHMKaA OCYLIECTBIISAETCA:

. T10 3asBJICHUIO Y YaCTHHUKA,

* 1o pemenno OO0 «Peneccanc bpokep».

§ 9. Cancelation of Participant's Electronic
Signature Key

1. Participant's
canceled:

e  if sorequested by the Participant;

e if so determined by Renaissance Broker
Limited.

Electronic Signature Key is




2. 3asBncHue HA  AHHYJHUPOBAHHE Kiroua
JJIEKTPOHHON TOANMHUCH B OyMakHOH (Gopme momaercs
Vyactaukom B OOO «Peneccanc bpokep» nuyHO HIH
3aKa3HBIM ITUCHMOM.

3. Kirou anekTpoHHO# moanucu Y4YacTHUKA MOXKET
ObITh aHHyNupoBaH no uHHMnUaTHBe OOO «PeHeccaHc
Bpoxep» B cityuae:

*  YCTaHOBJCHHOTO (aKTa KOMIIPOMETALUH KITFOYa
3JIEKTPOHHON MOJANUCH YUYaCTHUKA;

* [0 YKa3aHUIO JIUI] WM OPTaHOB, HMEIOIINX TaKOe
MPaBO B CHJTY 3aKOHA.

4. 00O «Peneccanc bpokep» BHOCHT HHPOPMALIUIO
00 anHymupoBaHmM Kitowa S1eKTpOHHOH NOANHCH B
Criicok aHHYIMPOBAaHHBIX KITFOUEH 3JIEKTPOHHOW TOIIIHCH
B TEYEHHE OJHOr0 padoyero AHS CO JHS HACTYIUICHUS
00CTOSATENBCTB, MOBIEKIINX 3a Co00H IpekpalieHne
JnercTBus  Kiroya. /JlelicTBue Kirodya IpeKpamaercs ¢
MOMEHTa BHeceHMs 3amucu 00 »3ToM B Crmcox
AHHYJIMPOBAHHBIX KITFOUEH 3JICKTPOHHOM MO IHCH.

5. Tlo pesynbrataM  aHHYJIHUPOBAHUSA
anekTpoHHoir moamucu OOO «Peneccanc
YBEIOMIISET Y YaCTHUKA.

KIII04a
Bpoxkep»

2. A paper-based request to cancel the Electronic
Signature Key shall be submitted by the Participant to
Renaissance Broker Limited in person or by registered
mail.

3. Participant's electronic signature key may be
cancelled by Renaissance Broker Limited in the event of:

= an ascertained fact of the compromise of the
Participant's electronic signature key;

= being so instructed by persons or bodies having
such right by operation of law.

4. Renaissance Broker Limited shall enter the
information about the cancellation of the Electronic
Signature Key in the List of cancelled electronic signature
keys within one business day of the time of occurrence of
circumstances resulting in the termination of the key. The
key ceases to be valid from the time of making an entry
thereof in the List of cancelled electronic signature keys.

5.  Renaissance Broker Limited shall notify the
Participant following the cancellation of the electronic
signature key.

§ 10. O6s13aHHOCTH YYAaCTHHKA MO COOJIIOEHH IO
KOH(QUIeHINATbHOCTH

1. VwyactHuK 00s3aH:

e XpaHWTh B TailHE AaBTOPH30BaHHBIA ajpec
ANIEKTPOHHOM MOYTHl M WAECHTU(UKATOP, MPUHUMATh BCE
BO3MOJKHBIE MEpbI, IPEAOTBPAIIAONINE HAPYLUICHHE WX
KOH(UACHIINAILHOCTH;

e B ciyYac HapymICHUS KOH(HICHIMAIbHOCTH
ajgpeca  JIEKTPOHHOMU
UIeHTU(HUKATOPOB ayTEHTH(UKAIMK HE3aMeIUTEIbHO
yBenomuts 00 3toM OO0 «Peneccanc bpokepy.

2. Y4YacTHHK HECEeT OTBETCTBEHHOCTb:

ABTOPU30BAHHOI'O IOYTHI n

* 33 TIPEAOCTaBJICHHE  HEKOPPEKTHOro  (He
CYIIECTBYIOIIETO WM HE NPHHAAIEKAIIEro YUYacTHUKY)
ajZipeca 3JIEKTPOHHOM NOYTHl Y4YaCTHUKA;

*  3a HecBoeBpeMeHHOoe uH(popmupoanue OO0
«Peneccanc bBpokep», B TOM 4umncie 3a BO3MOXHBIE
MOCJICTYIONINE HETaTUBHBIE COOBITHS, MPOHM3OIISAIINE B
pe3ysbrare nHpopManuy,
npesHa3HaYeHHOH Ui ayTeHTH(UKALNHY;

KOMIIpOMETAIIUN

§ 10. Participant's confidentiality obligations

1. The Participant shall:

e  keep confidential the authorized email address
and identifier, use its best efforts to prevent the breach of
their confidentiality;

o if the confidentiality of the authorized email
address and authentication identifiers is breached,
immediately notify thereof Renaissance Broker Limited.

2. The Participant shall be liable for:

e  submission of inaccurate (non-existent or not
belonging to the Participant) email address of the
Participant;

e untimely notification of Renaissance Broker
Limited, including for likely subsequent adverse
developments resulting from the compromise of the
information intended for authentication.

PA3AEJ 2. TOPAAOK PASPEIIEHUA
KOH®JIUKTHBIX CUTY AU

SECTION 2. CONFLICT RESOLUTION

§ 1. OcHOBHBIE NOJIOKEHUS

1. B xoxe wCmonp30BaHMS AJIEKTPOHHOH TOANHCH U
ayTeHTHU()UKAITMOHHBIX JAHHBIX BO3MOKHO
BO3HUKHOBEHHE KOH(QIMKTHBIX (CIIOPHBIX) CHTYallHH,
CBSI3aHHBIX C (POPMHPOBAHUEM, JOCTABKOW, MOIYUCHUEM,
MOATBEPIK/ICHIEM IOIYYEeHHUS DJIEKTPOHHBIX JTOKYMEHTOB,

§ 1. Key Provisions

1. When using an electronic signature and
authentication data, it's likely that conflict situations will
arise in connection with the creation, delivery, receipt,
confirmation of receipt of electronic documents and use
of electronic signature in trading electronic documents.




a TaKXKe C HCIOJb30BAaHHEM DJJIEKTPOHHOM IOJINCH B
TOPTOBBIX JEKTPOHHBIX TOKYMEHTAX.

2. IlpuunHOW KOHQIUKTHON
CITY>KHTB!

*  OcnapuBaHue (akTa (GOPMHUPOBAHUS TOPTOBOTO
3JIEKTPOHHOTO JOKYMEHTA;

*  OclapuBaHHE aBTOPCTBA TOPTOBOTO
JJIEKTPOHHOT'O JOKYMEHTa (IIOJO3pEHUE Ha HapylIeHHe
npoueaypsl HASHTH(UKAIMN BIIaJeiIblia KJII04a MOJITHCH,
c(hOpPMHUPOBABIIETO IEKTPOHHBIN TOKYMEHT);

*  OclapuBaHHE LEIOCTHOCTH TOPrOBOTO
3JIEKTPOHHOTO JOKYMEHTa (TIOJO3pEHHE Ha HapyIICHHE
CBOMCTBAa  IIEJIOCTHOCTH  TOPrOBOTO
JOKyMEHTa IIPH €T0 Iepefade 1Mo KaHaly CBA3N);

e ocmapuBaHue (akTa OTHpaBICHUS ©  (WITH)
MOyYCHHS TOPTOBOTO MJIEKTPOHHOTO JOKYMEHTa,;

*  OCllapuBaHHWE BPEMEHHM OTIpPaBICHUS M (WIN)
MOJYYEHHSI TOPTOBOT'O AJIEKTPOHHOTO JOKYMEHTA,;

*  WHBIC CIyYad BO3HUKHOBEHHSA KOH(IMKTHBIX
CUTyaluH.

3. KoH}uuktHEIE CHTyaIuu
pabodyeM TOpsIKE W/WIM C IPUBJICYEHHEM OKCIEPTHOM

CUTyallui  MOXKET

3JEKTPOHHOTO

paspemarorcsi B

KOMHCCHU TI0 pa3pelicHUI0 KOHQIMKTHOW CHUTYyalluu

(mamee — «OkcmepTHasE KOMHCCHA») B

YCTaHOBJIEHHOM HacTosmumu [IpaBunamu.
[TonTBepkaeHNe NOATMHHOCTH MTPOCTON 3JIEKTPOHHOM

nopsAake,

2. The cause of the conflict situation may be the
following:

»  disputing the fact of creation of the trading
electronic document;

»  challenging authorship of the trading electronic
document  (suspected breach of procedure of
identification of the signature key holder, who has created
an electronic document);

»  challenging integrity of the trading electronic
document (suspected breach of the integrity of the trading
electronic document in the course of its transfer via a
communication channel);

»  challenging the fact of dispatch and/or receipt of
the trading electronic document;

«  challenging the time of dispatch and/or receipt
of the trading electronic document;

. other instances of conflict situations.

3. Conflict situations shall be resolved in the
ordinary course of business and/or with the help of the
expert committee for conflict resolution (the "Expert
Committee™) as per the procedure set out in these Rules.

Authenticity of the basic electronic signature shall be

TIOIITACH OCYIIECTRIISAETCS MPOBEPKOH Kmroua | confirmed by verifying the Electronic Signature Key.
3IIEKTPOHHOM MOIIHCH.
§2. Pa3pemenne KOHQIMKTHBIX §2. Conflict resolution in the ordinary
cuTyanuii B paGoueM nopsake course of business
2.1 Tlomy4yeHue yBeIOMJIEHHS O KOH(IMKTHOM 2.1 Receipt of notice of conflict situation.

CUTYalluH.

1. Tlpu BO3HHKHOBEHHH OOCTOSITEIBCTB, KOTOPHIC
CBUJICTEIILCTBYIOT O HAaMYMU KOH(MIUKTHON CHTyaluw,
000
YBEIIOMJIEHHE O

YyacTHUK  HE3aMeIIMTEIbHO
«Peneccanc  bpokep»
BO3HHKHOBEHUH KOH(JIMKTHOW CHTYallUH C W3JI0KCHUEM

00CTOSATENLCTB n npearnojaaracMbIx

HampasJisieT B
MUCbMEHHOE

NPUYMH  ee
BO3HHKHOBEHHS.

2. 00O «Peneccanc bpokep» mpoBepsieT HanH4ue
YKa3aHHBIX B yBEJOMIICHHH OOCTOSITENHCTB, M B CiIydyae
HEOOXOMMOCTH OCYIIECTBIISICT IPOBEPKY 3IEKTPOHHOU
MOJINCH, COJep)Kaleiics B OCMapHBacMOM TOPTOBOM
SNEKTPOHHOM  JIOKYMEHTE,
paspenieHno KOHGIUKTHOH cuTyarmu (1m.2.11).

3. Cpok paccMOTpeHUsI yBEAOMIICHHS YUYaCTHHKA

U TIPUHUMACT MEpbI 110

cocraBmser 15 (IlarHanmaTe) pabounx AHEH C AATHI €ro
noctymienus B OO0 «Peneccanc bpokep».

1. In the event of occurrence of circumstances
evidencing an existing conflict situation, the Participant
shall immediately send to Renaissance Broker Limited
written notice of the conflict situation detailing the
circumstances and likely causes thereof.

2. Renaissance Broker Limited shall verify
whether the circumstances specified in the notice exist
and, where necessary, shall verify the electronic signature
contained in the disputed trading electronic document and
shall take measures to resolve the conflict situation
(Clause 2.11).

3. The time period for review of the Participant's
notice shall be 15 (fifteen) business days from the date of
receipt thereof by Renaissance Broker Limited.

2.2. IIpoBepka ¢akTa OTIIPaBICHHS TOPTOBOTO
3NIEKTPOHHOT'O JOKYMEHTA.

2.2. Verification of dispatch of the trading electronic
document.




[IpoBepka (akTa OTHpaBICHUS WIM IIOJyYCHUS
TOPTrOBOTO 3JIEKTPOHHOIO JOKYMEHTAa 3aKIIOYacTCs B
npoBepke Kiroua 3nexTpoHHOM nogNIHCH.

OtnpaBka TOProBOrO  AJIEKTPOHHOIO  JOKYMEHTa
Y4acTHUKOM CUUTAETCS MOTBEPKIACHHOM, €CIIH TOPTOBBII
3JIEKTPOHHBIM JOKYMEHT OTIPABJICH C HCHONb30BAHUEM
Knroua anextpoHHOI noanucu u noiaydex cucremoit 310
00O «Peneccanc bpoxep».

Ilony4yeHune 3JIEKTPOHHOIO AOKYMEHTA YYacCTHUKOM
CUMTAeTCAd  MOATBEPXKACHHBIM, €CJIM  AJIEKTPOHHBIN
JIOKYMEHT OTIPaBJEH IO MPSAMOMY BBIIEIEHHOMY KaHally
CBSI3H, UCTIOJB3YIOIIETO OJUH MIIH HECKOIBKO CIEAYIOIINX
nporpaMMHBIX miponykroB: TWIME, Plazall, lmro3
FORTS, ASTSBridge, FIX Gate, Tepmuuan FORTS,
Plazall, QUIK u FIX.

Verification of the fact of dispatch or receipt of the
trading electronic document consists in the verification of
the Electronic Signature Key.

The dispatch of the trading electronic document shall
be deemed by the Participant as confirmed, if the trading
electronic document is sent using the Electronic
Signature Key and is received by the EDI system of
Renaissance Broker Limited.

Receipt of the electronic document by the Participant
shall be deemed as confirmed, if the electronic document
is sent via direct dedicated communication channel,
which operates through one or several of the following
software products: TWIME, Plazall, FORTS Gateway,
ASTSBridge, FIX Gate, FORTS Terminal, Plazall,
QUIK and FIX.

2.3. TlpoBepka MHOUIMHHOCTH TIPOCTOH AIIEKTPOHHOM
MOJIHUCU B TOPTOBOM 3JIEKTPOHHOM JJOKYMEHTE.

IlopnuHHOCTE NPOCTOM 3JIEKTPOHHOM MOANMCH B
TOPrOBOM JOKyMEHTE CUHUTAETCA
HNOATBEPXKIEHHOH, €CIH IO MPOBEPKH
NIEKTPOHHBIM JOKYMEHT comepkuT Kirtod aieKTpoHHOI

SJICKTPOHHOM
uroram

IOAITUCH.

2.3. Verification of authenticity of a basic electronic
signature in the trading electronic document.

Authenticity of the basic electronic signature in the
trading electronic document shall be deemed confirmed,
if, following the verification, the electronic document
contains the Electronic Signature Key.

2.4. Mepsl 0 pa3pelicHu0 KOHMIUKTHON CHUTyalluy,
MPUHUMACMBIE 110 UTOTaM MPOBEPKH.

1. Tlo pesynapraTaM NpPOBEPKH YIOJIHOMOUYCHHOE
muro OO0 «Peneccanc bpokep» cocTaBisieT akT pazdoopa
KOHQIUKTHOH cHTyanuu (mamee — «AKT»), KOTOPBIH
JIOJDKEH COJICPKATH:

*  JlaTy U MECTO COCTaBJIeHUsI AKTa;

*  JCWUCTBHUS,  BBHIIOJHEHHBIE B pE3ynbTaTe
MIPOBEPKH;

*  OCHOBHBIC BBIBOJIbI;

. MOJANUCH  yHoiaHoOMoueHHoro Jjmua  OOO
«Peneccanc bpokep».

2. 000 «Peneccanc Bpoxkep» M3BEILaeT

JOCTYIHBIMH CIOCOOAMH YYacTHUKA, WHUIIMHPOBABIIETO
pa360p KOHGIUKTHOHN CUTYAIUH, O PE3yIbTaTax MPOBEPKU
M, TpU HEOOXOIWMOCTH, O Mepax, HPUHATBIX JJIs
pazperieHus KOHPIUKTHOM CHTYaluH.

3.  KoudnukrHas

CUTyalusd MMpU3HACTCA

paspemieHHOM B paboyeM THOpsAAKEe B cCilydae, €Cid
YYacTHUK, WHUNWUPOBABIIMK pa30op KOH(IUKTHON
CUTYyallUH, YIOBJIETBOPEH nHdopmanmei,

npenocTaBieHHON emy, 1 He nmeer kK OOO «Peneccanc
Bpoxep» npereH3uii 1o uToraM NpoBEACHHON IPOBEPKHU.

4. B cnydae ecim Y4YacTHHK HE YJOBJIETBOPEH
noxydyeHHOW nHpopManuen, 1 cuTyanus He ObUIa pereHa
B pabouem mopske, GopMUpyeTcss DKCTepTHAsT KOMHCCHS
JUTS PAaCCMOTPEHUS KOH(QIMKTHON CUTYaIUH.

2.4. Conflict resolution measures taken following
verification.

1. Following verification, the authorized person of
Renaissance Broker Limited shall draw up a conflict
resolution act (the "Act"), which shall contain the
following:

. date and location where the Act is drawn up;

*  actions performed as a result of verification;

*  key conclusions;

* a signature of the authorized person of
Renaissance Broker Limited.

2. Renaissance Broker Limited shall notify by any
available method the Participant, who initiated the
conflict resolution, of the verification results and, if
necessary, of measures taken to resolve the conflict.

3. The conflict shall be deemed resolved in the
ordinary course of business if the Participant initiating the
conflict resolution is satisfied with the information
provided to it and does not have complaints against
Renaissance Broker Limited following the completion of
the verification.

4. If the Participant is not satisfied with the
information received and the conflict is not resolved in
the ordinary course of business, the Expert Committee
shall be formed to review the conflict.




§3. Paspemienue KOHQJIUKTHBIX CHTYaluii
JKCIepTHOH KOMUCCHEH

3.1. ®opMupoBaHHe IKCIIEPTHOH KOMUCCHH.

1. DkcnepTHas KOMHCCHUS CO3BIBACTCS] HA OCHOBAHHUHU
MMCHbMEHHOTO 3asBJICHUS Y YaCTHUKA.

Yka3aHHOE 3asBICHUE JJOJDKHO COJECPIKATh:

*  mpeaMeT KOH(IMKTHOU CHTYaluy,

*  BO3MOXHBIC NPUYUHBI u
KOH(JIMKTHOHM CUTyalum;

*  CIHCOK IpeIaraeMpIX s y49acTHsi B paboTe
OkcnepTHOH YTIOTHOMOYEHHBIX
npeAcTaBuTeNell YUacTHHKA ¢ yKa3aHWeM uX (haMuini,
MMEH, OTYECTB, IOJDKHOCTEH, MX KOHTaKTHOI MH(pOpMaun
(Tenedonsl, Gakcel, TEKTPOHHAS IOYTA).

2. 3asgBneHHE COCTaBISIETCS B (GopMe OyMakHOTO
JOKyMEHTA, TIOAIICHIBAETCA YYAaCTHUKOM U TIepeaaeTcs B

OCJIICACTBUA

KOMHUCCHH

OOO «Peneccanc bpokep» B moOpsake, KOTOPBIi
obecreunBaeT MIOATBEPIKICHUE BpYUYCHUS
KOPPECHOHICHIINH.

3asiBIeHHE MOXET OBITh COCTABJICHO M HAIpPaBIICHO B
dbopMe 3IEKTPOHHOIO JOKYMEHTA. ¢baxt
JTIOCTaBKH JTOJDKEH OBITh MOATBEPIKICH.

3. B Tedenue Tpex pabouuii IHEH Mocie MOTyYeHUS
sasgBreHnss OO0 bpokep» ¢dopmupyer
DKCIIepTHYI0 KOMHCCHIO.

IIpu »3tOM

«Peneccanc

4. Ecnu Y4yacTHHKH He I0OrOBOPSTCS 00 MHOM, B COCTaB
OKCIIEPTHOW KOMHCCHM BXOAHMT PaBHOE KOJIHYECTBO
YIOTHOMOYEHHBIX MIpeICTaBUTENEH Y4acTHUKOB,
YYacCTBYIOUIMX B Pa3pelieHNH KOHQIUKTHOW CUTyaluH (HO
He OOJIbIIIe YeThIpeX OT KaXJI0ro YdacTHuka). [Ipu aTom B
COCTaB DKCHEPTHOW KOMHCCHHU B 00S3aTEILHOM TIOPSAKE
BKJIFOYAIOTCSl TMPEACTaBUTENH CIIYy)KO HH()OPMALMOHHO-
TEXHUYECKOTO 0OecleueHms, a Takxke ciyx0 obecriedeHns
nH(pOpMaLMOHHO 6e30macHOCTH Y 4aCTHUKOB.

5. K pabore DxcmepTHOI
MPOBECHUS] TEXHHUYECKOW 3KCIIEPTU3BI

KOMHUCCHH ISt
MOTYT OBITh
NPUBJICYCHB  HE3aBUCHMBIC  DKCIEPTHI, U3
MpeICTaBUTENICH  TOCTaBIIUKOB  CPEACTB
HHPOPMALIMU, WCIONB3YEeMBIX B KadecTBE
3JEKTPOHHOU IOIINCH
B3aMMOJCHCTBUN Y YaCTHUKOB.
6. B cnywae ecnm mpencTtaBUTEeNs(M) OXHOTO W3
Y9acTHUKOB HE SBHJICS(JIMCE) ISl YI9aCTHS B IPOBEICHUU
9KCIEPTH3HI, PKCIIEPTH3a IPOBOJUTCS O€3 UX yJdacTus, a 00
OTCYTCTBUH IPEICTABUTEIICH COCTABIACTCS aKT, KOTOPBI
MOJIITMCHIBACTCS. BCEMH MPHCYTCTBYIOIIUME Y YaCTHUKAMHU
DKCHEePTHON KOMUCCHUH.
3a7a4a
YCTaHOBHTh Ha OPTraHMU3alMOHHO-TCXHUYECKOM YpPOBHE
HAJIMYHAC VI OTCYTCTBUE (PAKTHYECKHX OOCTOSTENBCTB,
CBHUJIETEIILCTBYIOIIUX O HATWMIMH KOHDIMKTHOM CUTYyaIHH,

qucia
3alIMTHI
CpeacTBa

npu 3JICKTPOHHOM

7. OcHoBHas DKCHEepTHON  KOMHUCCHH

€€ IpUYMHAX W TIOCICACTBUAX, a TaKKE crocobax u
METOAaX €€ pa3pCuICHH .

§3. Conflict resolution by the Expert Committee

3.1. Formation of the expert committee.

1. The expert committee shall be convened on the
basis of a written request from the Participant.

The said request shall contain the following:

*  the subject-matter of the conflict;

. likely causes and effects of the conflict;

« a list of the Participant's authorized
representatives proposed to be included in the Expert
Committee together with their surnames, first names,
patronymic names, titles, their contact details (telephone,
fax numbers, email).

2. The request shall be drawn up as a paper
document, signed by the Participant and delivered to
Renaissance Broker Limited as per the procedure, which
ensures that delivery of correspondence is confirmed.

The request may be drawn up and sent in the form of
a electronic document. Provided that the fact of delivery
shall be confirmed.

3. Renaissance Broker Limited shall form the
Expert Committee within three business days of receipt
of the request.

4. Unless the Participants agree otherwise, the
Expert Committee shall comprise the equal number of the
Participants' authorized representatives participating in
conflict resolution (but not more than four on behalf of
each Participant). Provided that the Expert Committee
shall include information and technical support service
representatives and representatives of services providing
for information security of the Participants.

5. Independent experts from among
representatives of suppliers of information security tools
used as electronic signature tools during the electronic
exchange between the Participants may be involved in the
work of the Expert Committee for the purposes of
conducting technical examination.

6. In the event that a representative (-s) of one of
the Participants fails to show up for the technical
examination, the technical examination shall be carried
out without it and the act shall be drawn up regarding its
non-participation, which act shall be signed by all present
Participants of the Expert Committee.

7. The main task of the Expert Committee is to
ascertain on the organizational and technical level
whether actual circumstances evidencing the existence of
the conflict, its causes and effects and methods of its
resolution exist or not.




3.2.  TIpoTOKOJBI W OTYETHl PE3YIHTATOB PAOOTHI
KOMHCCHH.
1. Tlo Bcem paelcTBUSM, NPEINPUHUMACMBIM

OKCIIepTHOH KOMHCCHEH, IJIsl BBIACHEHUS (DaKTHUSCKUX
00CTOATENBCTB  KOH(JIMKTHOW CUTYyallUM COCTaBIISETCS
MPOTOKONI PabOTHI DKCIEPTHOW KOMHCCHH (namee —
«I[IpoToxom»).

2.ITpoTOKOI OJDKEH CONEepIKaTh CIEyIONINE JJaHHBIE!

*  ;ary u MecTo cocrasieHus [IpoTokona;

* cocraB OKCHEPTHOW KOMHCCHM C YKa3aHUEM
(hamuTiii, IMEH, OTYECTB, KOHTAKTHON WH(POPMALINY;

*  KpaTkoe U3JTI0XKEHUe 00CTOSITENBCTB,
CBUJICTCNILCTBYIOIINX, @O MHEHHIO YUYacTHHKA, O
BO3HMKHOBEHHH W/WJIM HAINYNHU KOH(DIMKTHON cUTyanumy;

*  YCTaHOBJICHHBIC OKcnepTHOH
(hakTHIecKre 00CTOSITEIhCTBA KOHMINKTHON CUTYAITHH;

. HaMMEHOBaHUE MPOBOUMOTO
OKCIIepTHOW KOMHUCCHEH, ¢ yKa3aHHEM [aTbhl, BpEMEHH U

KOMHCCHEH
MEpOTIPUSTHS,

MECTa €ro nMpoOBCACHUS;

M BbIBOJIbI, K KOTOpPbBIM IIpUILIa aKCl'IepTHaH
KOMHUCCHS B PE3YJIbTATC MMIPOBCACHHOTO MCPOIIPUATHA,

M IIOAIMHUCH BCCX YJIICHOB 3KCH€pTHOI>‘I KOMHCCHH.

3.2. Minutes and reports on results of committee's
proceedings.

1. Minutes of the Expert Committee's proceedings
(the "Minutes") shall be drawn up in respect of all actions
taken by the Expert Committee, to identify actual
circumstances of the conflict.

2. The Minutes shall contain the following:

«  date and location where Minutes are drawn up;

«  composition of the Expert Committee together
with surnames, first names, patronymic names, contact
details;

« summary of the circumstances evidencing, in
the Participant's opinion, occurrence and/or existence of
a conflict;

» actual circumstances of the conflict identified by
the Expert Committee;

. name of activity carried out by the Expert
Committee together with the date, time and location held;

. conclusions drawn by the Expert Committee
following the activity carried out;

. signatures of all
Committee.

members of the Expert

3.3 MepsI 110 pa3perieHno KOHGQINKTHON CUTYaIlHH,
NPUHUMAEMBIE 110 UTOTaM PabOThI SKCHEPTHONW KOMHCCHH.
1. TIlo
DKCHEepTHOM KOMHUCCHEH, COCTaBisieTcss AKT, KOTOPBIH
JIOJDKEH COJIEPKATh CIEAYIOIIYI0 HH()OPMALUIO:

pe3ynbTataM  TpPOBEPKH, MPOBEACHHOU

. €OCTaB DKCHEPTHON KOMUCCHUU;

*  JIaTy U MECTO COCTaBJICHUS AKTa;

* JaTel M BpeMs Hadaja M OKOHYAaHHSA DPaOOTHI
DKCHEepTHOU KOMUCCUH;

. KpaTKUI NEpeuYeHb MEPONPUATHH, IIPOBEICHHBIX
DKCHEepTHON KOMHUCCUEH;

*  BBIBOABL, K KOTOPBIM IpHIUIa OKCHEpTHas
KOMHCCHS B pe3yIIbTaTe MPOBEICHHBIX MEPOIIPHUATHUL;

*  TOJANKCH YICHOB DKCIEPTHOH KOMHUCCHHU.

2. K Axkry Moxer mnpuiaratbCsi 0co00€ MHEHHUE
YJICHA HIA WICHOB DKCIEPTHOI KOMUCCHH, HE COTJIACHBIX
C BBIBOJAMH KOMHCCHH, yKa3zaHHbIMH B Akte. Ocoboe

(opwme,
IDOAIIMCBHIBACTCSA YJICHOM WM YICHaAMU SKCHepTHOﬁ

MHCHHC COCTaBJIACTCA B HpOI/I3BOJ'H>HOI71

KOMHUCCHH, Yb€ MHCHUEC OHO OTPAXKACT.

3. Axr bopme
JIOKYMEHTA [0 OJTHOMY 3K3eMIUIIPY KaXKJI0MY Y UYaCTHHUKY.

COCTaBJISIETCSL B OyMa)KHOTO

4. KoudnukrHas
pa3peneHHoH 10 HToram padoThl DKCIIEPTHON KOMHUCCHHU B
eclii YUacTHUKU YJOBIETBOPEHBI BBIBOAAMU,

CUTyanus IIpU3HACTCA

ciyyae,

3.3 Measures to resolve the conflict taken based on
the work carried out by the Expert Committee.
1. Based on the results of the verification
conducted by the Expert Committee an Act shall be
drawn up, which act shall contain the following:

. composition of the Expert Committee;

. date and location where Act is drawn up;

+  date and time of commencement and completion
of work carried out by the Expert Committee;

*  summary of activities carried out by the Expert
Committee;

. conclusions drawn by the Expert Committee
following the activity carried out;

. signatures of members of the Expert Committee.

2. An exception report expressing an opinion of a
member or members of the Expert Committee
disagreeing with the committee's conclusions specified in
the Act may be attached to the Act. The exception report
shall be drawn up in any form, signed by a member or
members of the Expert Committee, whose opinion it
exXpresses.

3. The Act shall be drawn up as a paper document,
one counterpart for each Participant.

4. The conflict shall be deemed resolved based on
results of the Expert Committee's work, if the Participants
are satisfied with the conclusions drawn by the Expert




MOJIYYUEHHBIMH OKCIEPTHOW KOMHCCHEH, U HE HMEIOT
B3aUMHBIX  TPETEeH3Uil B paspeniaeMoun
KOH(JIMKTHOHM CUTyalueH.

B aToMm citydyae Y4YacTHUKHM B CPOK HE IO3JHEE ISTH
pabouynx nHEH cO IHSA OKOHYAHHS PabOThI DKCHEPTHOM
KOMICCHM Ha OCHOBAaHWH €€ BBIBOJIOB IIPHHAMAIOT
COOTBETCTBYIOIIUE MEPHI 10 Pa3pelIeHHI0 KOH(PIMKTHON
CUTYAIIHH.

B cirygae HEeBO3MOXKHOCTH pa3penieHns] KOHPINKTHON
CHTyallil COTJIACHO YCTaHOBJICHHOMY B HACTOSIINX
[paBmax MOPSIKY, Y4yacTHUKH pasperaror
KOH(IMKTHYIO CHTYyalllIo B cyze cornacHo § 2 Pasnena 4
HacToawux [IpaBui.

CBA3U (¢

Committee and do not have complaints against each other
in connection with the conflict being resolved.

In such case the Participants shall, within five
business days of the date of completion of the Expert
Committee's work, take relevant measures on the basis of
the its conclusions to resolve the conflict.

In the event that the conflict cannot be resolved as per
the procedure set out in these Rules, the Participants shall
resolve the conflict in court in accordance with para.2
Section 4 of these Rules.

PA3JIEJI 3. OBECIIEYEHUE BE3OITACHOCTH

SECTION 3. SECURITY ARRANGEMENTS

§ 1. Cucrema obecrieueHust HHPOPMAITMOHHOM
6e3omacHoCTH

1. DOnexkTpoHHBIE OKYMEHTHI,
910,
KOH(HICHIIHATEHOW HHPOpPMALIHEH.

2. VYdacTHHKH 00s3aHBI COONIOJATH MEpPHl IO
obOecrieyeHn0O HMHMOPMAIIMOHHONH  0E30MAaCHOCTH  TPHU
opranmzaruu D/10.

3. CoOmopnenne TpeboBaHuii HWH(DOPMAIIMOHHOMN
Oe3omacHocTH npu opranmanuu 3]0 obecreynBaet:

y4acTBYyIOILIME B
U CpEICTBA DBJIEKTPOHHON IIOJIHUCHU SIBJISIOTCS

*  KOH(HICHUHUAIBHOCTh HHPOPMAIINY;

*  IIEJOCTHOCTH MepeaaBaeMoil nHpopManumy;

*  ayreHTH(UKaUIO (TIeperaBacMyro HH(POPMAITHIO
MOXET ITOJYIHUTh TOJBKO JIUIIO0, KOMY OHA IpeIHa3HAYCHA,
a OTHpaBHUTENIEM SIBIISIETCSI UMEHHO TOT, OT Ybero MMEHU
OHA OTIIPABJICHA).

*  HEOTKa3yeMOCTb OT THepenadd dIICKTPOHHOTO
JOKyMeHTa  (HEeBO3MOXHOCTh  OTpHIaHus  (hakTa
OTHpaBJICHUs WK TIOJTy4YeHUs! iepeiaBaeMoil HHQOpMaLu
obecrieunBaeTcs MOIMHUCaHUEM JIOKYMEHTa OTIIPaBUTEIEM
C WCIOJb30BaHWEM (YHKIMI 37I€KTPOHHON MOANUCH W
XpaHEHUEM [PUHUMAIOUIEH CTOPOHOW JOKyMEHTa ¢
ANIEKTPOHHOH MOJNKCHIO B TEYEHHWE YCTAHOBIECHHOTO
CpoKa)

*  3ammTy OT I[epenoBTOpoB (obecrednBaeTcs

HCIIOJIB30BAHUECM YHUKaJIbHOTO I/IJIeHTI/I(I)I/IKaTopa
9JIEKTPOHHOI'O IOKYMEHTA C OCIEAYIOLIEN ero IPOBEPKOH

NPUHAMAIOLIEH CTOPOHOH).

*  3amMry OT  HaBs3bIBaHMA  MH(OpMaLUH
(oGecrieunBaeTcs HCTIONIb30BaHIEM ¢byHKIMN
SNIEKTPOHHON  TOANHMCH C  TPOBEPKOW  aTpuOYyTOB

JJIEKTPOHHOTO JIOKYMEHTa W TIPOBEPKH DIIEKTPOHHOM
MOZTNCH OTHPABHUTEIISN).

4, OCHOBHBIC
nH(popManMoHHOM
NpUMEHEeHHEe
MPUMEHEHNE OPraHU3alMOHHBIX MEp.

MEpOTPHUATHA TIO  O0ECIeYeHUI0
0e301acHOCTH  pa3JelsloTcsl  Ha

arnmnapaTHo-mporpaMMHbIX CpCACTB u

§ 1. Information security system

1. Electronic documents included on the EDI and
electronic signature tools shall be kept confidential.

2. Participants shall comply with information
security measures when arranging for EDI.

3. Compliance  with  information  security
requirements when arranging for the EDI ensures the
following:

= confidentiality of information;

= integrity of information transferred;

. authentication (the transferred information may
be received only by the intended recipient and the sender
is a person, on whose behalf the same is sent).

. non-deniability of the transfer of the electronic
document (where it is impossible to deny the fact of the
dispatch or receipt of the transferred information) is
ensured by the document being signed by the sender using
the electronic signature and the receiving party storing the
document containing the electronic signature during the
specified time)

. protection against excessive repetitions (is
ensured by using a unique identifier of the electronic
document followed by subsequent verification thereof by
the receiving party).

. protection against solicitation (is ensured by
using the electronic signature functions with the option of
verifying properties of the electronic document and
verifying the sender's electronic signature).

4. Main information security arrangements are
divided into application of hardware-software tools and
application of organizational measures.




K anmapaTHo-porpaMMHEIM CPEJICTBAM OTHOCSITCS:

* IlporpammHble CpeACTBa, HUCIOJb3YEMbIEC ISt
ocyuiectBiieHust 10;

* CpencrBa ayTeHTU(QHKAIMA W pa3rpaHUYCHUS
JIOCTYTIA;

* Cpencrsa aHTHBHPYCHOW 3alIWTHI, BKIIOUAs
cpenctea obecriedeHnst 6e30TKa3HON pabOTHI

. IIpsmoit BBIICJICHHBIN KaHam CBSI3H,
UCTONB3YIOIIMA OAMH WIM HECKOJBKO CIIEHYIOMIHUX

nporpaMMHBIX TmponaykrtoB: TWIME, Plazall, lmro3
FORTS, ASTSBridge, FIX Gate, Tepmumuan FORTS,
Plazall, QUIK wu FIX.

K opranuzaiiioHHbIM MepaM OTHOCATCS:

® Pazmenienue anmnapaTHo-nporpaMMHBIX CPCICTB
B IMIOMCIUICHUUN C KOHTPOJIMPYEMbBIM JOCTYIIOM;
M AHMI/IHI/ICTpaTI/IBHLIe OrpaHM4CHUA JOO0CTyla K

9THM  CPEACTBaM,  JOMYCK  TOJNBKO  CIEHHAJIbHO
MOATOTOBJICHHBIX M YITOJTHOMOYEHHBIX JIHIL;
e 3ammra oT MOBPEXKAAIOIIUX BHEITHUX

BO3JICHCTBUH (TTOXKap | T.I1.).

Hardware-software tools include the following:
. Software tools used for the EDI;

. Tools of authentication and access control;

*  Antivirus tools, including tools to ensure fail-
safe operations;

. Direct dedicated communication channel using
one or several of the following: TWIME, Plazall, FORTS
Gateway, ASTSBridge, FIX Gate, FORTS Terminal,
Plazall, QUIK and FIX.

Organizational measures include the following:

*  Deployment of hardware and software tools on
the premises with access control;

*  Administrative restrictions on access to such
tools, access only for specially trained and authorized
persons;

. Protection against damaging external influence
(fire, etc.).

§ 2. KomnpomeTanus npocToit 3J1eKTPOHHOM
MOANHUCH YYaCTHUKOB

1. VYuactHuk (fopuanuecKoe Wi GU3NIECKOE JIUIIO)
CaMOCTOATENHHO IPHHNUMAET PEIICHHE O (haKTe UK yrpo3e
KOMITPOMETALMH CBOEH MPOCTOMN 3IEKTPOHHOH ITOJIHCH.

2. K coObITHAM, OTHOCSIIMMCS K  SIBHOM
KOMIIPOMETAallUd  MPOCTOM  DJIEKTPOHHOM  MOJIHUCH,
OTHOCSITCS:

. yTpata  00OpyIOBaHHWS, HCIOIB3YEeMOTO B
nporiecce OO0 (B TOM dYHcIe C  OCTCTYHOIUM
oOHapy>XeHHEM);

. TSt FOPUINYECKHUX JINIL; YBOJIbHEHUE

COTPYIHUKOB, UMEBIIMX JOCTYII K KJIIFOUEBBIM HOCUTEIISIM;
*  JIOCTYIN, B TOM YMCJI€ BPEMEHHBIH, IOCTOPOHHUX
i K wHQopMammu 00 aBTOPH3OBAHHBIX  aJpecax
3JEKTPOHHOU
HUICHTU(PHUKATOPAX
JIOKyMEHTA;

IIOYTHI nin 00 YHUKAJIbHBIX

VYyacTHUKa WM 3JEKTPOHHOTO

*  JIOCTYI CTOPOHHHUX JIMII K BBIAEJICHHOMY KaHaly
CBSI3H, HCIIOJIB3YIOIIETO OJWH MJIM HECKOJIBKO CIIEAYIOIINX
nporpaMMHBIX mipoaykroB: TWIME, Plazall, lnro3
FORTS, ASTSBridge, FIX Gate, Tepmunan FORTS,
Plazall, QUIK u FIX ;

*  uHBIE OOCTOSTENHCTBA, INPSMO WM KOCBEHHO
CBUJICTEIIECTBYIONINE O HAIUYUU BO3MOXHOCTH JOCTyIa
TPETbUX JIMI K KOH(HICHIHAIbHOH HHpOpMaluy,
ncnoibs3yemoii B mporecce 3J10.

3. K

KJIFOY€BOM

COOBITHAM HESIBHOM KOMIIPOMETAaIIUU

nHPOPMAIMH  MOTYT  OBITH  OTHECEHBI

CJICAYIOUINE TOJO3PCHUS:
° BO3HHUKHOBCHHUC

NONO3PEHUM  HA  YTEUKy

HHQOPMALIMM WM €€ HCKaXeHHe Ha 000pyIOBaHUH,

§ 2. Compromise of a basic electronic signature
of Participants

1. A Participant (a legal or natural person) shall
make its own decision as to the fact of or threat of the
compromise of its basic electronic signature.

2. Events categorized as expressly compromising
the basic electronic signature include the following:

. loss of equipment used in the EDI process
(including subsequent finding thereof);

»  for legal entities: dismissal of employees, who
had access to the key carrier;

. access, including a temporary one, of third
parties to the information on authorized email addresses
or unique identifiers of the Participant or electronic
document;

. access of third parties to the dedicated
communication channel using one or several of the

following: TWIME, Plazall, FORTS Gateway,
ASTSBridge, FIX Gate, FORTS Terminal, Plazall,
QUIK and FIX.

* other circumstances directly or indirectly

evidencing that third parties may have the option of
accessing confidential information used in the EDI
process.

3. Events of implied compromise
information may include the following:

of key

e  suspected leak of information or distortion
thereof on the equipment used in the EDI (e.g., in the




ucnone3yemoro B mporecce D0 (Hampumep, B ciiyyae
OoOHapy)XeHHsT  BHPYCHOTO  3apaXCHUs]  CPEACTBAMHU
AQHTUBUPYCHOHM 3allMThl, YCTAHOBKH HEJIHMLEH3HOHHOTO
MPOTrPaMMHOI'0 00€CIeYeHHs U T.1.);

*  JIOCTYH TpPeTbHX JHI[ K
ucnonb3yemoro B mpouecce I/10;

[Ipn HacTyIUIeHMH OJHOTO W3 BBIMICTIEPEUHCICHHBIX
COOBITHH, OTHECEHHBIX K HESIBHOM KOMIIPOMETaINU
KIIIOYeBOH  WH(OpMAaInuy, BIANeNblly  HEOOXOIMMO
MPOU3BECTH OLEHKY CUTYaLHH ¥ CAMOCTOSTENBHO IPUHSTH
pelieHue M0 JajbHEHIIEeMY HCIOJIBb30BAHUIO IIPOCTOM
9JIEKTPOHHOH TTOJIIHCH.

4. B cmydae KOMIIPOMETAaINU yTpO3bl
KOMIIPOMETAallMM  IPOCTOH  3JEKTPOHHOW  MOANMCH
YyacTHHK IpeKpallaeT ee UCIoJIb30BaHue, o0pamaercs B
00O «Peneccanc bpoxepy ¢ 3asBIeHUEM O PEKPAILICHUN

000pyI0BaHHUIO,

nim

HCIIOJIb30BaHUS Kimroua 3JIEKTPOHHOU MO IIINCH,
COOTBETCTBYIOIIETO  CKOMIIPOMETUPOBAHHOM  MPOCTOM
3IEKTPOHHOU MOAIHUCH. OTBETCTBEHHOCTD 3a

HecBoeBpeMeHHoe uH(popmupoBanne OOO «PeneccaHc
Bpokep», B TOM uHcie 3a BO3MOXKHBIC ITOCIEAYIONIHE
HEeTaTHBHbIE COOBITHS, IPOU3OLIENIINE B pe3yibTaTe

KOMIIPOMETallUd  MPOCTOM  3JIEKTPOHHOM  MOJIHUCH,
Bo3naraercsi Toibko Ha YuactHuka. OOO «PeHeccanc
bpokep» 3aHocuT cootrBercTBYIOIMI M neHTHdukaTop
ydyacTHUKa B CHHCOK aHHYJIUPOBAHHBIX C yKa3aHHEM
nprauHbl «KoMIpomeranus Kiroday.

5. B cmyuae eisBienus OOO «Peneccanc bpokep»
00CTOATENBCTB, KOTOPbIE MOTYT CBHICTEIHCTBOBATH O
HACTYIUICHUH COOBITHI, OTHECEHHBIX K SIBHOH W/WiH
HESBHON KOMIIPOMETAINH KiIfodueBoit nHpopmanuu, OO0

«Peneccanc bBpokep» BHpaBe aHHYIHPOBATH KIIOYH,

ucronb3yemble  YuacTHUKOM B MH(bopmanuoHHOM
cUcTeMeE.

6. OOO  «Pemeccanc bpokep» He  Hecer
OTBETCTBEHHOCTh 32 JIIOObIe YOBITKH, IIOHECEHHBIE
Y4acTHUKOM, IIPUYUHOU KOTOPBIX SIBJISIETCS
UCTIOJIb30BaHUE TPETbUMU JULaMU KIII0YEBOI

nH(OpMaLUK B ClTydyae ee KOMIPOMETAIHH.

event that a virus is detected by antivirus software,
installation of unlicensed software, etc.);

» access of third parties to the equipment used in
the EDI;

In the event of occurrence of one of the above-
mentioned events categorized as implied compromise of
key information, the owner needs to evaluate the situation
and make its own decision as to further use of the basic
electronic signature.

4. In the event of compromise or threat of
compromise of the basic electronic signature, the
Participant shall cease using it, contact Renaissance
Broker Limited requesting termination of the Electronic
Signature Key corresponding to the compromised basic
electronic signature. The Participant shall be solely
responsible for untimely notification of Renaissance
Broker Limited, including likely subsequent adverse
events, which occurred as a result of compromising the
basic electronic signature. Renaissance Broker Limited
shall enter the relevant ID of the Participant in the List of
cancelled IDs indicating the reason therefor "Key
Compromise".

5. In the event that Renaissance Broker Limited
identifies circumstances, which may confirm the
occurrence of the events categorized as express and/or
implied compromise of the key information, Renaissance
Broker Limited may cancel the keys used by the
Participant in the Information System.

6. Renaissance Broker Limited shall not be liable
for any losses incurred by the Participant, which losses
were caused by third parties using compromised key
information.

PA3JEJ 4. TIPOYUE NNOJOXEHUA

§ 1. Tapudsr Ha yeryru. [lopsaok pacueTos

1. YyacTHEK 00s53aH OIUTaYMBATh YCIYTH, a TaKKe
BO3MeMaTh pacxoapl, moHeceHHble OO0
Bpokep» B CBsI3M ¢ OKa3aHUEM yCIIyT Y4YacTHHKY.

«Peneccanc

2. Bosnarpaxaenne OOO «Peneccanc bpokep» 3a
yeiyry 9J10 BKIIIOYEHO B CTOMMOCTH OpPOKEPCKHX W/MIH
JIETIO3UTAPHBIX YCIYT M OTACIBHON OIUIATEe HE TOIJICIKHUT.

3. Ecmm
JICTIOHCHTOM

YyacTHUK

000

OTHOBPEMEHHO ABJIACTCA

«Peneccanc Bpokep» no

SECTION 4. MISCELLANEOUS

§ 1. Fees. Payment procedure

1. The Participant shall pay for services and
reimburse expenses incurred by Renaissance Broker
Limited in connection with provision of services to the
Participant.

2. The fee of Renaissance Broker Limited for EDI
is included in the fees for brokerage and/or depository
services and is not to be paid separately.

3. If the Participant is simultaneously a depositor of
Renaissance Broker Limited under a depository




JIETIO3UTapHOMY JIOTOBOPY, TO pa3Mep M HOPSIOK OILIaThl
yciyr u Bo3MmeteHus pacxoaoB OO0 «Peneccanc bpokep»
yCTaHaBJINBAIOTCS OCYLIECTBIICHHS
npenosutapHoit aesrensHoctu OO0 «Peneccanc bpokep»
(mamee — «YcnoBwsi») u Tapudamu Ha yCIyTH
Henozutapus OOO «Peneccanc bpoxepy, sSBISAOITIMHACS
NpWIOKEeHWeM K JlemozurapHoMy J0roBOopy  JH0O
OTIPEeNIeNAIOTCS OTACIBFHBIMU cornamenusmu Mmexay OO0
«Peneccanc bpokep» 1 Y4acTHUKOM.

YcaoBusamu

agreement, the amount and procedure for payment of
services and reimbursement of expenses of Renaissance
Broker Limited shall be as set out in the Terms of
depository transactions of Renaissance Broker Limited
(the "Terms") and the Fees of the Depository of
Renaissance Broker Limited, which constitute a schedule
to the Depository Agreement or shall be as set out in
separate agreements between Renaissance Broker
Limited and the Participant.

§ 2. JloroBopHast NOACYAHOCTh

1. Bce cnopsl, BbiTekatomue u3 CornamieHus 00
310, nim Kacaromyecs ero HecoOMIOICHUS, PACTOPIKEHHUS
WIM HEeOeHCTBUTENBHOCTH, MO HckaM CTOpOH Ipyr K
IpYyry, HE YpEryJIUpOBaHHBIE B IOCYHeOHOM MOpsAKe,
HepeAaloTCcs Ha pa3pelleHue:

- B cilydae, eCliM YYaCTHHK SIBIISETCS (M3HYECKHM
JHALOM B JEeHCTBYIOIIUM
3aKOHO/IATEJIbCTBOM 110 MECTY HaXOXKJCHUS OTBETUHKA;
ciydae,
IOpUAUYCCKUM JIMIOM

COOTBETCTBUU C

- B €cau  Y4YaCTHUK  SIBISIETCS
—TOJUIeKAT Ppa3pelICHUI0 B
nopsiike apOuTpaxka (TpeTecKoro pa3OMpaTeIhCTBa),
aJIMUHUCTPUPYEMOTO ApOHUTPaXHBIM LEHTPOM TIPH
Poccuiickom coro3e TIPOMBIIIJICHHUKOB u
npeanpuanMateneii (PCIIII) B coorBercTBHH C ero
NpaBWJIaMH, ICHCTBYIOIIMMH Ha JaTy [OJadH
HCKOBOTO 3asBJICHMs. BbIHECEHHOE TPETEHCKUM CyI0M
pemieHre OyneT OKOHYATENbHBIM, 00s3aTeIbHBIM IS

CTOPOH M HC MOMJICIKUT OCIIapUBaHUIO.

§ 2. Agreed jurisdiction

1. All disputes arising from the EDI Agreement
and relating to non-compliance therewith, termination or
invalidity thereof in respect of the claims of the Parties
against each other, which have not been settled out of
court, shall be referred for resolution:

- if the Participant is an individual under effective
laws, at the location of the defendant;

- if the Participant is a legal entity, shall be
resolved by way of arbitration administered by the
Arbitral Center at the Russian Union of Industrialists
and Entrepreneurs in accordance with its rules in
effect as of the date of the claim submittal. The award
issued by the arbitral court shall be final, binding upon
the parties and shall not be challenged.

§ 3. [Ipunnoxxenus k HacToAwuM [IpaBunam

K nacrostium [IpaBnnam npuitararorcst u sBJISIIOTCS MX
HEOTHEMJIEMOH YaCThIO:

ITpunoxenne Ne 1. 3asBreHHe O NPHCOETUHEHHH K
3JIEKTPOHHOMY TOKYMEHTOOOOPOTY.

§ 3. Schedules to these Rules

The following are attached to and form an integral
part of these Rules:

Schedule No.1. Confirmation of Adherence to
Electronic Data Interchange.




Ilpunoscenue Ne 1

K [Ipasuiam anekmponno20 0OKyMeHmoobopoma

00O «Peneccanc Bpokep»

0751 0bmena CmopoHamu moibKo mopeoGblMU dJeKMPOHHbIMU
doxymenmamu

3ASBJIEHUE O ITPUCOEJIMHEHWHU K 3JIEKTPOHHOMY
JOKYMEHTOOBOPOTY
115t oomMeHa CTOpOHaMHM TOJIBKO TOPTOBBIMH 3JIEKTPOHHBIMH
JOKyMEHTaMH

o 201_r.

1. Hacrosmmm , UMeHyeMmas (0e) B IalbHEUIIeM
"YqacTHUK”, TOATBEPKAAE€T NPUCOSAWHEHHE K AIICKTPOHHOMY
nokymeHtoobopory OOO «Peneccanc bpokep» mnst oOmeHa
CTOpOHaMHU TOJIBKO TOPTOBBIMH JJIEKTPOHHBIMU JIOKYMEHTaMH,
OCYIIECTBIISIEMOMY B COOTBETCTBUH C [IpaBuiiaMu 3JIEeKTPOHHOTO
nokymeHroobopora OOO «Peneccanc bpokep» ams oOmeHa
CTOpOHaMH TOJNBKO TOPTOBBIMH 3JICKTPOHHBIMH JTOKYMEHTaMH
(mamee —«IIpaBuma 30») m 00s3yeTcs B paMKaxX yKa3aHHOTO
JIEKTPOHHOTO JOKyMEHT0000pOoTa CTpOro cobmoaTh
TpeboBaHus yka3aHHBIX [IpaBun 31O B pemakmwu, pa3MenIcHHON
Ha cTpaHuiie www.renbroker.ru B cetu «/IHTEpHETY.

2. KoHKpeTHBII mepedyeHb JOrOBOPOB U OPOKEPCKUX CHETOB, B
OTHOILICHUH KOTOPBIX npuMensaercs [Ipasuna 9/10:

3. Y9acTHUK HACTOSAIINM ITOATBEPKAAET U Ipu3HaeT, uTo [IpaBuna
DJ10, Bkmowass Bce llpunokeHus, a TakkKe HIMEHEHHS W
JIOTIOJTHEHMS K HUM, YTBEPKIAIOTCS B OTHOCTOPOHHEM IOPSIIKE 110
pemennto OO0  «Peneccanc bpokep», koTtopoe Bmpase
OTIPEJIETISITh CPOKU U TOPSIJIOK BCTYIUICHUS B CHITy W3MEHEHHH U
nononHenuit B [IpaBuna 310 u [Ipunoxennii k uum. 3menenus
u nononHenus K [pasuiam 30 u IIpunoxxeHusIM K HUM, a TaKxKe
pemenns OOO «Peneccanc bpokep» o cpokax © mMOpsaKe
BCTYIUIGHHUS MX B CHIIY, JOBOJATCA IO CBEACHUS YYaCTHHKOB
MyTeM pa3MelleHus Ha cTpaHuue www.renbroker.ru B cetu
«uTtepuer» He mo3mnee, yem 3a 3 (Tpu) paboumx mqHS 10
BCTyIUIeHUs B cuity u3meHeHuit B [IpaBunax 310 u [Ipunoxennii
K HUM U pemieHnit OOO «Peneccanc bpokepy.

[®NO/ HaumeHOBaHHE YUaCTHUKA]

CoriacoBaHo:
00O «Peneccanc bpokep»

Schedule No.1

to Electronic Data Interchange Rules of Renaissance Broker
Limited for exchange between the Parties of trading electronic
documents only

CONFIRMATION OF ADHERENCE TO ELECTRONIC
DATA INTERCHANGE
for exchange between the Parties of trading electronic
documents only

201_

1. (the "Participant™) hereby confirms adherence to
the electronic data interchange of Renaissance Broker Limited
carried out in accordance with the Electronic Data Interchange
Rules of Renaissance Broker Limited to ensure that the Parties
exchange only trading documents in electronic form (the "EDI
Rules") and undertakes as part of the electronic data interchange
to strictly comply with requirements set out in the said EDI Rules
as published at www.renbroker.ru.

2. The specific list of agreements and brokerage accounts,
to which the EDI Rules applies:

3. The Participant hereby confirms and acknowledges that the
EDI Rules, including all Schedules and amendments thereto,
shall be approved unilaterally based on the resolution of
Renaissance Broker Limited, which is entitled to determine the
timing of and procedure for bringing into effect amendments to
the EDI Rules and Schedules thereto. Amendments to the EDI
Rules and Schedules thereto and resolutions of Renaissance
Broker Limited regarding the timing of and procedure for
bringing into effect the EDI Rules and Schedules thereto shall be
communicated to the Participants by posting them to
www.renbroker.ru not later than 3 (three) business days prior to
the coming into effect of amendments to the EDI Rules and
Schedules thereto and the resolutions of Renaissance Broker
Limited.

[Full name/ Participant’s name]

Approved:
Renaissance Broker Limited




