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MpaBuna aneKTPOHHOro AoKymeHToo60poTa

000 «PeHeccaHc Bpokep»

Electronic Document Workflow Rules

of Renaissance Broker Limited

1. TepmuHbI M onpeaeneHus

1. Terms and definitions

Aemopu308aHHbIii adpec 3neKmpoHHol noymel —
agpec 3/IEKTPOHHOM nouyThl, YKa3aHHbIN
YYacTHUKOM NpU  AUCTAaHUMOHHOM 3aKAHYEHUU
Horosopa wu/unan B Cnucke [Monb3osarteneit
JInyHoro KabuHeTa, HanpaBAfSeMOM YYaCTHUKOM
Ob6uecTsy.

Authorized email address means an email address
indicated by the Participant at the time of remote
Agreement execution and/or in the List of Client
Portal Users to be sent by the Participant to the
Company.

AOmuHucmpamueHaa yacme Cucmemoi 340 -
4YacTb KOPNOPATUBHOM MHPOPMALMOHHOM CUCTEMBI
ObuwecTtBa, coAep:kallas crneunannmsnmpoBaHHble
WMHCTPYMEHTbI U HACTPOMKM, MOCPEACTBOM KOTOPbIX
O6uwecTtBO MMeeT BO3MOMKHOCTb MpPeaocCTaBATb,
npeKkpawartb U OorpaHMuYnBaTtb H0CTyn B JINYHbIN
KabuHeT [Monb3osatenam JiMyHoro KabuHerta,
pasmewatb B JINUHOM KabuHeTe INEKTPOHHble
OOKYMEHTbI U UHYH0 MHOPMALMIO B 3/1EKTPOHHOM
BMAE, MOAMUCHIBATb D/NIEKTPOHHbIE [OKYMEHTbI,
OCYLLECTBNATb MOHUTOPUHT aencTeuni
Monb3oBatena JinyHoro KabuHeTa, PpuKcMposaTb

Admin Section of EDW System means a section of
the corporate information system of the Company
containing specialized tools and settings, whereby
the Company is enabled to grant, terminate and
restrict access to the Client Portal to the Client Portal
Users, upload to the Client Portal Electronic
Documents and other information in the electronic
form, sign the Electronic Documents, monitor
actions of the Client Portal User, record the fact
(including time and date) of dispatch of information
notices and the contents thereof and perform other
actions to manage the EDW System. The Company's

dakT (BKNMoyas Bpems M pgaty) oTtnpasBku | Authorized Representative accesses the Admin
NHbopmaumMOoHHbIX cOObLEeHMI U Ux cogeprKkaHue, | Section of the EDW System using the Login of the
a TaKKe coBepwaTtb WHble Ageicteua no | Company's Authorized Representative and a
ynpasneHumto  Cuctemoirr  30. [Hoctyn B | matching password.

AOMUHUCTPATUBHYKO  4YacTb  Cuctembl 340

ocylwecTsnfeTcds  YNOAHOMOYEHHbIM  JIMLOM

ObuwecTBa C MCNONb30BaHUEM JNlornHa

YNONHOMOYEHHOTO nvya ObuecTtsa 7]

cooTBeTcTBYlOLWEro emy Mapons.

AymeHmugukayua — npoueaypa nposepku | Authentication means the procedure of verifying
BBedeHHoro [lapons Ha ero cootBetctBue | whether the keyed in Password matches the
NaeHTudmKaTopy, yKa3aHHOMY npu | Identifier specified at the time of Identification.
NaeHTUdMKaunm.

Tpynna 3neKmpoHHbIX 00KYMeHMO8 — HECKObKO
DNEeKTPOHHbIX OKYMEHTOB, BHECEHHbIX B Cnuctemy
300 un obObeAMHEHHbIX  YYaCTHUKOM UK
ObwectBoOM pgaa  ueneit nognucaHua  OAHUM
Kogom noarsepxaeHuA.

Group of Electronic Documents means several
Electronic Documents entered into the EDW System
and combined by a Participant or a Company for the
purpose of signing with a single Confirmation Code.

Hozoeop — [oroBop 06  31EKTPOHHOM
[OKyMeHTo0ob0opoTe, 3aK/Il0MaemblIi MeKay
YyactTHMKom n O6wecTtBOM, B COOTBETCTBUM C
KOTOPbIM YUYacTHUK npucoeamHaeTtca K Mpasunam.

Agreement means the Electronic Document
Workflow Agreement to be made between the
Participant and the Company, whereby the
Participant accedes to the Rules.




ECUA (EQuHas cucmema udeHmugpukayuu u

aymeHmuguKkayuu) - denepanbHan
rocygapcrseHHaa WMHPOPMALIMOHHAA  cUCTema,
npefocTasnsalOWas B  CAydyasx M Mopsagke,

YCTaHOBMEHHbIX 3aKOHOAATENbCTBOM Poccmitckol
depepaunn, CaHKUMOHMPOBAHHbLIM  AocTyn K
nHdopmaumuy, cogepKalencs B
MHPOPMALMOHHBIX CUCTEMAX.

USIA (Unified system of identification and
authentication) — federal government information
system for provision when and as established in the
laws of the Russian Federation of authorized access
to information, contained in information systems.

3aseneHue (ogpepma) o npucoeduHeHUU K
Aozoeopy — 3aaBneHne-odpepTa 0 NpucoeguHEHNN
K Jorosopy, nogasaemoe YyacTHMKom Ob6Liectsy B
3/1IeKTPOHHOM BMAE NOCPenCcTBOM 3aNOHEeHUsA
cneumanbHon ¢Gopmbl Ha MHTepHeT-cTpaHuue
ObuiecTsa.

Agreement accession application (offer) -
application offer for the Agreement accession,
submitted by the Participant to the Company in an
electronic form by way of filling out a designated
form on the Company’s webpage.

NdeHnmudgukamop — yHUKanbHas KoMOBMHauMs
unop, 6YKB W/MaM  cneumanbHbiX CUMBOJIOB,
npegHasHayeHHaa ana gocryna s Cuctemy 340 u
ncnonb3yemas B uenax  UaeHtudukaumuy,
COOTBETCTBEHHO, MNonb3osartena JlnyHoro
KabuHeTta unm YnosHomodeHHoro anua Obuiectsa.
B kKauectBe MWaeHTudumkatopa [onb3osatena
NlnyHoro KabwuHeTa MOKeT 6bITb WCNONb30BaH
Homep MOBUNBHOrO TenedpoHa nm
ABTOPW30BaHHbIN aapec 3/EKTPOHHOM MOYTbl UK
JloruH Monb3oBatens  JInyHoro  KabuHerta.
Monb3oBaTenb  JIn4HOro  KabuHeTa  MOXKeT
MCNo/b30BaTb 04MH MaeHTUdMKATOp ANA AocTyna
B JIMYHbIE KabWHETbl WHbIX YYaCTHMKOB nNpU
YCNOBMW, 4YTO TAKMMM  YYACTHMKAMM  emy
npeaoCcTaBaeHbl COOTBETCTBYHOLLME NOJTHOMOYMA.

Identifier means a unique combination of digits,
letters and/or special symbols designed for
accessing the EDW System and used for the purpose
of the Identification of the Client Portal User or the
Company's Authorized Representative respectively.
A cell phone number or an Authorized email address
or the Login of the Client Portal User may be used as
the Identifier of the Client Portal User. The Client
Portal User may use one Identifier to access client
portals of other participants, provided that such
participants have granted to it relevant powers.

UNdenmudpukayua — npoueaypa naeHTUdbUKaumm
(pacnosHaBaHwus) Monb3oBaTtens JlnyHoro
KabuHeTa uam YnonHomoueHHoro avua ObuwiecTsa
no ero MaeHtuoukatopy.

Identification means a procedure of identifying
(verifying) the Client Portal User or the Company's
Authorized Representative using its ldentifier.

UHnmepHem-cmpaHuya Obwiecmea - CTpaHuLa Ha
odnumanbHoOm calite ObuiectBa B
MHPOPMAUNOHHO-TENEKOMMYHUKALMOHHOW  CEeTH
«NHTepHeT» no agpecy www.renbroker.ru.

Company's Homepage means a page on the official
website of the Company in the information-
telecommunication network Internet at
www.renbroker.ru

UHdopmayuoHHoe  coobujeHue —  CMC-
coobueHune, NYL-coobueHne n/van cooblieHune
B  3/1EKTPOHHOM  BMAE, HanpaB/ieHHOe Ha
ABTOpPM30BaHHbI agpec 3N1eKTPOHHON NOYTbl UAN
Ha KOPMOPATUBHYID  3/IEKTPOHHYIO nouTy
YnonHomoueHHoro nnua Obuiecrtsa.

Information notice means an SMS message, PUSH-
message and/or an electronic message sent to an
Authorized email address or a corporate email of the
Company's Authorized Representative.



http://www.renbroker.ru/
http://www.renbroker.ru/

Knou 3neKkmpoHHOli nodnucu - YyHWKa/bHas
nocneno0BaTeNbHOCTb CMMBOOB,
npefAHasHayeHHas AAa co34aHMA DNEeKTPOHHOM
noanucu. Moa Kntouom 31eKTPOHHOM noanucu
NOHMMAETCA COBOKYyNHocTb WMaeHTudUKaTopa WU
CBA3AHHOrO ¢ HUM [MaponA.

Electronic Signature Key means a unique sequence
of symbols intended for creating an Electronic
Signature. The Electronic Signature Key means the
aggregate of the Identifier and a matching
Password.

Kod noomeepiydeHus - nNpPOBEPOYHbIA KoA,
KOTOpbIA Hanpasnsetca B WHPopmauMOHHOM
COOBLEHNN N MOXKET UCMO/b30BATLCA 411 BXO4a B
JInyHblr KabuHeT, nognucaHWs [OKYMEHTOB, a
TaKXe ANna NOATBEPXAEHMA MHbIX OEUCTBUN
YuactHuKa, [Monb3oBatensa JIMYHOro KabuHeTa
n/van  YnonHomoueHHoro sauua Obuwectsa B
Cucteme 300 w/vuam Ha WHTepHeT-cTpaHuue
ObuiecTsa.

Confirmation Code means a verification code that is
sent in the Information Notice and can be used to
log into the Client Portal, to sign documents and to
confirm other actions of the Participant, Client
Portal User and/or the Company's Authorized
Representative in the EDW System and/or on the
Company’s webpage.

Komnpomemayua 3neKkmpoHHoii nodnucu —
BO3MOXHOCTb HEeCaHKUMOHWPOBAHHOIO
MCMNO/Nb30BaHUA Kntouya 3/1eKTPOHHOM Moanucu
HEeyNnoJIHOMOYEHHbIMW INLLAMM.

Electronic Signature Leak means a possible
unauthorized use of the Electronic Signature Key by
unauthorized persons.

JluyHolli KabuHem - VHAMBUAYaNbHbIM  ONs
YyacTHMKa cneumMannsmpoBaHHbIA  pas3gen Ha
NHTepHeT-cTpaHuue Ob6uiectsa u/mam MobunbHoe
NPWAOXKEHUe, YCTaHOBJEHHOe Ha MobuabHOM
ycTpoiictBe YuacTHuka (Monb3osatena JIMYHOro

KabuHeTa), KOTOpble coAepaT pPasNUyHble
OTYeTHble martepuanb, yBegomneHums "
MHPOPMAUMOHHbIE CBedeHMA W MOryT ObITb
NCMO/1b30BaHbl ans JNEeKTPOHHOro
[OOKYMeHTo060pOoTa, a TaKxe (npwm
npeaocTaBAEHUM TaKoW TEeXHUYECKOM
BO3MOXHOCTM  ObwectBom)  Ans  nojau
pacrnopsaauTesbHbIX  AOKYMEHTOB. DyHKUMOHanN
NnyHoro  KabuHeTa, [AOCTYyN K  KOTOpOMy

ocywiectsnseTca 4yepes web-uHTEpdenc, moxker
OT/IMYaTbCA OT GyHKUMOHanNa JInyHoro KabuHera,
JOCTYM K KOTOPOMY OCYLLECTBASIETCA 4epes
Mob6u1IbHOE NPUIOXKEHME.

Client Portal means a dedicated section of the
Company's Homepage created separately for the
Participant or a Mobile Application installed on a
Mobile Device of the Participant (Client Portal User),
which contain various reports, notices and
information and may be used for Electronic
Document Workflow and (if such option is activated
by the Company) for submission of orders. The
functionality of the Client Portal accessed via the
web interface may be different from the
functionality of the Client Portal accessed via the
Mobile Application.

JlozuH [lonb3oeamena JluyHoz2o0 KabuHema -—
NpeHTMdMKaATOp, CaMOCTOATE/IbHO HA3HAYEHHbIN
Monb3oBaTenem JinyHoro KabuHeTa npu cBoeW
peructpaumm B JlIuyHom  KabuHete, wau
npuceBoeHHbIN Monb3oBaTento J/IMYHOro KabuHeta
ObuiecTsom ans web-nntepdeitca,
pasmeLlleHHOro no agpecy cabinet.renbroker.ru B
cetn «MIHTepHeT».

Client Portal User's Login means an Identifier
assigned by the Client Portal User itself when
registering in the Client Portal assigned to the
Personal Account User by the Company for the web
interface located at cabinet.renbroker.ru on the
Internet.

JloczuH YnosaHomouyeHHO20 auya Obuwecmea -
NaeHTnduKaTop YNoAHOMOYEHHOro avya
Ob6bulecTsa.

Login of the Company's Authorized Representative
means an Identifier of the Company's Authorized
Representative.




MobunbHoe npunoxeHue -
cneunanusnpoBaHHoe nporpammHoe
obecneyeHwue, npegHasHaveHHoe ans

MCMNO/Ib30BaHUA ero Ha MobunbHOM yCTpoWicTBE,
[OCTYMHOEe ANA YCTAHOBKM Yepe3 odpuumanbHble
marasuHbl npunoxeHun Google Play, RuStrore nau
AppStore.

Mobile Application means specialized software
designed to be used on a Mobile Device available for
installation through the official Google Play,
RuStrore or AppStore application stores.

MobunbHoe ycmpolicmeo —  TexHUYecKoe
YCTPOMCTBO, numetoee noakaoueHne K
MHPOPMALNOHHO-TENEKOMMYHUKALLMOHHOW  CeTH
«UHTEpHET” (cmapTdoH, NAAHWEeTHbIN
KomnbtoTep), ¢yHKUMOHMpytlowee Ha  bHase
onepaumoHHbix cuctem  Android wnam  i0S,
nocpeacTBom KoTtoporo MNosb3oBatenb JIMYHOro
KabuHeTa ncnosbsyetr MobunbHOe NpuaokKeHue.

Mobile Device means a technical device connected
to the information and telecommunications
network "Internet” (smartphone, tablet) operating
on Android or iOS operating systems, on which the
Client Portal User uses the Mobile Application.

Homep mobunbHo20 menegoHa — abOHEHTCKUMN
Homep Mosb3oBaTtens JinyHoro KabuHeTa B ceTu
NoABUXHOM paanoTenePoHHOM CBA3U OLHOrO M3
onepaTtopoB  MOOMAbHOW  CBA3M, YKasaHHbIA
YYacTHMKOM NpU  AMCTAHLMOHHOM 3aKNHOUYEHUM

Mobile Phone Number means a subscriber number
of the Client Portal User in the mobile
radiotelephone communication network of one of
the mobile operators indicated by the Participant at
the time of remote Agreement execution and/or in

Horosopa wu/wnn B Cnucke [lonb3osatenel | the List of Client Portal Users.
JInyHoro KabuHera.
Obujecmeo — O6wectBo C orpaHuyeHHoi | Company means Renaissance Broker Limited.

OTBETCTBEHHOCTbIO «PeHeccaHc bpokep».

Makem 3neKMpPoOHHbIX O0KYMeHMO8 — HECKO/IbKO
INEKTPOHHbIX [AOKYMEHTOB, OObeAMHEHHbIX |
BHeCE&HHbIX B Cnuctemy 340 B BMAE ogHoro daina.

Electronic Documents Pack means several
Electronic Documents combined and uploaded to
the EDW System in the form of a single file.

lMaponb — ceKkpeTHaa KOMOMHAUMA CUMMBOOB,
M3BECTHasA TO/IbKO, COOTBETCTBEHHO,
Nonb3oBaTento JlnyHoro KabuHeTa nnau
YNoaAHOMOYEHHOMY avuy ObuwecTtBa 7
Ha3HaYyaemaa MMM MO CBOEMY YCMOTPEHMUIO,
KOTOpas CcoBMeCTHO ¢ WaeHTuduKaTopom,
MCMONb3yeTcA JNA  [oCTyna  COOTBETCTBEHHO
Monb3oBatenss JIMYHOro KabuHeTa K JIM4HOMY
KabuHeTy nam YnonHomoueHHoro nmua Obuwectsa
K AgMUHUCTpaTMBHOM 4YacTm Cuctemsbl 340.
MNonb3osaTensb JlnyHoro KabuHeTa "
YnonHomoyeHHoe nuuo O6uwectBa Bnpase B
ntoboe Bpemsa M3meHUTb Maponsb.

Password means a secret combination of symbols
known only to the Client Portal User or the
Company's Authorized Representative respectively
and specified by them at their own discretion,
which, together with the Identifier, is used by the
Client Portal User to access the Client Portal or by
the Company's Authorized Representative to access
the Admin Section of EDW System respectively. The
Client Portal User and the Company's Authorized
Representative may change the Password at any
time.




lMonb3oeamens JluyHo20 KabuHema -
du3nueckoe MU0 - YYacTHWK, u/vam anuo,
YyNOAHOMOYEHHOe  YYacTHMKOM OT  UMEHMn

YuactHuKa 1) paboTatb B JIn4HOM KabuHeTe B
COOTBETCTBUM C obbemom npas,
npeaocTaBNeHHbIM  eMy  Y4yacTHMKom, wu  2)
MCNONb30BaTb  3aPErnMcTPUpPOBAHHbIA  HA  MMA
Monb3osaTtens JInuHoro KabuHeTa UaeHTUdMKaTOP
n Maponb. Bce gencreua Monbsosatena JinuHoro
KabuHeTa, coBeplUeHHble UM B JIMUHOM KabuHeTe,
CYMTAOTCA COBEPLUEHHbBIMU YYAaCTHUKOM.

Client Portal User means an individual - a
Participant, and/or a person authorized by the
Participant on behalf of the Participant 1) to work in
the Client Portal in accordance with the scope of
rights granted to it by the Participant, and 2) to use
the Identifier and the Password registered in the
name of the Client Portal User. All actions of the
Client Portal User performed by it in the Client Portal
shall be deemed performed by the Participant.

Mpasuna — HactoAwme [paBuna 31EKTPOHHOrO
[oKymeHToobopoTa OO0 «PeHeccaHc bpokep» B
pefaKkumMu,  OeWCTBylOWEN Ha  MOMEHT  UX
npUMeHeHusA.

Rules means these Electronic Document Workflow
Rules of Renaissance Broker Limited in effect at the
time the same are applied.

nyll-coobweHue —  KOpPOTKOE  TEKCTOBOE
coobueHne, npegHasHayYeHHoe AA nepegayu
Koga noartBepKaeHMA WANM UHOW WMHbOpMaLMM
YuactHuKy (Monb3oBatento JInuHoro KabuHeTa), B
BUAEe BCMN/AbIBAOWEro COOBWEHNA Ha 3KpaHe

PUSH message means a short text message
intended to send the Confirmation Code or other
information to the Participant (Client Portal User) in
the form of a pop-up message on the screen of the
Mobile Device, on which the Mobile Application is

MobunbHoro YCTPOWCTBA, Ha KoTopom | installed.

ycTaHoBNeHO MobuibHOe NpuaoKeHue.

Cucmema 340 - KopnopatueHaa | EDW System means the Company's corporate
MHPOpPMALMOHHan cuctema Obuecta, | information system intended for electronic
npeAHasHayeHHas ana ocywiectsneHus | interaction between the Company and the
3/IEKTPOHHOrO B3aMMOAENCTBUA mexxay | Participant in accordance with the Rules and Federal

ObuwectBOM M YYacCTHMKOM B COOTBETCTBUM C
Mpasunamm n dPepepanbHbiM 3akoHOM oT 06
anpena 2011 roga Ne 63-d3 «0O6 3n1eKTPOHHOM
noanucuy. Cuctema 340 BKkAtoYaeT B ceba JINYHbIN
KabuHeT M AAMMHUCTPATUBHYIO 4acTb CucTembl
340.

Law No.63-FZ dated 06 April 2011 "On Electronic
Signature". The EDW system includes the Client
Portal and the Admin Section of EDW System.

CMC-coobuwjeHue  — KOpOTKOEe TeKCcToBoe
coobueHne, npegHasHayeHHoe AA nepegayu
Koga noartBepKaeHMA WAWM UHOW WMHbOpMaLUM
YuacTHuKy (Monb3oBaTtento JIMYHoro KabuHerta) Ha
Homep mobunbHoro tenedoHa. [na nonyyeHun
CMC-coobuieHnii Monb3oBaTesb AO/MKEH WMMETb
NOAK/MIOYEHHYI0 Yy onepatopa MOOUNbLHOW CBS3M
yCayry npuema-nepenaydn KOPOTKUX TEKCTOBbIX
coobuieHnit (CMC).

SMS message means a short text message intended
for sending the Confirmation Code or other
information to the Participant (Client Portal User) to
the Mobile Phone Number. To receive SMS
messages, the User must have a short message
service (SMS) activated by the mobile operator.

Cnucok [lonv3osameneii /luuHo20 KabuHema —
cnucok  lNonb3oBaTeneit  JInyHoro KabuHerta,
npefocTasnsemMblit  YyactHMkom O6uectsy no
dopme MpunoxkeHma Ne 2 K Mpasuaam.

List of Client Portal Users means a list of Client
Portal Users provided by the Participant to the
Company in the form of Schedule No.2 to the Rules.




YnonHomouyeHHoe nauyo Ob6bwjecmea — nUUO,
MMetolLee NOAHOMOYMA AENCTBOBATb OT MMEHM
Obuwectea B Cucteme 340, noanucbiBaTb
DNEKTPOHHbIE AOKYMEHTbI W/UAKM OCYLLECTBAATb
WMHble OEeNcTBUA, NpeaycmoTpeHHble [pasunamm
n/vnm pyHKuMoHanom Cucrembl 0.

Company's Authorized Representative means a
person, who has the authority to act on behalf of the
Company in the EDW System, sign Electronic
Documents and/or perform other actions specified
in the Rules and/or functionality of the EDW System.

YuacmHuk — nnuo, 3aknoumsluee ¢ Obuiectsom
[orosop v npucoeamHusLleecs K Mpasunam.

Participant means a person, who has entered into
the Agreement with the Company and acceded to
the Rules.

Xew — pe3ynbraT 06paboTKM DNEKTPOHHOro
OOKYMEHTa anroputmom xewmposaHua SHA-256,
npeacrasastowmin cobon nocnenoBaTeIbHOCTb M3

Hash means the result of processing an Electronic
Document by the SHA-256 hashing algorithm, which
is a sequence of 64 hexadecimal characters.

64  3HAKOB  LUECTHAALATEPUYHOM  CUCTEMBI

NcYUCNEHNA.

XewuposaHue — pana uenen [pasun nog | Hashing — for the purposes of the Rules hashing
XeWwnpoBaHMeM nNoHMMaeTca npeobpasoBaHne | means the conversion of an array of input data of

MaccmMBa BXOAHbIX AAHHbIX MPOU3BONLHON ANNHDI
(B TOM umncne DNEKTPOHHOTO [OKYMEHTa) B
BbIXOAHYHO  LIECTHaAUATepPUYHylo  64-3HayHyo
CTPOKY, BbINOJHAEMOE aJIFTOPUTMOM XELUIMPOBAHUA
SHA-256. Xew ABnaeTca pesynbTaTOM TaKoro
npeobpazoBaHus.

arbitrary length (including an Electronic Document)
into an output hexadecimal 64-digit string
performed by the SHA-256 hashing algorithm. The
Hash is the result of such conversion.

3nekmpoHHaA nodnuce — WHbopmaumAa B
3NEKTPOHHON d¢opme, co3ZaHHaA NocpescTBOM
MCMNO/Ib30BaHMA Kntouya 3NeKTPOHHOM noanucw,
KOTOpasn CBA3aHa C INIEKTPOHHbIM AOKYMEHTOM U
noateepxaaet GpakT GOPMUPOBAHUA 3/TEKTPOHHOM

nognucu onpefeneHHbIM  INLOM, a TaKKe
nossosfet uaeHTMduumMposaTb [lonb3osaTtens
NinyHoro  KabuHeta/YnosHOMOYEHHOE  AULO
ObuecTsa, noAnucasLuero DNEKTPOHHbI
OOKYyMeHT. B pamkax [lpasun ucnonb3yetca

NPOCTaA 3NNIEKTPOHHAA NOANUCH.

Electronic Signature means information in the
electronic form created by using the Electronic
Signature Key, which is linked to the Electronic
Document and confirms the fact of the formation of
an electronic signature by a certain person, and also
allows one to identify the Client Portal
User/Company's Authorized Representative, who
signed the Electronic Document. Under the Rules, a
simple electronic signature is used.




SneKkmpoHHblli O0KymMeHm — [OKYMEHT, B
KOTOpOM  MHbOPMauus  npenocTaBleHa B
3/IeKTPOHHOM dopme, TO ecTb B BUAE, NPUFOAHOM
A7 BOCNPUATUA €€ YeNOBEKOM C UCMOb30BAHNEM
3NEKTPOHHbIX BbIYMCANTENBHBIX MALUMH, a TaKXe
ansa nepegayv no MHPOPMALNOHHO-
TENIeKOMMYHUKALMOHHbIM CeTAM UaM 06paboTku B
MHPOPMALMNOHHDIX CUCTEMAX. ®opma
oTobpaxkeHns uMHOOPMaUMM B  INEKTPOHHOM
AOKYMEHTE  MOMKEeT OT/M4aTtbCcA OT  ¢Gopmbl
oTobpaxkeHns  uMHPopmaumMm B AOKYMEHTe
aHa/ZIOMMYHOTO BMAA Ha OymaxkHOM HocuTene, B
TOM uyncne oT GOpMbl [JAHHOMO AOKYMeHTa Ha
6ymaxHOM  HOcWUTene,  WUCMNO/Ab3yemon  npu
OKasaHuu ycnyr YuactHMKy Obwectsom. Mpu sTom

DIeKTPOHHbIN OOKYMEHT coaepKuT BCe
HeobXxoAMMble PEKBU3UTbI, MNPeayCMOTPEHHbIE
ans OOKYMEHTa AaHHOro BMAA
3aKOHOZaTeNbCTBOM n/mnn YTBEPXKAEHHbIE
Obuwectsom, n/vnu npeaycMoTpeHHbIe
[OroBOPOM.

Electronic Document means a document, in which
information is provided in the electronic form, i.e.,
in the form suitable for human perception using
electronic computers and for transmission over
information and telecommunication networks or
processing in information systems. The form of
displaying information in the Electronic Document
may differ from the form of displaying information
in a document of a similar type on paper, including
from the form of such document on paper used
when providing services to the Participant by the
Company. Provided that the Electronic Document
contains all the necessary details required for a
document of such type by law and/or approved by
the Company, and / or provided for by the
agreement.

SnekmpoHHbIii oKymeHmMoobopom — npoulecc
3/IeKTPOHHOro B3ammopgeiictena ObuwectBa WU
YyacTHWKa, ocylecTBasemblt nytem obmeHa
DNEeKTPOHHbIMWU AOKYMEHTAMM C UCMOJIb30BAHUEM
Cucrembl 340 u/van B cneumann3vpoBaHHOM
pasgene Ha MHTepHeT-cTpaHuMue ObLuecTsa.

Electronic Document Workflow means the process
of electronic interaction between the Company and
the Participant carried out by exchanging Electronic
Documents using the EDW System and/or in a
dedicated section on the Company’s webpage.

TepmuHbl, He onpegeneHHble B [lpasunax,
MUCNONb3YIOTCA B  3HAYEHUAX, YCTaHOBAEHHbIX
OEeNCTBYIOWMM 3aKoHOAaTeNnbCTBOM Poccuiickoin
depepaunm.

Terms not defined in the Rules have the meanings set
out in effective laws of the Russian Federation.

2. Npeamer perynuposaHua MNMpasun.

2. Subject-matter of Rules.

2.1. MNpaBuna yCTaHaB/AMBaOT nopsgok | 2.1. The Rules set out the procedure for the
npucoegMHeHMa K HMM Y4yacTHMKa, a TaKxe | Participant to accede to the Rules and govern the
pernameHTMpytoT ycnosus n nopsgok | terms and procedure for the implementation of the
OCYLLECTB/IEHUSA dnekTpoHHoro | Electronic Document Workflow between the
[OKymeHToobopoTa  mexagy Obuwectsom  u | Company and the Participant.

YyacTHUKOM.

2.2. JNEeKTPOHHbIN AOoKyMeHToobopoT mexay | 2.2. Electronic Document Workflow between the

OGLLI,ECTBOM M YYacTHMKOM B COOTBETCTBUMWU C
I'IpanmaMM OCyLLECTBNAETCA B PaMKaXx:

- OKa3aHua O6LWecTBOM YUaCTHUKY YCIYT Ha pbiHKe
UEHHbIX 6ymar, npouM3BOAHbIX (GUHAHCOBBIX
WHCTPYMEHTOB M Ha Ba/IlOTHOM PbIHKE;

- OKasaHua O6LlecTBoM YUaCTHUKY Aen0o3nTapHbIX
YCAYT U CONYTCTBYHOLLMX UM YCAYT;

Company and the Participant in accordance with the
Rules is carried out as part of:

- provision by the Company to the Participant of
services in the securities market, derivatives market
and in the currency market;

- provision by the Company to the Participant of
depository services and related services;




- MHOTO 0bMeHa 3/IeKTPOHHBbIMW AOKYMEHTAMMU, B
TOM uucne B  UEeNAx 3aKkaoueHus  un/mau
WUCNONHEHUs aorosopos mexay O6uiecteBom U
Y4YyacTHUKOM.

- any other exchange of electronic documents,
including for the purpose of entering into and/or
performing agreements between the Company and
the Participant.

3. O6wue nonoxeHua. NMpasa n 0693aHHOCTU
YYaCTHMKOB DIEKTPOHHOr0 A0KYyMeHToo60poTa.

3. General provisions. Rights and obligations of
participants in the Electronic Document
Workflow.

3.1. NpucoeanHeHune K lNMpasBunam ocyLecTenseTca
nytTem 3akntoudeHunsa Jorosopa. lpasuna asnawoTca
HEOTbeMIEMOW 4YacTblo Jorosopa 7
pPacnpocTpaHAIOTCA  Ha  OTHOLWEHWA  Mexay
ObwectBOM M YyaCTHMKOM C pJaTtbl  €ro
3aKNoYeHunA.

B cnyyae  3aKkatoveHuns  [oroBopa  nytem
noanucaHusa Ha bymaxkHom HocuTene O6LecTBO
npeaocrasasetr Y4YacTHUKY Joctyn K JInyHomy
KabuHeTy nyTem HanpasB/ieHMA Ha  ajpec
3N1eKTPOHHOM MOYTbl, YKa3aHHbIA Y4YacTHUKOM B
Cnucke Monb3oBatenen JIMyHoro KabwuHeTa,
YBEAOM/IEHMA O BO3MOXHOCTM perncrpaumm B
JInyHoMm KabuHeTe.

Ob6uiectBo MMmeeT npaBo 6e3 06bACHEHUA MPUUMH
OTKasaTb B 3aK/04eHun [loroBopa, TEM CamMbiM He
3aKnKo4aTh JoroBop, 0 YeM Ha afpPec 3NEKTPOHHOM
noyThbl, YyKasaHHbli B Cnucke [lonb3oBaTenei
JinyHoro KabuHeTa, MoXeT 6bITb HanpaB/ieHo
coobleHue.

3.1. The Rules are acceded to by entering into the
Agreement. The Rules form an integral part of the
Agreement and apply to relations between the
Company and the Participant since the date of entry
thereinto.

If the Agreement is concluded by signing on paper,
the Company provides the Participant with access to
the Personal Account by sending a notification
regarding the opportunity to register for the Personal
Account to the email address specified by the
Participant in the List of Personal Account Users.

The Company reserves the right to refuse the
Agreement without explanation, thereby not
concluding the Agreement. A notification may be
sent to the email address specified in the List of
Personal Account Users.

3.2. dn3nyecKkoe INLO TaKKe MOXKeT 3aKNUYNTb C
Ob6uwecTteom [loroBop AMCTAHLUMOHHbIM cnocobom
B NOpAZKe, yCTaHOBAEHHOM HaCTOALLUM NMYHKTOM.

[oroBop AWCTaHUMOHHbIM 06pPa3oM MOKeT bbiTb
3aK/loYeH NCKNOUYUTENBHO c Muom,
OEeACTBYIOLWMM OT COBCTBEHHOTO MMEHM.

Ona  AauctaHUMOHHOrO 3akakodeHus [orosopa
¢du3mnyeckoe muo OOIKHO UMeTb
NoATBEPXKAEHHYIO YYETHYH 3anucb Ha EanHom
noprtane rocyAapCTBEHHbIX W  MYHULMMNANAbHbIX
ycayr.

3akntoveHune [loroBopa ANCTAHLMOHHbBIM 06pa3om
oCyLLecTBAAETCA NOCpeACTBOM 3aMOHEHUA INLLOM
Ha WHTepHeT-cTpaHuue ObwecTtBa cneunanbHOM
¢$opmbl, Ha OCHOBaHMMN KOTOPOWN OT UMEHM AAHHOTO
nnua ocywectensetcAa ¢opmupoBaHune 3aaBaeHuA
(odpepTtbl) 0 npucoeamHeHun K [orosopy MU
HanpasneHue ero ObwecTBy ANA akuenTa. B aTmx
Lensax anuo OONXKHO npeasBapuTensHoO
aBTOpM30BaTbCA OT cBoero umeHn B ECUA
nocpeactsom EAMHOro noprana rocysapcrBeHHbIX
M MYHUUMNANbHbBIX Yycayr B8 WHPOPMaLMOHHO-

3.2. An Individual may also enter into the Agreement
with the Company in a remote mode as envisaged by
this clause.

The Agreement can be executed remotely only with
a person acting on his/her own behalf.

Remote execution of the Agreement shall require the
Individual to have a confirmed account with the
Public Services Portal of the Russian Federation.

Remote execution of the Agreement shall be done by
way of filling out by the individual of a designated
form on the Company’s website, and such form shall
authorise generation of Agreement Accession
Application (Offer) on behalf of the Individual and
delivery thereof to the Company for further
acceptance. To do so, the Individual shall
preliminarily log in the USIA via the Public Services
Portal of the Russian Federation (www.gosuslugi.ru)
on the Internet.

Filling out of a designated form and submission of the
Agreement Accession Application (Offer) shall be
done by the individual with the use of functional keys



http://www.gosuslugi.ru/

TENIeKOMMYHUKALMOHHOM cetm «UNHTEepHET»
(www.gosuslugi.ru).

3anonHeHWe cneuuanbHo ¢opmbl M noaada
3aaBneHns (odepTbl) O NPUCOEAMHEHUU K
Jorosopy ocywiectsnsercs GU3MYECKMM NNLOM C
MCMNO/Ib30BaHMEM GYHKLMOHAMbHBIX KHOMOK U
noneit B CNeuUMann3nMpPoBaHHOM pasfene Ha
NHTepHeT-cTpaHuMue ObuwecTsa.

Mpn  ycnosum  ycnewHoro NPOXOXKAEHUA
asTopusaumm B8 ECWMA nocne 3anosHeHMA BcCex
obAsaTenbHbIX Nonen cneunanbHon ¢Gopmbl Ha
NHTepHeT-cTpaHuue O6uwectsa U dopmupoBaHma
3anBneHus (odpepTbl) O MPUCOEAUHEHUM K
Jorosopy Ha Homep mobunbHoro TenedpoHa,
YKa3aHHbIA AMLOM MNpW 3aM0/HEHUN 3aABAEHUA
(odeptbl) 0 npucoeguHeHun K [dorosopy,
HanpasAnAeTcA CMC-coobuweHne ¢ Koaom
noATBEPKAEHUA, KOTOPbIN A0/XKEH ObITb BBEAEH B
cneumanbHoe none Ha  MHTepHeT-CTpaHuue
ObuwecTtBa. Mpu KoppeKTHOM YyKasaHuuM Kopa
noaTBeEPXKAEHUA 3anBneHune (odepTa) o
npucoeamHeHnu K  [Horosopy cyMTaeTca
NnoANUCaHHbIM U NOAAHHbIM GU3NYECKMM NNLOM.
06 ycnewHoi nogaye 3aseneHus (odepTbl) o
npucoeamMHeHnn K [Lorosopy ¢usmyeckoe nuuo
yBegomnsaerca nytem pasmelLeHus
MHOOPMaUMOHHOIO coobuweHna Ha WHTepHeT-
cTpaHuue ObuiecTsa.

B cnyyae nonyyeHuns O6LLECTBOM OT UMEHU OAHOTO
nmua 6onee opHoro 3assneHua (odepTbl) O
npucoeauHeHnmn K  [Horosopy, ObuectBo
paccmaTpuBaeT  nocsegHee Mo BPEMEHM
nony4yeHua 3aABneHue (odepTy) o
npucoeavHeHnn K  [Jorosopy. OcTanbHble
3asBneHus (odepTbl) O nNpucoeauHEHUMU K
[oroBopy cuMTaloTCA 0TO3BaHHbIMWU NOAABLUMM UX
IMLOM U He paccmaTpuBatoTca Obuectsom.

B cnyuae akuenta 3asneHus (odepTbl) O
npucoeanHeHUn K  [Jorosopy  O6uwectso
npegocTaBnseT YYacTHUKY g[ocTyn K JluuHomy
KabuHeTy nyTem HanpaBleHUs Ha  agpec
3/1EKTPOHHOW MOYTbI, YKa3aHHbIM Y4YacTHMKOM B
3aAaBneHum (opepte) o  npucoeagmHeHun,
YBELOM/IEHNA O BO3MOMKHOCTU pPerncrpaumm B
JInyHom KabuHerTe.

Ob6uwectBo nmeet npaBo 6e3 06bACHEHMA NPUYMH
OTKasaTb B akuente 3assBneHua (odepTbl) o
npucoeanHeHnn K [JOroBopy MU, Tem cambim He
3aKno4aTh JoroBop, 0 YeM Ha aZPec 3/1EKTPOHHOM
NnoyTbl, YyKasaHHbin B 3asaBneHun (odepte) o

and fields in a dedicated section of the Company’s
website.

Subject to successful authorization in the USIA
further to filling out of all mandatory fields of the
designated form on the Company’s website and
generation of the Agreement Accession Application
(Offer), a text message with the Confirmation Code
shall be sent to the Mobile Phone Number indicated
by the Individual in the Agreement Accession
Application (Offer), and such code shall be entered in
a dedicated field on the Company’s webpage.
Entering of correct Code shall mean that the
Agreement Accession Application (Offer) is deemed
to have been signed and submitted by the Individual.
The Individual shall be informed of successful
submission of the Agreement Accession Application
(Offer) via publication of respective information
notice on the Company’s webpage.

In the event that the Company receives more than
one Agreement Accession Applications (Offers), the
Company shall regard the latest received Agreement
Accession Application (Offer). Other Agreement
Accession Applications (Offers) shall be deemed
revoked by the submitting Individual and shall be
disregarded by the Company.

If the Agreement Accession Application (Offer) is
accepted, the Company shall provide the Participant
with access to the Client Portal by way of sending a
notification about the possibility of registration in the
Client Portal to the email that was indicated by the
Participant in the Agreement Accession Application
(Offer).

Information notice on the Agreement execution shall
be sent to Mobile Phone Number and/or Authorized
Email.

The Company may without giving any reason
whatsoever decline the Agreement Accession
Application (Offer) and thus not execute the
Agreement, of which the Company may inform by
sending a notice to the email address, indicated in
the Agreement Accession Application (Offer).

The Participant authorization in the USIA, provision
of information when filling out of the Agreement
Accession Application (Offer) and entering of the
Code shall be deemed as the Participant’s consent to
enter the Agreement on terms established by the
Company and to perform unconditionally the
Agreement and the Rules.
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npucoeanHeHun, 6bITb

coobuieHue.

MOXeT HanpasaeHo

AsTOopu3auma YuactHuKa B ECUA, npegoctasneHue
YyacTHUKOM  NpuM  3anNOJIHEHMM  3aAB/EHMA
(odepTbl) 0 NprcoeanHeHnn K loroBopy cBeAeHUM
n BBedeHue Koaa noATBepKAEHWA CYMUTaeTCA
cornacmem Y4yaCTHMKA HA 3aKAKYeHWe C HUM
Jorosopa Ha YCNoBMAX, YCTaHOB/IEHHbIX
ObuwectBom, M Ha 6e3ycnoBHOE WCMNOAHEHUe
YyactHukom [orosopa u MNpasun.

Koa NOATBEPKAEHMS,
dusnyeckomy uuy Ha

HanpaB/IeHHbIN
Homep mobuabHoro

TenedoHa W BBEAEHHbIM MpPU  NOAMUCAHUM
3anBneHus (odepTbl) O MPUCOEAMHEHUM K
[Jorosopy, npu3sHaeTca aHanorom
COBCTBEHHOPYYHON  MOAMWCK  TaKoro  Anua.
YyactHMK 1 O6LWEeCcTBO MpU3HalOT nognucaHHoe
Takum  obpasom 3aseneHne (odepty) O
npucoeavHeHMn K [oroBopy paBHO3HAYHbIM
OOKYMEHTY C COBCTBEHHOPYYHOM  MOANMUCHIO
YyacTHMKa, COCTaBNEHHOMY Ha  BymarkHOM
HocuTene.

The confirmation code that is sent to the Individual’s
Mobile Phone Number and is entered at the time of
the Agreement Accession Application (Offer)
execution shall be deemed as the equivalent of the
handwritten signature of such individual. The
Participant and the Company agree that the
Agreement Accession Application (Offer) that is
executed in such manner shall be deemed equal to
a document that is signed by the Participant by a
handwritten signature in a hard copy.

3.3. Mpaswnaa He ABnATCA Ny6AMYHON odepTon B

cmbicne cT. 426 [parKQaHCKOro  Koaekca
Poccuiickoit Pepepaumn. Obuwiectso Brnpase Mo
cBoemy YCMOTPEHUIO OTKas3aTb nobomy

06paTMBLIEMYCA K HEMY AULY B 3aKJAOUYEHUU
Horosopa 6e3 06bACHEHNA NPUYMH TAKOrO OTKa3a.

MpaBuna, BKkAo4Yaa Bce [pPUNOKEHNA K HUM,
yTBeprKAAoTCA ObuwecTtBOM, AencTeytoT
HeonpeneneHHblh  CPOK M MoryT  bBbITb
npeKkpaweHol B ANt0boe BpemA MO peLleHuto
ObuwectBa. [Ona YuyacTHuMKa Agevicteue [lpasun
TaKXe MOeT OblTb NnpeKkpaweHo B CBA3N C
npekpaweHnem [oroBopa, KOTOpbIA MOXeT bbITb
PacTOPrHyT Mo MHMLUMATUBE YUYacTHUKa, ObwecTBa
WJIX MO COTJTALLEHUIO CTOPOH.

3.3. The Rules do not constitute a public offer in the
meaning of Section 426 of the Civil Code of the
Russian Federation. The Company has the right at its
own discretion to refuse any person, who has
approached it, entry into the Agreement without
explaining the reasons for such refusal.

The Rules, including all Schedules hereto, are
approved by the Company, are valid for an indefinite
term and may be terminated at any time if so
resolved by the Company. For the Participant, the
Rules may also be terminated in connection with the
termination of the Agreement, which may be
terminated by the Participant, the Company or if so
agreed between the parties.

3.4. ObwecTBO MOXKET B OAHOCTOPOHHEM NOpALKe
BHECTU n3ameHeHwus B [paBwua, B TOM Yncne nytem
yTBepAeHua [lpaBun B HOBOM pefakuum u
onyb/IMKOBaHUA UX Ha  MHTepHeT-cTpaHuue
Obuwectea. [pu 3tom [lpaBuna cymTatoTCs
M3MeHEHHbIMW ANA YYaCcTHUKA, ecnun B TedeHue 10
(Oecatn) paboumx aAHeN cO AHA HanpaBaeHUs
yBegomneHna o6  uMx  u3MeHeHunm  ambo
ony6nMKoBaHWUA TeKcTa MpaBua B HOBOW peaaKkLumm
Ha WHTepHeT-cTpaHuue OO6LWecTBa OT HeEro He
NOCTYNUT BO3PaXKEHMN B NMUCbMEHHOM dopme no
COOTBETCTBYOLLUM U3SMEHEHUAM.

3.4. The Company may unilaterally amend the Rules,
including by approving new wording of the Rules and
by publishing them on the Company's Homepage.
Provided that the Rules are deemed amended for the
Participant, if within 10 (ten) business days from the
date of giving notice of their amendment or
publishing the amended Rules wording on the
Company's Homepage, the Participant does not
provide objections in writing to the relevant
amendments.




3.5. MpekKpaleHue aerctama Mpasua He BAKAET HA
IOPUANYECKYID  CUlY U OeNCTBUTENbHOCTb
INEKTPOHHbIX AOKYMEHTOB, KOTOpbIMK ObLLLECTBO
1 YYacTHMK 06MEHUBANMCL B MEPUNOL, UX SENCTBUA.

3.5. Termination of the Rules does not affect the
legal force and validity of the Electronic Documents
that the Company and the Participant exchanged
during the period they were in effect.

3.6. Tekctbl Jorosopa u lNpasun pasmellarorca 8
OTKpbITOM  AoCTyrne Ha VHTepHeT-CTpaHuue
ObuwectBa M AOCTYMNHbI  AAA  O3HAKOMAEHUA
HeorpaHuyeHHOMY Kpyry auu,. lNMpucoeanHUBLLIUCH
K [MpaBunam, Y4YacTHWK NPUHUMaeT Ha cebs
06A3aTeNnbCcTBO  perynapHo  obpawartbca K
NHTepHeT-cTpaHuue ObwecTBa B uenax
O3HAaKOMJ/IEHUA C BO3MOXHbIMU U3MEHEHUAMU U
pononHeHnamun [lpaBun, n HeceT BCe PUCKU B
nonHom obbeme, CBfizaHHble C HEUCMNOJIHEHMEM
AN HeHaa/NexallMm WCMOoNHEHNEM YKa3aHHOM
06A3aHHOCTW.

3.6. The text of the Agreement and the Rules is
publicly available on the Company's Homepage and
are made available to the general public. By
acceding to the Rules, the Participant undertakes to
regularly refer to the Company's Homepage for
possible amendments to the Rules and bears all the
risks in full associated with failure to fulfil or
improper fulfillment of such obligation.

3.7. ObwecTBO BRpaBge:

3.7. The Company may:

3.7.1. 3anpawuBaTb y Y4YaCTHWKA AOKYMEHTbI M
nHdopmaumto, Heobxoaumbie B COOTBETCTBUM C
TpeboBaHMAMKU 3aKoHOAaTenbCcTBa Poccuiickoin
dbepepaun, B TOM umcne B obnactu
NPoOTUBOAENCTBMA  Nleranms3aumm  (OTMbIBaHMIO)
[OX0/l0B, MOJIYYEHHbIX MPECTyNHbIM NyTem, W
dUHaAHCMpPOBaAHUIO Teppopusma n/vnm
MpaBunamu, a TaKKe noTpeboBaTb JNYHOWN ABKU
YuactHMKa B oduc Obuectea B Uenax
npegocrasneHna O6LWECTBY TakUX AOKYMEHTOB
n/vnm nnpopmaumu;

3.7.1. request from the Participant documents and
information required by laws of the Russian
Federation, including those relating to combating
the legalization (laundering) of crime proceeds and
the financing of terrorism, and/or the Rules and
request that the Participant appear in person at the
office of the Company for the purpose of providing
the Company with such documents and/or
information;

3.7.2. TpeboBaTtb OT Y4YacTHMKA NpeAoCcTaBaeHUs
KOMUA  UCXOZAWMX OT HEero  INeKTPOHHbIX
OOKYMEHTOB Ha  OyMaKHbIX HOCUTENAX 3a
NoANUCbIO YYacTHUKA MAM ero yNnoaHOMOYEHHOTO
nua;

3.7.2. request that the Participant provide paper
copies of the Electronic Documents sent by it signed
by the Participant or its authorized person;

3.7.3. NpUOCTaHOBUTbL WU OrPaHUUYUTb YUACTHUKY
(MonbsoBatento JinuHoro KabwuHeTta) gocTyn Mau
byHKUMOHan JIMyHoro KabuHeTa B cledyloLmx
CAyvasx:

- NPYM BO3HMKHOBEHWUU CUTyaLuUM, KoTopaa Mo
MHeHuto ObuiecTBa MoOXeT nosJsieyb 3a cobon
ywepb ana ObuwecTBa MAM YyaCTHMKa, B TOM
yncne npu  KomnpomeTauuum 3N1EKTPOHHOM
nognucu wunn nopospeHun ObuwecTBa Ha

KomnpomeTaumto  3/1€KTPOHHOM noanucum
MNonb3osaTens JINuHoro KabuHeTa;

- npm HapyLeHnn YyacTHUKOM n/vnan
Monb3oBaTenem JlnyHoro KabuHeTa

AelncTByoLWEero 3akoHogatenbcTsa Poccminckom
depepaunun, MpaBun A Kakoro-nmbo

3.7.3. suspend or restrict access or functionality of
the Client Portal for the Participant (Client Portal
User) in the following cases:

- if a situation arises that, in the opinion of the
Company, may result in damage to the Company
or the Participant, including in the event of a
Electronic Signature Leak or the Company's
suspects that the Client Portal User's Electronic
Signature has been leaked;

- the Participant and/or the Client Portal User
violates effective laws of the Russian Federation,
the Rules or any agreement between the
Company and the Participant;




cornatlueHus, 3aK/I0YEHHOTO
Ob6uiecTBOM M YHaCTHUKOM;

mexay

- NPW HanpaBneHWUM YUYACTHWKY UAWU NONyYeHuA
OoT Y4yacTHMKa YyBeAOMMEHUA O HamepeHuu
pacToprHyTb [Jorosop;

- B WHbIX C/AYyYanX, yCTaHOBAEHHbIX [pasunammu
WU  COTNalleHMEM, 3aK/OUYEHHBIM  MeXay
06uLecTBOM M YYaCTHMKOM, B paMKax KOTOPOro
ocyLecTBaseTca INEeKTPOHHBIH
AOKyMeHToOobopOT.

- notice of intent to terminate the Agreement is
given to the Participant or is received from the
Participant;

- in other cases specified in the Rules or an
agreement made between the Company and
the Participant, under which the Electronic
Document Workflow is carried out.

3.7.4. 06ycnoBUTb BO3MOMKHOCTb WMCMO/Ib30BAHUSA
HeKoTopbIX GYHKUMIA JInyHOro KabuHeta nocne
coBepLleHus YyacTHUKOM (MonbsoBatenem
JlnyHoro KabwuHeTa) onpeaeneHHbIX AenNCcTBUi, B
ToOM 4yucne B JIMuHOM  KabuHete, nubo
npenocTaB/ieHna  OnpeaesieHHbIX  AOKYMEHTOB
n/van nudopmaumu;

3.7.4. make the use of some functions of the Client

Portal contingent on the Participant (Client Portal
User) performing certain actions, including in the
Client Portal, or providing certain documents and/or
information;

3.7.5. oOTKasaTb B pernucTpaunm B Ka4vecTse
Monb3oBatena  JIM4HOrO KabuHeTa  auua,
yKa3aHHoro YyacTHMKom B Cnucke Monb3oBaTenemn
NlnyHoro kKabuHeTta, NMBO NPMOCTAHOBUTL emy
poctyn B JIMYHbIA KabWHET, B TOM uucie npu
HenpeaocTaBNeHUM  YUYACTHUKOM  [OKYMEHTOB,
NOATBEPXKAAMIOLMX MOJHOMOYMA TaKOro Auua B
obbeme, AOCTAaTOYHOM AJ17 OCYLLECTB/IEHUS UM
nencrenii (onepaumit) B JInuHOM KabuHerTe.

3.7.5. refuse to register the person specified by the

Participant in the List of Client Portal Users as a Client
Portal User, or suspend its access to the Client Portal,

including if the Participant fails to provide documents
confirming the scope of authority of such person as
sufficient for it to perform actions (operations) in the
Client Portal.

3.8. O6uwwecTBo 0653aHO:

3.8. The Company shall:

3.8.1. no nucbmeHHOMY 3anpocy Y4yacCTHUKa
npefocTaBAATb  emy KOMUU  UCXOAALUMX  OT
ObuwecTtBa DNEKTPOHHbIX  AOKYMEHTOB  Ha
B6yMaKHbIX HOCUTenNAXx c noAnucbto
ynosHoMmo4yeHHoro nuua O6buiectsa. O6uecTso
umeeT npaBo notpeboBatb OT  Y4YacTHWUKA
BO3MeLLLEeHMA Pacxoa0B 33 NpesocTaBaeHMe KON
ONEKTPOHHbIX  OOKYMEHTOB  Ha  OyMarKHbIX
HOCUTENAX B pasmepe (aKTUYECKU MOTPaveHHbIX
Ha MX U3roToBAEHNE CPEACTB;

3.8.1. upon the written request of the Participant,

provide it with paper copies of the Electronic
Documents issued by the Company signed with the

signature of an authorized representative of the
Company. The Company may request from the

Participant reimbursement of expenses for providing
paper copies of Electronic Documents in the amount

of funds actually spent on making such copies;

3.8.2. He coBeplaTb AeNCTBUA, NpOTUBOPEYaLLUne

3.8.2. not to take actions that contradict the terms of

ycnosusam  Mpasun M HaHocawme  yuwepb | the Rules and cause damage to the Participant.
YyacTHuUKYy.

3.9. YuacTHUK BNpase: 3.9. The Participant may:

3.9.1. 3anpalwmBaTb oT O6buwectea | 3.9.1. request that the Company provide paper

npefocTaBNeHNe KOMuiA  UCXOZAWMX OT Hero
DNEKTPOHHbIX  AOKYMEHTOB  Ha  BymMaKHbIX
HOCUTENAX C MOAMMUCbIO YNOJHOMOYEHHOro Anua
ObuiecTBa;

copies of the Electronic Documents issued by it
signed with the signature of the Company's
authorized representative;




3.9.2. Ha3HayaTb YNO/IHOMOYEHHbIX YYACTHUKOM
nvy, B Kadyectse [lonb3osaTeneit  JlIMyHoro
KabuHeTa.

3.9.2. appoint persons authorized by the Participant
as Client Portal Users.

3.10. YyacTHUK 0653aH:

3.10. The Participant shall:

3.10.1. no TpeboBaHuto ObLwecTBa NPesOCTaBAATb
OOKYMEHTbI n/mnn MHbopMaumio,
3anpawnBaemble OB6LLECTBOM B COOTBETCTBUU C
3aKoHoA4aTeNbCcTBOM U/nnu Mpasunamu;

3.10.1. if so requested by the Company, provide
documents and/or information requested by the
Company in accordance with the law and/or the
Rules;

3.10.2. cobnogatb KoHdMaeHunanbHocTb Kntoua
3/IeKTPOHHOM noanucu n Koga noarsepXaeHus u
obecneunTb ee cobnoaeHune BCEMM
Monb3oBaTtensimm JIMyHoro KabwuHeTta. Y4yacTHUMK
HEeceT BCE PMUCKU HecobogeHUs yKasaHHOW B
HacTosWeM NoANyHKTe 06A3aHHOCTK, B TOM Unc/e
PUCK BOSHUKHOBEHUSA Yy YYaCTHUKA YObITKOB B CBSI3M
¢ KomnpomeTaumen 3M1E€KTPOHHOM NoOANMUCH,
npousoweswen nNo BUHE YYaCTHMKA WK
MNonb3osaTens JINuHoro KabuHeTa;

3.10.2. keep the Electronic Signature Key and the
Confirmation Code confidential and ensure that all
Client Portal Users keep the same confidential. The
Participant bears all the risks of non-compliance with
the obligation specified in this subparagraph,
including the risk of losses for the Participant in
connection with the Electronic Signature Leak that
occurred through the fault of the Participant or the
Client Portal User;

3.10.3. He gonyckatb packpbitma,  u/vam
BOCMpoM3BeAeHusA, WU/MAM  pacnpocTpaHeHus
nboit  nMHbopmaummn, cBA3aHHOM C paboToi
Cuctembl 3110, a TaKk:Ke ntobon nHo MHpopmaLmm,
KOTOpPas CTaHOBWUTCA AOCTYMHOMN YYacTHUKY n/uan
Monb3oBaTento JIMyHoro KabwuHeTa BcnencTeue
paboTbl B JIN4HOM KabuHeTe;

3.10.3. not allow disclosure and/or reproduction
and/or dissemination of any information related to
the operation of the EDW System and any other
information that becomes available to the
Participant and/or the Client Portal User as a result of
working in the Client Portal;

3.10.4. He fONyCKaTb K TEXHUYECKUM YCTPOMUCTBAM,
C MOMOLLbIO KOTOPbIX OCYyLLeCTBAAETCA AOCTyn B
JInYHbIA  KabMHET (nepcoHaNbHbIM KOMNblOTE,
MobunbHOe YCTPOICTBO), NNL, HEe ABAAOWMXCA
MNonb3osaTtenamm JIMuHoro KabmHeTa;

3.10.4. not allow persons, who are not Client Portal
Users, to access the technical devices that provide
access to the Client Portal (personal computer,
Mobile Device);

3.10.5. He pgonyckatb nepefayu TPeTbMM NULAM
CUM-KapTbl, Ha KOTOPYIO 3aperncTpmupoBaH Homep
mobunbHoro TenedoHa, a TakXKe He nepenaBatb
TPETbMM NULAM MPaBa Ha Ucnonb3oBaHWe Homepa
MOBUIbHOTO TenedoHa (BO3MOKHOCTM
ncnonb3oBaHmMa Homepa mobunbHoro TenedoHa)
40 yBegomaeHna O6LecTBa 0 TaKOM HaMeEPEHUN U
NPMOCTaHOBKe AoCTyna K JInyHomy KabuHety Ao
U3MeHeHuna ceefeHuii o Homepe mobunbHoro
TenedoHa. lpun npekpawleHUM WUCNONb30BAHUA
MNonb3oBaTenem NnyHoro KabuHeTa
COOTBETCTBYHLLETO Homepa MobunbHOro
TenedoHa He3aMeaNTe/IbHO YBEAOMUTb 06 3TOM
O6wecTBO M NPefOCTaBUTb MUHGOPMALUIO O HOBOM
Homepe MOBUNbHOTO TenedoHa nytem
npegocTasneHns Hosoro Cnucka lMonb3osaTenei
JInyHoro KabuHeTa;

3.10.5. not allow the transfer to third parties of the
SIM card, to which the Mobile Phone Number is
registered, and also not to transfer to third parties
the rights to use the Mobile Phone Number
(possibility of using the Mobile Phone Number) until
the Company is notified of such intention and access
to the Client Portal is suspended prior to the change
of information about the Mobile Phone Number.
When the Client Portal User stops using the relevant
Mobile Phone Number, shall immediately notify the
Company thereof and provide information about the
new Mobile Phone Number by providing a new List
of Client Portal Users;




3.10.6. obecneunTb OTCYTCTBME f[OCTyna M
MCNONb30BaHMA HEYNOJHOMOYEHHBIMU  INLLAMMU
3NEeKTPOHHON MoYTbl, ABTOPU30BAHHOIO aapeca
3/IEKTPOHHOM MOYTbI;

3.10.6. ensure that unauthorized persons do not
have access to and use of e-mail, the Authorized e-
mail address;

3.10.7. He BHOCUTb M3MeHeHUN B MobunbHoe
NPUNOXEHNEe W MUCMNO/b30BaTb €ro TO/NbKO ANS
uenewn, onpeaeneHHbix Npasunamu;

3.10.7. not make changes to the Mobile Application
and shall use it only for the purposes specified in the
Rules;

3.10.8. exkegHeBHO NpoBepATb JINYHbIN KabUHET K
3/1IeKTPOHHYIO NoYTy, ABTOPM30BaHHbLIA aapec
3/1eKTPOHHOM MOYTbl Ha NpeaMeT MOoJyYeHus oT
ObuwecTtBa MHPOPMaLUN, YBEAOMNAEHWNI, OTYETOB,
MHbIX COOOLLEHNA, WMMEWMX CYyL,EeCcTBEHHOE
3HaYeHue gnsA Hagnexalwero ucnosaHeHus Mpaswma.
YYacTHMK HeceT BCe PUCKM HecobatogeHus
YKa3aHHOM B HaCTOALLEM NOANYHKTe 06A3aHHOCTY,
B TOM 4YMC/e PUCK BO3HMKHOBEHMA Yy YYacTHMKa
ybbITKOB B  CBA3M C  HECBOEBPEMEHHbIM
03HaKOMJIEHMEM C HanpasBaeHHbIMM ObuiecTBom
yBe40MNEHNSMU;

3.10.8. check on a daily basis the Client Portal and e-
mail, the Authorized e-mail address to see whether
information, notices, reports, other messages are
received from the Company that are essential for the
proper compliance with the Rules. The Participant
bears all the risks of non-compliance with the
obligation specified in this subparagraph, including
the risk of the Participant's losses due to untimely
familiarization with the notices sent by the Company;

3.10.9. uHdopmmposaTtb O6LWECTBO B MUCbMEHHOM
BMAE WAM nocpeacrsom JIMyHoro KabuHeta 06
M3MEHeHUn cBedeHut 06 YyacTHUKe u/uam
Monb3oBaTtene JIMyHoro KabuHeta B TeyeHue 1
(OpHoro) pabouyero AHA C MOMEHTa TaKuX
M3MEHEHMUIN, €eCcln  MHble CPOKM U crnocob
nHbOpPMUpPOBaHUA He npeaycMoTpeHbl
[OroBOpPOM, B  paMKax  KOToporo  6bian
npenocTaB/ieHbl COOTBETCTBYlOLME cBeAeHus. B
cnyyae HenpeaocTaBAeHUs unu
HEeCBOEBPEMEHHOrO npeaocTaB/eHus
0BHOBNEHHbIX U3MEHEHUI B YCTAHOB/IEHHbIN CPOK,
ObuwectBo He HeceT OTBETCTBEHHOCTM 33
BO3MOXHble NOCNeACTBUSA, CBA3AHHbIE C TEKYLLMM
HenpeaocTaBAeHUEM.

3.10.9. inform the Company in writing or through the
Client Portal about changes in information about the
Participant and/or Client Portal User within 1 (one)
business day from the time of such changes, unless
other terms and method of notifying are provided for
by the agreement, under which the relevant
information is provided. In the event of failure to
provide or late provision of updated changes within
the specified period, the Company shall not be liable
for any possible consequences associated with the
current failure to provide.

3.11. Ecnv oTaenbHO He yKasaHo uHoe (B MNpasunax
300, cornaweHusx, B coobueHmnax Cuctemol 340
n ap.), B Cucteme 340 npumeHAETCA MOCKOBCKOE
Bpems.

3.11. Unless otherwise specified (in the EDW Rules,
agreements, messages of the EDW System, etc.),
Moscow time is used in the EDW System.

4. NopaaoK B3aumogeiictemua Obiectsa u
YyactHuka B Cucreme 30. MNpumeHeHue
dNeKTPOHHOM nognucu.

4. Interaction between the Company and the
Participant in the EDW System. Application of
Electronic Signature.

4.1. Ecam nHoe He ycTtaHosneHo lMpasuanamm 340,
B8 Cucrteme 340 ana noanncaHMA DNEKTPOHHbIX
LOKYMEHTOB MCNONb3yeTCA IIEKTPOHHAA NOA4MUChH.

4.1. Unless otherwise provided for by the EDW Rules,
the EDW System uses an Electronic Signature to sign
Electronic Documents.




4.2. MpucoeanHuswncb K lMpasuaam, YYacTHUK
npu3HaeT cneaytoulee:

4.2. By acceding to the Rules, the Participant
acknowledges the following:

4.2.1. DNEeKTPOHHbIN AOKYMEHT u/man unHoe
coobuieHue, noAgnucaHHble n/nnbo
HanpaBAEHHble Nonb3oBatenem JlnyHoro
KabuHeTa nocne ero WaeHTudukaumm u
AyTeHTudUMKauMmn B JINUHOM KabuHeTe, cunTatoTcs,
COOTBETCTBEHHO, noANMCaHHbIMM n/vnu
HanpaBAEeHHbIMMU OaHHbIM MNonb3oBaTtenem
JlnyHoro KabuHerTa;

4.2.1. An Electronic Document and/or any other
message signed and/or sent by the Client Portal User
after its Identification and Authentication in the
Client Portal are deemed, respectively, sighed and/or
sent by such Client Portal User;

4.2.2. JNeKTPOHHbIN AOKYMEHT, MNOAMNUCAHHbIN
DNEeKTPOHHOM NoAMNMUCHIO n nepeaaHHbIM
nocpeactsom Cuctembl 300 B nopagke,
npeaycMoTpeHHOM Mpasunamu, cunTaerca
NOAMMCAHHbIM NPOCTOM 3N1EKTPOHHOM NOAMUCHIO
Monb3oBaTens  JInuHoro  KabuHeTa n/mnn
YnonHomoueHHoro nvua O6liecTsa;

4.2.2. The Electronic Document signed with the
Electronic Signature and transmitted through the
EDW System in the manner prescribed by the Rules is
deemed signed by a simple electronic signature of
the Client Portal User and/or the Company's
Authorized Representative;

4.2.3. DJNEeKTPOHHbIA  AOKYMEHT  cuyMTaercs
Hagnexawmm obpasom odopMAEHHbIM  MpU
YyC/IOBUM €ro COOTBETCTBMA 3aKOHOAATENbCTBY
Poccuitckoit Pepepauuu, Npasunam n 4OroBopam,
3aK/oYeHHbIM Mexay O6LLecTBOM M YUaCTHUKOM;

4.2.3. The Electronic Document is deemed properly
executed, provided that it complies with the laws of
the Russian Federation, the Rules and agreements
made between the Company and the Participant;

4.2.4. DneKTPOHHble AOKYMEHTbl, HanpaBAeHHble
nocpeactsom Cucrtembl 340 M nognucaHHble B
nopsagKe, yctaHosneHHom [lpasunamu 310,
ABNAOTCA NoA/IMHHbBIMM " LEeNOoCTHbIMMU
OOKYMEHTaMM, UCXOAAWMMM OT YYacTHUKa n/mam
ObuecTtBa;

4.2.4. Electronic Documents sent through the EDW
System and signed in the manner prescribed by the
EDW Rules are authentic and complete documents
issued by the Participant and/or the Company;

4.2.5. JNeKTpOHHble AO0KYMEHTbl, B TOM 4ucne
odpopmnstowme KaKyto-1nmbo CcAenky,
NOAMUCaHHble  DNEKTPOHHOM  NOAMUCBID WU
HanpaBneHHble nocpegcteom Cuctembl 310,
y40BNETBOPAOT TPpeboBaHMAM MX COBEpLUEHMA B
NpoCToiA MUCbMEHHON dopme U MMET Ty XKe
HOPUANYECKYIO CUAY, YTO U MAEHTUYHBIE NO CMbICTY
W coaepaHUIO AOKYMEHTbl Ha OymaxkHOM
HOoCUTEeNe U He MOFyT BblTb OCMOPEeHbl TONbKO Ha
TOM OCHOBaHWW, 4YTO OHW COBEpLIEHbl B
3/1eKTPOHHOM BUAE;

4.2.5. Electronic Documents, including whereby any
transaction is formalized, signed with the Electronic
Signature and sent through the EDW System, meet
the requirements for entering thereinto in a simple
written form and have the same legal effect as paper
documents identical in meaning and cannot be
challenged solely on the grounds that they are made
electronically;

4.2.6. Puck HenpaBoMepHOro nognucaHuA
ONeKTPOHHOro OOKYMeHTa INeKTPOHHOWM
nognucobto MNonb3osatens JIndHoro KabuHeTa
HeceT YYacTHWMK, OT MMEHM KOTOPOro [AaHHbIA
LOKYMEHT NoAnmcaH;

4.2.6. The risk of unlawful signing of the Electronic
Document with the Electronic Signature of the Client
Portal User shall be borne by the Participant, on
whose behalf such document is signed;




4.3. Ko/nn4yecTBO 3K3eMnaApoB DAEKTPOHHOrO
[OKYMEHTa, B TOM 4MCAe BbINOJHEHHbIX Ha
MALUNHOYNTAEMbIX HOCUTENAX PA3/IUYHOTO TUMNA He
orpaHuyeHo. [pu 3Tom Bce  3K3emMnaApbl
DNeKTPOHHOro OOKYMeHTa ABNAIOTCA
NoA/IMHHUKAMM [AHHOTO INEeKTPOHHOro
OOKYMEHTa, Kpome C/lyyaeB, Korga 3K3emnasap
COLEPHUT OTMETKY O TOM, YTO OH AB/IAETCA KOMUEN.

4.3. The number of copies of the Electronic
Document, including those made on machine-
readable media of various types, is unlimited.
Provided that all copies of the Electronic Document
constitute the originals of such Electronic
Document, except when the copy is marked as a

copy.

4.4, CunTaetcA, 4YTO NOAJMHHUK DNEKTPOHHOrO
OOKYMEHTa He CYL,ecTBYeT, €CAM BbIMOJIHAETCA
OZIHO M3 ClleayoLWunX YCIOBUNA:

- Heé CyLlecTByeT HM O4HOI0 YYTEHHOTIO 06LLI,eCTBOM
aK3emMmnnAapa AaHHOro 3J'IeKTpOHHOI'O AOKYMEHTa U
BOCCTAaHOB/1EHME €Ir0 HEBO3MOXKHO,

- He cyLlLecTByeT cnocoba ycTaHOBUTb NOAJIMHHOCTb
dneKTpoHHoM nognucu [Monb3osatens JinyHoro
KabuHeta un/uam  YNoNHOMOYEHHOro  /uua
Ob6uwiecTBa, KOTOPOWN NOANUCAH AAHHbIN LOKYMEHT.

4.4. The original of the Electronic Document is
deemed non-existent if one of the following
conditions is met:

- no copy of such Electronic Document recorded by
the Company exists and it cannot be restored,;

- the authenticity of the Electronic Signature of the
Client Portal User and/or the Company's Authorized
Representative, who signed this document, cannot
be ascertained.

4.5. Konnun dN1eKTPOHHOIro AOKYMEHTa MOryT 6bITb
M3roToBneHbl (pacneyaTaHbl) Ha BGymarKHOM
HocuTene M [OMKHbI 6bITb  3aBepeHbl
COOCTBEHHOPYYHOM NOANUCHIO YNOJHOMOYEHHOTO
nnua ObulectBa. Konua INeKTPOHHOIo AOKYMEHTa
[O/IKHa o06A3aTeNlbHO coAep)KaTb OTMETKY 06
3TOM.

4.5. Copies of the Electronic Document may be
made (printed) on paper and must be certified by
own handwritten signature of the Company's
Authorized Representative. The copy of the
Electronic Document must necessarily contain a
note to that effect.

46. [na pabotel B JIM4HOM  KabuHeTe
Monb3oBaTesb JINYHOro KabMHeTa A0IKEH NPONTH
npoueaypy NaeHtndukaumm n AyteHTnduKkaumm.

NaeHTUdMKauua [Monb3oBaTtens JlnyHoro
KabuHeTa ocylecTBaseTcs no ero
NoeHTMdUKaTOpy, KOTOPbLIA MOXKET OTAMYaTbCA
ana poctyna B JIMyHbIA KabuHeT nocpeacTBom
web-uHTepdelica n MobunbHOTO NPUIOKEHUA.

AyTeHTudMKauma MNonb3osartena JlnyHoro
KabuHeTa OcCyLecCTBAsSeTCA MyTeM MpPOBEepKM
COOTBETCTBMA BBELEHHOIO Monb3oBatenem
NlnyHoro KabuHeTta [laposns €O 3HAYEHUEM,
CoXpaHeHHbIM B 6ase aaHHbIx Cuctembl 340 ans
BaHHoro Monb3osartens.

Mpy nNpoxoxaeHnn npoueaypbl AyTeHTUDUKaLUK
AonoAHuTeNbHO Ha Homep mobunbHoro tenedpoHa
N ABTOPU30BAHHbIN afpec SNEKTPOHHON NOYTbI,
onpegeneHHble Cuctemon 30 Ha OCHOBaHWUM
yKasaHHoro WpaeHTuduKatopa, MOXKeT OblTb
oTnpasneHo WHdopmaumoHHOe cooblieHne ¢
Kogom noartBeprKAeHMA, KOTOPbIN [0MKeH ObiTb
BBEAEH B COOTBETCTBYHOLLEE MOJie MpPU BXoge B
JIN4HbIN KabuHeT.

4.6. To work in the Client Portal, the Client Portal
User must go through the Identification and
Authentication procedure.

The Client Portal User is identified using its Identifier,
which may differ for access to the Client Portal
through the web-interface and the Mobile
Application.

The Client Portal User is authenticated by matching
the Password keyed in by the Client Portal User
against the value stored in the EDW System database
for such User.

When carrying out the Authentication procedure, an
Information Notice with a Confirmation Code can be
sent additionally to the Mobile Phone Number or
Authorized E-mail Address determined by the EDW
System on the basis of the specified Identifier, which
Confirmation Code must be entered in the
appropriate field when logging into the Client Portal.




4.7. B oTHoweHun Kaxgoro [lonb3oBatensa
JInyHoro KabuHeTa, He ABAAIOLLErOCA YYACTHUKOM-
dnsnyecknum Nuom, Y4yacTHUK LOKeH
npenocTaBnTb Obuectsy OOKYMEHT,
noaTeBepKaalowWwmMn  ero nosHomoums. Ecam B
KauyecTBe TaKOro JAOKyMeHTa npeaocTaBnAeTca
[OBEPEHHOCTb, TO OHa MOMeT OblTb BblgaHa Mo
dopme, nNpPenycMOTPEHHOW COOTBETCTBYIOLLMM
[,0r0BOPOM, 3aK/HOYEHHBIM Mexay ObliecTBom U
Y4yacTHMKOM, B paMKax KOTOpOro npeanosaraerca
MCNONb30BaTb DNEKTPOHHbIM LOKYMEHTOOOOPOT.

4.7. For each Client Portal User, who is not an
individual Participant, the Participant must provide
the Company with a document confirming its
authority. If a power of attorney is provided as such
document, it may be issued in the form provided for
in a relevant agreement made between the
Company and the Participant, under which the
Electronic Document Workflow is intended to be
used.

4.8. MNpwu paboTe B J/INuHOM KabuHeTe, B TOM Yncne

npu  peructpaumm  [onb3osatena  JInyHoro
KabuHeTa [onb3oBatenb JIMYHOrO KabuHeTa
BBOAUT  HeobXxoaMMble  AaHHble,  KOTOpble
3anpawwusaer Cuctema 340, ncnonb3syA

OYHKLUMOHaNbHbIE KHOMKM WM nona Aff BBOAA
nHbopmaumm.

4.8. When working in the Client Portal, including
when registering the Client Portal User, the Client
Portal User enters necessary data requested by the
EDW System using the function buttons and fields
for entering information.

4.9. MNocpeactsom JInyHoro KabuHeta moryT 6bITb
NoAnMCcaHbl ONEeKTPOHHble OOKYMEHTbI,
pasmelleHHble B Cucteme 340 Obuwectsom munu,
npuM  NpeaocTaBAeHUM  TaKoh  TEXHUYECKOM
BO3MOXHOCTM  Ob6wectsom,  [Monb3oBatenem
JInyHoro KabuHeta, nMbo chopmMpoBaHHbIE
Cuctemoirt 340 npu coBepeHnn Monb3oBatenem
JInyHoro KabuHeTa onepaum B JIMuHOM KabuHeTe.

Kaxaomy DNeKTPOHHOMY  AOKYMEHTY  w/uau
KaXKAoMy DIEKTPOHHOMY AOKYMEHTY u3 [pynnbl
DNEKTPOHHbIX AOKYMEHTOB, a €C/IM INEKTPOHHbIe
AOKYMeHTbI 06beaMHeHbl B MaKeT INEKTPOHHbIX
AOKYMEHTOB, TO AaHHOMY [MaKeTy DNeKTPOHHbIX
AOKYMEHTOB NPUCBANBAETCA YHUKA/bHbIN HOMep.

4.9. Electronic Documents placed in the EDW System
by the Company or, if such technical option is
activated by the Company, by the Client Portal User,
or generated by the EDW System in the course of the
Client Portal User performing operations in the Client
Portal, can be signed through the Client Portal.

Each Electronic Document and/or each Electronic
Document from a Group of Electronic Documents,
and if the Electronic Documents are combined into
an Electronic Documents Pack, such Electronic
Documents Pack is assigned a unique number.

4.10. [llepes nognucaHMem  DNEKTPOHHOrO
OOKYMeHTa Y4YacTHUK 0653aH 03HAaKOMMUTLCA C HUM
M 6bITb COTNACHbBIM C €ero CoAep*KaHNEM B MNOJTHOM
obbeme. Y4yaCTHMK He BMpaBe NpeabABAATb
NpeTeHsun K  coAepaHuio  DIeKTPOHHOro
LOKYMeHTa noc/sie ero noanucaHus.

Mocne npoBepKM copepyKaHus  INEKTPOHHOTo

AOKYMEHTa Monb3soBatenb JIMyHOro KabuHeTa
nHnummnpyet npouecc ero nognncaHuA n
HanpasaaeTt 3anpoc Ha nonyyeHue Koaa

noareepxaeHuA.

4.10. Before signing an Electronic Document, the
Participant shall familiarize itself with it and agree
with its content in full. The Participant may not make
claims as to the content of the Electronic Document
after its signing.

After checking the content of the Electronic
Document, the Client Portal User initiates the
process of its signing and sends a request to receive
the Confirmation Code.




4.11. Ecnn Mpasunammn 30 He npeayCMOTPEHO
MHOE noAnucaHue DNEeKTPOHHOro AOKYMEHTa
Nonb3oBaTenem JlnyHoro KabuHeTa
OCYLLECTB/AETCA C NOMOLLbIO K/toYa 3/1eKTPOHHOM
nognucu n Koga noaTBepKaeHuA, NONYYEHHOTO B
Buae NHPopmaLMoHHOro coobuieHus 7
BBeAEHHOro B cooTeeTcTBylolwee noae B JIMYHOM
KabuHeTe.

4.11. Unless the EDW Rules provide otherwise, the
Electronic Document is signed by the Client Portal
User using the Electronic Signature Key and the
Confirmation Code received in the form of an
Information Notice and entered in the appropriate
field in the Client Portal.

4.12. Ecan Mpasmnammn 300 He npeaycMOTPEHO
MHOE noAnucaHue DNIEKTPOHHOIro AOKYMEHTA
MNonb3oBaTtenem JlnyHoro KabuHeTa
OCYLLECTB/IAETCA C NOMOLLbIO K/toya 3/1eKTPOHHOM
noanucu n Koga noarsepKaeHns, Noay4eHHOro B
Bnae NHdopmaumoHHoro coobeHus 7
BBEZEHHOro B COOTBETCTBYIOWEE none B JIMYHOM
KabuHerTe.

4.12. Unless the EDW Rules provide otherwise, the
Electronic Document is signed by the Company's
Authorized Representative using the Electronic
Signature Key and the Confirmation Code received
in the form of an Information Notice and entered in
the appropriate field in the Admin Section of the
EDW System.

4.13. O6wectBo obecneumBaer  ¢uUKcaLmto
¢aktoB  oTnpasku [onb3oBatento  JInyHoro
KabuHeTa Kogos noartsep:aeHuA. OakT oTNpaBKu
CMC-yBegomneHunsa noareepxaaetca
netanusaumein CMC-ysegomneHma (MHPopmauma
0 pgaTte u BpemeHu otnpasku CMC-yBegomneHus,
TeKCT oTnpasneHHoro CMC-yBegomneHus). dakr
oTnpasku MYLU-yBegomneHuii n cooblleHUn Ha
ABTOPM30BaHHbI afpec 3/eKTPOHHOW MOoYThI,
noatsepXaaetca WMHPopmaumerr o0 pate M
BPEMEHM OTNPaBKM COOOLLIEHMA U TEKCTOM
OTMNPAaBJEHHOIO COOBLLEHUS.

4.13. The Company procures that record of facts
of sending Confirmation Codes to the Client Portal
User is kept. The fact of sending an SMS notification
is confirmed by the details of the SMS notification
(information about the date and time of sending the
SMS notification, the text of the sent SMS
notification). The fact of sending PUSH-notifications
and messages to the Authorized E-mail Address is
confirmed by information about the date and time
of sending the message and the text of the sent
message.

4.14. Mo TpeboBaHuto ObLWEecTBa, B TOM 4ucne
nytem pasmeweHna B Cnucteme 310 DNeKTPOHHbIX
OOKYMEHTOB OTAEe/bHbIMU dalinamm, AOKYMEHTbI
M/MAM  NPUNOMKEHMA K HUM  MOAMNMCHIBAKOTCA
MNonb3oBaTenem JNlnyHoro KabuHeTa no
OTAENbHOCTU KaK CaMOoCTOATE/IbHbIE D/IEKTPOHHbIe
LOKYMEHTBI.

4.14. If so requested by the Company, including by
placing Electronic Documents in the EDW System as
separate files, documents and/or attachments
thereto are signed by the Client Portal User
separately as independent Electronic Documents.

4.15. Ecnv nHoe He ycTtaHosneHo lMpasuaamm 340
ONA  DNEeKTPOHHbIX  OOKYMEHTOB  NMpU WX
pasmelteHmm Obwecteom B Cucteme 30, a TaKKe
npuM noanuvcaHnn  YNO/JIHOMOYEHHbIM  JINLOM
ObwectBa u/unan  TMonb3osatenem  JINYHOTO
KabuHeTa, co3gatotca (reHepupytoTcsa) Xeww,
ABNAOWMECA  YHUKANBbHBIMM  ANA  KaXKAOoro
DNeKTPOHHOro AokymeHTa (MakeTa INEeKTPOHHbIX
[ OKYMEHTOB).

4.15. Unless otherwise specified in the EDW Rules for
Electronic Documents in the event they are
deposited by the Company in the EDW System and
signed by the Company's Authorized Representative
and/or the Client Portal User, Hashes are created
(generated) that are unique for each Electronic
Document (Electronic Documents Pack).

4.16. [loanUCaHHbIA DNEKTPOHHbIN  OOKYMEHT
COLEPKMUT nHbopmaumtio, NO3BONAIOLLYHO
YCTAHOBUTb muo, nognucasliee n/mnn
OTNpaBmMBLUEE [aHHbIN INEKTPOHHbLIA OOKYMEHT
nocpeacteom Cuctembl 310. B KayecTBe TaKoM

4.16. The signed Electronic Document contains
information allowing one to identify the person, who
signed and/or sent this Electronic Document via the
EDW System. Such information may be the Identifier,
surname, name and patronymic (if any), and/or any




MHbOPMaUMKM MOKET BbICTynaTb MaeHTudukatop,
bammnuna, uma n otyectso (Npu Hanuumu), u/mam
MHON NpuW3HaK, MNO3BO/AIOWMNIA  AOCTOBEPHO
onpeaenutb  AMuo,  noAanucaswee  u/uam
oTnpasuBLee INEKTPOHHbIA AOKYMeHT. [laHHas
MHOOPMaUMA MOKET BKAOYATLCA B INEKTPOHHbIN
OOKYMEHT  aBTOMATMYeCKM  Ha  OCHOBaHWM
06paboTkn B Cucteme 30 Kntoua 3n1eKTPOHHOM
nognucu nmua, noanucasLLero n/man
OTMPaBUBLUEro DNEKTPOHHbIN AOKYMEHT.

other thing that enables one to reliably identify the
person, who signed and/or sent the Electronic
Document. This information may be included in the
Electronic Document automatically based on the
processing in the EDW System of the Electronic
Signature Key of the person, who signed and/or sent
the Electronic Document.

4.17. C momeHTa noanucaHua DNEKTPOHHOro
OOKyMeHTa YNo/sHOMOYeHHbIM nuom ObuiecTsa
wnn Monb3oBatenem JInyHoro KabuHeTa OH
CTaHOBUTCA HOPUANYECKM 06A3bIBaOWUM,
COOTBETCTBEHHO, pana ObuwectBa wan  ana
YyacTHuKa.

4.17. From the time the Electronic Document is
signed by the Company's Authorized Representative
or the Client Portal User, it becomes legally binding
on the Company or for the Participant respectively.

4.18. JNEeKTPOHHbIA OOKYMEHT MNpoBepseTcs Ha
cobniogeHne TpeboBaHUM K MOpPAAKY  ero
noAnuCcaHus, YCTaHOB/IEHHbIX Mpasunamu.
DNIeKTPOHHbINA AOKYMEHT MOANEXUT AajsibHeNLen
06paboTKe W WCMONHEHWUIO TONBKO B C/yyae
NONOXUTENbHOTO pe3sysbTaTta nNpoBepKu
NOAJIMHHOCTM DNEKTPOHHON Noanucy.

MoANMHHOCTb DNEeKTPOHHOW noanucu B
JNEeKTPOHHOM AOKyMeHTe cumnTaetca
NoATBEPKAEHHOM npu 04HOBPEMEHHOM
cobnoaeHnu cneayowmx YC/IOBUIA: 1)

noAnucaHMe AaHHOTO INEKTPOHHOIO AOKYMEHTA
npousBefieHo COOTBETCTBEHHO [lonb3oBaTenem
NnyHoro KabuHeTta nam Yno/sIHOMOYEHHbIM JIMLLIOM
ObuwiectBa nocsie NPOXOXMAEHMA MM YCNEWwHOoM
AyTeHTuduKkaumm ©  2) BBedeHHbln  Kop,
NOATBEPXKAEHWNA NPU NOAMUCAHUM DNEKTPOHHOIO
LOKYMEHTa COOTBETCTBYET OTMNpasB/ieHHOMY AJiA
aTux uenei Koy noaresepxaeHus.

4.18. An Electronic Document is verified for
compliance with the requirements for the procedure
of signing the same specified in the Rules. The
Electronic Document is subject to further processing
and execution only in case of a positive result of the
verification of the Electronic Signature.

Authenticity of the Electronic Signature in an
Electronic Document is deemed to be confirmed if all
of the following are met at the same time: 1) this
Electronic Document was signed respectively by the
Client Portal User or the Company's Authorized
Representative after successful Authentication, and
2) the Confirmation Code entered when signing the
Electronic Document matches the Confirmation Code
sent for these purposes.

4.19. Ecanu npoBepKa NOAJIMHHOCTH
JNEeKTPOHHOM NOANMCK MOKasana oTpULATENbHbIN
pe3ynbTat, TO DNEKTPOHHbIA [AOKYMEHT He
CYMTAETCA  MNOAYYEHHbBIM U He  NOSNEXMUT
hanbHenwen o6paboTKe N UCMOSTHEHMIO.

4.19. If the verification of the Electronic Signature
has shown a negative result, the Electronic
Document is not deemed received and is not subject
to further processing and execution.

4.20. CraTtyc DNEeKTPOHHOro OOKYMeHTa
oTobparkaetcs B Cucteme 340 U moXKeT 6bITb
npocmotpeH B ntoboe Bpema [lonb3osatenem
JlInyHoro KabuHeta M YNONHOMOYEHHbIM AULLOM
ObulecTsa.

4.20. The status of the Electronic Document is
displayed in the EDW System and can be viewed at
any time by the Client Portal User and the Company's
Authorized Representative.

4.21. OgHoOM NPOCTON DAEKTPOHHOM MNOANUCHIO
MOXKeT ObITb noanucaH [akeT DeKTPOHHbIX
OOKYMeHTOB. [lpyM noanuMcaHum INEeKTPOHHOM
nognucoto lNakeTa INEKTPOHHbIX LOKYMEHTOB

4.21. One simple Electronic Signature can be used to
sign an Electronic Documents Pack. When signing the
Electronic Documents Pack with the Electronic
Signature, each of the Electronic Documents included




Ka*KablI M3 INEKTPOHHbIX AOKYMEHTOB, BXOAALLMX
B Hero, cyuMTaeTca MoAfMucaHHbIM  MPOCTOM
DNIeKTPOHHOM NoANUCHIO.

therein is deemed signed with the simple Electronic
Signature.

4.22. OpHoi
MoKeT bbITb

NPOCTOA DNEKTPOHHOM NOAMUCHIO
nognucaHa pynna SAeKTPOHHbIX
AOKYMEHTOB, 00beAMHEHHbIX YYacTHUKOM WK
O6buwectesom. [pu noaAnMCaHUM  DAEKTPOHHOM
nognucoto Fpynnbl  INEKTPOHHbBIX AOKYMEHTOB
KarKabli us3 INEeKTPOHHbIX OOKYMEHTOB,
06begMHEHHbIX B rpynny, cyMTaeTcA
noAnNUcaHHbIM NPOCTOM NEKTPOHHOW NOAMUCHIO.

4.22. One simple Electronic Signature can be used to
sign a Group of Electronic Documents combined by a
Participant or a Company. When signing a Group of
Electronic Documents with an Electronic Signature,
each of the Electronic Documents combined into a
group is considered to be signed with a simple
Electronic Signature.

4.23. YyacTHMUK, 3aknoums [orosop, npusHaer
BbIMUCKM U3 3/IEKTPOHHbIX }KYPHAN0B pPerncrpaLmm
cobbITui (nor-gaiinos), noAnucaHHble
YNO/IHOMOYEHHbIM nuom ObuiecTBa, B KayecTse
[0Ka3aTenbCTBa, MPUroAHOro N A0CTAaTOMHOroO oA
npeabABAEHUA B C/ly4ae BO3HUKHOBEHMA CMOPHOM
CUTYyaLMK, B TOM YMC/Ie MPU PACCMOTPEHUM CNopa B
TpeTelickom cyae (cyae), BaHke Poccun, B MHbIX
opraHu3aumax u/wmamM opraHax rocyaapcTBeHHoW
B/IaCTU NpPU paspelleHnn KOHOGAMKTHbIX CUTYaLmi
n/Mnn cnopos, NOATBEPKAAIOLLEr0, B TOM YMCAE:

- daKT nosyvYeHMa  UAKM  He
ObuwecTteom AaHHbIX, B
NepCoOHaNbHbIX AaHHbIX 3 ECUA;

nonyyeHuAa
TOM ynucne

- daKT, pgaTy, Bpema pocTyna [lonb3osaTens
JInyHoro KabuHeTa K JInuHomMy KabuHeTy;

- daKT, gaty, Bpema noanucaHusa DNeKTPOHHOro

OOKYMEHTa, a TaKKe coBepLleHnn
nocpeacTsom NCNONb30BaHUA NlnuHoro
KabuMHeTa WHbIX OelCTBUM, BO3MOMKHOCTb
coBepLleHun KOTOpbIX npeaycmoTpeHa

Mpasunamm u/van ¢yHKUMOHANOM JIMYHOrO
KabuHeTa;

- cogeprKaHue  JNIeKTPOHHbLIX  AOKYMEHTOB,
pasmelleHHbIX B JIM4HOM KabuHete, M wux
CTaTyc;

- daKkT OTNpPaBKM "
NHbOopMaUNOHHBIX COOBLLEHNA.

cofepskaHue

4.23. Having entered into the Agreement, the
Participant recognizes extracts from electronic event
logs (log files) signed by the Company's Authorized
Representative as evidence suitable and sufficient for
presentation in the event of a dispute, including
when considering a dispute in an arbitration court
(court) , the Bank of Russia, in other organizations
and/or public authorities when resolving conflict
situations and/or disputes, confirming, among other
things:

- the fact of receiving or not receiving data by the
Company, including personal data from the USIA;

- the fact, date, time of access of the Client Portal
User to the Client Portal;

- the fact, date, time of signing the Electronic
Document and performing other actions through
the use of the Client Portal, the possibility of
which is provided for by the Rules and / or the
functionality of the Client Portal;

- the content of the Electronic Documents placed in
the Client Portal and their status;

- the fact of sending and the content of Information
Notices.

5. OcobeHHOCTM paboTbl B J/IMuHOM KabuHete
nocpeacTsom UCNoAb30BaHUA MobunbHoro
NPUNOXKEHMUA.

5. Specifics of working in the Client Portal through
the use of the Mobile Application.

5.1. B uenax npepgocraBneHna goctyna K JinuHomy
KabuHety [lonb3osatento JIMyHoro KabuHeta
YuyactHMK nognucbiBaet Cnucok [lNonb3oBaTenein
JInyHoro KabuHera.

5.1. In order to provide access to the Client Portal to
the Client Portal User, the Participant signs the List of
Client Portal Users.

The Participant that is an individual is entitled not to
sign the List of Client Portal Users if such individual is




Cnucok MNonb3oBaTenein JInuHoro KabuHeTa moxeT
He noAnucbiBaTbCA YYaCTHMKOM, ABASIOWMMCSA
dM3nMYECKMM  NUOM, MpPU  YCNOBUWU, YTO OH
ABNsAeTCS €4VNHCTBEHHbIM Monb3oBatenem
JInyHoro KabuHeTta M HeobxoaMman MHPopmaLmA
umeetca y Obuiectsa, B TOM yncne bbina paHee
npegocrasneHa YyactHMkom O6uiectsy npu
3aKknodeHMn  [loroBopa, W OHa  ABAAeTcA
aKTyaNbHOW.

the only Client Portal User and the Company has all
the necessary information, including information
that was provided at the time of the Agreement
execution, if still relevant.

5.2. Ona pernctpaummn MNonb3osaTtensb JIM4HOro
KabuHeTa [OMKEH WCNO/b30BaTb B  KayecTse
NaoeHTndumkatopa Homep mobuabHoro TenedpoHa u
cBon GaMuANIo, UMA M OTYECTBO (NpK Hanmuum),
yKasaHHble YyacTHUKom B CnucKe Mosib3oBaTtenem
JlnyHoro KabuHerTa.

5.2. To register, the Client Portal User must use as an
Identifier the Mobile Phone Number and its last
name, first name and patronymic (if any), indicated
by the Participant in the List of Client Portal Users.

5.3. Peructpaumto B JIn4HOM  KabuHeTe
Monb3oBaTenb JIMuHOro KabuHeTa ocyuwiecTBaseT
camocToaTenbHo. B atmx uenax [lonb3oBatens
JNnyHoro KabuHeTa LONXKeEH cnepoBaTb
WMHCTPYKLMAM, KoTOopble byayt emy
npepocTasaATbcA B MobUALHOM NPUAOKEHUN NPU
€ro 3anycke nocae yCTaHOBKMW.

5.3. The Client Portal User shall on its own register in
the Client Portal. For these purposes, the Client
Portal User must follow the instructions that will be
provided to it in the Mobile Application when it is
launched after installation.

5.4. VYkasbiBaAa npu peructpaumm B JIM4yHOM
KabuHete Homep mobunbHoro TenepoHa U
NpoaoAXKaa  perucTpauuio,  cyuTaeTca,  4To
Monb3oBaTenb JInuHOro KabunHeTa cornawaerca Ha
nonydyeHme CMC-coobuweHNn Ha YyKasaHHbIA MM
Homep mobunbHoro tenedoHa.

5.4. By indicating the Mobile Phone Number during
registration in the Client Portal and continuing the
registration, the Client Portal User is deemed to
agree to receive SMS messages to the Mobile Phone
Number specified by it.

5.5. locne 3aBepweHna perncrpaumm u npu
YCNIOBUM MpPefoCcTaBleHNA Bcex Heobxoanmmblix
LOKYMEHTOB, B TOM 4MCNe YKasaHHbIX 8 M. 4.7
Mpasun, Monb3zosatens J/InuHOro KabuHeTta nocne
NPOXoXAeHUa AyTeHTUOUKALMM UMMeeT npaso
Nnoab30BaTbCA JIMUHBIM KabUHETOM.

5.5. After completion of the registration and subject
to the provision of all necessary documents, including
those specified in clause 4.7 of the Rules, after
passing the Authentication the Client Portal User may
use the Client Portal.

5.6. TMonb3oBaTenb JInyHoro KabuHeTa B
HacTpoiKax MoBUAbHOrO NPUIOXKEHUA MOXKeT
aKTMBMpoBaTb OYyHKUMIO «Bxoa no oTnevatky
nanbua»/«Bxoa npu nomowm Face ID»/«Bxoa npu
nomouwm MNMMH-koga» b0 BXoA C NOMOLLbIO MHOTO
MeToaa, peasn3oBaHHOIO B MobuabHom
NPUNOXKEHUN U nogaeprkmpaemoro MobuabHbIM
yCTpoiACcTBOM. YKa3aHHaA GyHKUNA NPUMEHAETCA B
Lenax [0NONHUTENIbHOM 6e3onacHoOCTH
MCMOJIb30BaHUA MobunbHoro NPUIOXKEHUA,
HeAoNyLWeHMA HeCAaHKUMOHMPOBAHHOIO A0CTYNa K
Hemy TpeTbMX AU, a TaKXKe A[na [octyna B
MobunbHoe NPUAOKeHNE nocne paHee
nposeaeHHON npoueaypbl AyTeHTUOUKaLMN.

5.6. The Client Portal User can activate in the Mobile
Application settings the "Fingerprint Login"/"Face ID
Login"/"PIN Code Login" function or login using
another method implemented in the Mobile
Application and supported by the Mobile Device. This
function is used for the purpose of additional security
of using the Mobile Application preventing
unauthorized access to it by third parties and for
access to the Mobile Application after the previously
performed Authentication procedure.

The Participant is notified that the use of the function
specified in this clause is not a substitute for the
Identifier and/or Password and can be used only if
the Client Portal User is Authenticated in the Client
Portal on the Mobile device, from which it logs in. The




YYyacTHUK  yBEeAOMEH, 4YTO  WCMNO/b30BaHWE
YKa3aHHOM B HacToAWwem MyHKTe OYHKUMKU He
ABnsetca 3ameHoh WMpaeHtudbukatopa u/man

Mapona n MOXKET WMCNONb30BATbCA TOJIBKO NpU
ycnosun AyteHTndumkaumm MNonbsosatena JiInuHoro
KabuHeTa B JINYHOM KabuHeTe Ha MobuabHOM
YCTPOWCTBE, C KOTOPOrO OCYLLECTBAAETCA BXOA,
YYaCTHMKY  M3BECTHO O TOM, 4TO nNpwu
MCMNO/Ib30BaHUW YKa3aHHOM B HACTOALLEM NYHKTe
¢yHKumMn  MNonb3oBaTens JIMyHoro KabuHeta
cuMTaeTca npoweawnm  AyTeHTUOMKauul B
JIndHOM KabuHeTe, B TOM 4MC/e MPU 3aKPbITUK
MobunbHoro npunoxenua. B stom cnyyae pna
npekpaweHns [octyna B JIMYHbIA KabuHeT Ha
OCHOBaHWU paHee Npou3BeAEHHOM
AyTeHTudUKaumum MNMonb3oBatens JlnyHoro
KabWHeTa JOKEH OCYLLECTBUTL BbIXOA U3 JIMYHOIO
KabuWHeTa, MUCNOAb3yA CEPBUCHOE MEHI B
MoB6UNBbHOM MPUNONKEHMUM.

YyacTHUK o0baA3syeTcs obecneunTb
KOHOMAEHUMANBbHOCTL UHbOPMALMKM O MeToaax
BXxoAa B JIMYHbIK KabwuHeT, UCNoNb3yemMbixX
Monb3oBaTenem J/IMuHOro KabmHeTa Ana goctyna K
MobunbHOMY MPUNOMNKEHUIO, U HECET BCE PUCKK
HebnaronpuATHbIX NOCNAEACTBUA NPU HapyLIEHUU
[aHHOM 0653aHHOCTM.

Participant is aware that when using the function
specified in this paragraph, the Client Portal User is
deemed to have passed the Authentication in the
Client Portal, including when closing the Mobile
Application. In such case, in order to terminate access
to the Client Portal based on the previously
performed Authentication, the Client Portal User
must log out of the Client Portal using the service
menu in the Mobile Application.

The Participant undertakes to ensure the
confidentiality of information about the methods of
logging into the Client Portal used by the Client Portal
User to access the Mobile Application and bears all
the risks of adverse consequences in case of violation
of this obligation.

5.7. WUHdopmaumoHHble coobuieHna B dopme
MNYL-coobuweHnit Hanpaenstotca [Mosb3oBaTento
JNInyHoro kKabwuHeTa nNpu  YyCNOBUM  BKIKOYEHUA
OaHHOM GYHKUMM B MoBGUABHOM NPUNOXKEHUMN.
MonyyeHne MNonb3oBaTenem JIM4HOro KabuHeTa
MNYL-coobueHnint 03HayaeT, YTo OH MNOAKJAHYUNN
AaHHY0 QYHKUMIO M COrNacuaca Ha nosyyeHue
Takux MHPOPMaLMOHHBIX COOBLLEHNA.

Ona oTkasa oT nonyyeHmsa MYLU-coobleHnin
Monb3oBatento JInuHoro KabumHeTa Heobxoanmo
OTKNHOUUTb B MOBUNBHOM MPUNONKEHUN LAHHYIO

bYHKLMIO.

5.7. Information Notices in the form of PUSH
messages are sent to the Client Portal User, provided
that this function is enabled in the Mobile
Application. The receipt by the Client Portal User of
PUSH messages means that it has activated this
function and agreed to receive such Information
Notices.

To stop receiving PUSH messages, the Client Portal
User must disable this function in the Mobile
Application.

5.8. O6uwecTBO He HeceT OTBETCTBEHHOCTM 3a
HapyweHne 065a3aTenbCcTB, Bbi3BaHHOEe cboamu B
paboTe AUHUIA cBA3KM Kn/uan  0bopyaoBaHuA
nposanaepa.

5.8. The Company is not responsible for violation of
obligations caused by failures in the operation of
communication lines and/or equipment of the
provider.

5.9. T[lloanucaHwe IDNEeKTPOHHbIX AOKYMEHTOB
ocyLecTBAAeTCA C NCNo/Ib30BaHMEM
GYHKLMOHaNbHbIX KHOMOK M CNewunanbHblX nosen
oA BBoZa MHPOpMaLMW, peann3oBaHHbIX B
MOoBUNBLHOM MPUNONKEHMUM.

5.9. The Electronic Documents are signed using
function keys and special fields for entering
information implemented in the Mobile Application.

Monb3osatenem JInyHOro
OKasaHua Obuwectsom

5.10. [lloanucaHue
KabvHeTa B pamKax

5.10. The signing by the Client Portal User as part of
the provision by the Company to the Participant of




YYacTHMKY yCcAyr Ha pPbIHKe LUeHHbIX 6ymar,
NPOM3BOAHbIX GUHAHCOBbLIX MHCTPYMEHTOB W Ha
Ba/IlOTHOM PbIHKE (DNIEKTPOHHbIE NOPYYEHMSA)
DNEKTPOHHbIX [AOKYMEHTOB PacnopaauTe/ibHOro
XapaKTepa MOMKEeT He COMPOBOXAATbCA CO34aHMEM
(reHepaunen) Xewen.

Kog, noATBepXKAeHuA, HanpaB/ieHHbI
Monb3oBaTento JIMYHOrO KabuHeTa B TeKcTe
NHbopmaumoHHoro coobuieHna, u BBeAEHHbIN
npy noAanuMcaHUM DNEKTPOHHOIO  [OKYMEHTa,
npusHaeTca aHasorom CcoBCTBEHHOPYYHOM
nognucu Monb3osatena JlMyHoro KabuHerta.
YYyacTHMK 1 O6LLEeCTBO NPW3HAOT NOANUCAHHbIN
TakKMM  cnocobom  DNIEKTPOHHBLIN  JOKYMEHT
pPaBHO3HA4YHbIM [OKYMEHTY C COBCTBEHHOPYYHOM
nognucbto MNonb3osatensa JInyHoro KabuHerta,
COCTaB/IEHHOMY Ha BymaXKHOM HocuTesne.

services in the securities market, derivatives market
and in the foreign exchange market (Electronic
Orders) of Electronic Documents-orders may be not
accompanied by the creation (generation) of Hashes.

The Confirmation Code sent to the Client Portal User
in the text of the Information notice and entered
when signing the Electronic Document is recognized
as equivalent to own handwritten signature of the
Client Portal User. The Participant and the Company
recognize the Electronic Document signed in such
way as equivalent to a document with a handwritten
signature of the Client Portal User drawn up on

paper.

6. OcobeHHOCTU paboTbl B J/IMuHOM KabuHeTte
nocpeacTsom Ucnonb3osaHua web-untepdelica.

6. Specifics of working in the Client Portal using
the web interface.

6.1. Web-nHtepdeiic JinuHoro kabuHeTa,
pa3melleHHbIM no agpecy cabinet.renbroker.ru 8
cetn «IHTepHeT».

6.1. The Web interface of the Client Portal, located
at cabinet.renbroker.ru on the Internet.

6.1.1. B uenax npenocrtaBneHMa p[octyna K
NTnuHomy KabuHeTy YuacTHUK coobulaeT ObuiecTsy
nepeyeHb anu, KOTOPbIM HeobxoaMMO
npeAoCcTaBUTb TaKoM AOCTYN.

6.1.1. In order to provide access to the Client Portal,
the Participant informs the Company of the list of
persons who need to be granted such access.

6.1.2. [Monb3oBatenb JInyHoro KabwuHeta npu
nepeom Bxoge B  JIMYHbIA  KabuHeT ¢
ncnonb3osaHuem JlornHa lNonb3osatena J/InuHoro
KabuHeTa 7 ABTOpPM30BaHHOIO agpeca
3NEeKTPOHHOM MNoYTbl ycTaHaBaAuBaeT [laponb.
MNocne ycrtaHoBKM [lapona M npu  ycnosuu
npesocTaBNeHNA BCeX HEOBXOAMMbIX LOKYMEHTOB,
B TOM 4uCie VyKasaHHbix B n. 4.7 [pasun,
Monb3oBaTenb  JInuHoro  KabuHeTa nocne
AyTeHTUdMKaLMM MMeeT nNpaBo M0/b30BaTbCA
JIn4HbIM KabuHeTOM.

6.1.2. The Client Portal User, upon first logging into
the Client Portal using the Client Portal User Login
assigned to it and the Authorized E-mail Address, sets
a Password. After setting the Password and subject
to the provision of all necessary documents, including
those specified in clause 4.7 of the Rules, the Client
Portal User has the right to use the Client Portal after
Authentication.

6.1.3. [lMoanucaHue ODNEKTPOHHbIX AOKYMEHTOB
oCyLecTB/AeTCA o NCNO/Ib30BaHNEM
GYHKUMOHANbHbIX KHOMOK WU CneLManbHbix nonemn
AnA Beofa MHGoOpMaLMK, peann3oBaHHbIX B web-
nHTepdelice JinyHoro KabuHera.

6.1.3. Electronic Documents are signed using
function keys and special fields for entering
information implemented in the web interface of the
Client Portal.

6.2. Web-uHTtepdelic JInyHoro KabuHeTa,
pa3smeLleHHbIV No agpecy
newcabinet.renbroker.ru B cetn «IHTEpHET».

6.2. The Web interface of the Client Portal, located
at newcabinet.renbroker.ru on the Internet.




6.2.1. B uenax npenocrtaBneHMa p[octyna K
NnuHomy  KabuHety [Monb3oBatento JIMYHOrO
KabunHeTa  YyacTHMK  noanucbiBaeTr  Cnucok
Monb3oBaTenen JinuHoro KabuHerta.

Cnucok Monb3osaTenein JIMUHOro KabuHeTa MoKeT
He MOAMMCLIBAaTLCA YYaCTHUKOM, ABAAKOLWMMCA
GU3NYECKMM  IMLOM, MpPU  YCNOBMM, YTO OH
ABAAeTCs €ANHCTBEHHbIM Monb3oBaTesem
JlnyHoro KabuHeTa M HeobxoanmMas MHPopMaLmA
umeetca y ObuecTBa, B TOM uncine bbina paHee
npegoctaBneHa YuyacTHukom  Obuwectsy npw
3aKnoyeHMnM  [JoroBopa, W OHa  sBAseTCA
aKTyaNbHOW.

6.2.1. In order to provide access to the Client Portal
to the Client Portal User, the Participant signs the List
of Client Portal Users.

The Participant that is an individual is entitled not to
sign the List of Client Portal Users if such individual is
the only Client Portal User and the Company has all
the necessary information, including information
that was provided at the time of the Agreement
execution, if still relevant

6.2.2. Ona peructpaunm lMonb3osatenb JINYHOro
KabWHeTa [OO/KEeH MCNo/ab30BaTb B KayecTse
NaoeHTudumkatopa Homep mobunbHoro tenedoHa
AN ABTOPM30OBAHHbIV aApec 3NEeKTPOHHOMN NoYTbI
1 cBOW GaMUANIO, UMS U OTYECTBO (NPU HaNUuUK),
yKa3aHHble YyacTHMKom B Cnucke MNonb3oBaTenei
JInyHoro KabuHera.

6.2.2. To register, the Client Portal User must use as
an Identifier the Mobile Phone Number or
Authorized email address and its last name, first
name and patronymic (if any), indicated by the
Participant in the List of Client Portal Users.

6.2.3. Peructpauuto B8 JInuHom KabuHeTe
Monb3oBaTtenb JIMyHOro KabuHeta ocyuwiecTeaseT
camoctoaTenbHo. B 3Tux uenax [llonb3osaTenb
NnyHoro KabuHeTa [ONXKEH cnepoBaTb
WMHCTPYKLMAM, KoTopble byayT emy
npeaoctasaaTbcsa B web-nHtepdeiice.

6.2.3. The Client Portal User shall on its own register
in the Client Portal. For these purposes, the Client
Portal User must follow the instructions that will be
provided to it in the web interface of the Client
Portal.

6.2.4. VYKasbiBaa npu pernctpaumm B JIMuHOM
KabuHete Homep mobunbHoro TtenedpoHa M
ABTOPM30BaHHbIA aApPec 31EKTPOHHON MOoYTbl U
npoAo/IXKan  PerncTpaumio,  CYMTaeTca,  YTo
Monb3oBaTenb JInyHOro KabuHeTa cornallaeTca Ha
nonydyeHme CMC-coobLWEHMIA HA YKA3aHHbIN MM
Homep mobunbHoro tenedoHa nam coobLieHni Ha
ABTOPM30BaHHbI aapec 3/1eKTPOHHOM NoYTbI.

6.2.4. By indicating the Mobile Phone Number or
Authorized email address during registration in the
Client Portal and continuing the registration, the
Client Portal User is deemed to agree to receive SMS
messages to the Mobile Phone Number specified by
it or messages to its Authorized email address.

6.2.5. locne 3aBepweHua perucTpauum um npu
YC/IOBUM MpefoCTaB/eHnna BCex Heobxoaumblix
OOKYMEHTOB, B TOM YMCAe YKasaHHbix B n. 4.7
Mpasun, Monbsosatens JIMyHOro KabuHeTta nocne
npoxoxaeHua AyTeHTMUKALUMM MMeeT nNpaso
Nonb3oBaTbCs JINYHbIM KabUHETOM.

6.2.5. After completion of the registration and
subject to the provision of all necessary documents,
including those specified in clause 4.7 of the Rules,
after passing the Authentication the Client Portal
User may use the Client Portal.

6.2.6. ObLLecTBO He HeceT OTBETCTBEHHOCTM 3a
HapylweHue obA3aTeNbCcTs, Bbi3BaHHOE cboAmM B
pabote AuHWIA cBASM u/uanm  obopyaoBaHuA
nposaliaepa.

6.2.5. The Company is not responsible for violation of
obligations caused by failures in the operation of
communication lines and/or equipment of the
provider.

6.2.7. lMoanucaHue DNEKTPOHHbIX AOKYMEHTOB
ocyLecTBAAeTCs C NCNo/Ib30BaHMEM
GYHKLMOHaNbHbIX KHOMOK M CneunanbHblX nosaemn

6.2.7. The Electronic Documents are signed using
function keys and special fields for entering




Ana BBoAa MHPOpMaLMK, peannsoBaHHbIX B web-
uHTepodelice.

information implemented in the web interface of the
Client Portal.

6.3. [loganucaHue [lonb3osatenem JIMYHOrO
KabvHeTa B pamKax OKasaHuAa Obuwectsom
YYacTHUKY YyCAyr Ha pblHKE UEHHbIX 6ymar,
Npon3BoAHbIX GUHAHCOBLIX WMHCTPYMEHTOB W Ha
Ba/IlOTHOM pbIHKE (INEKTPOHHble MopydeHus)
DNIeKTPOHHbIX [AOKYMEHTOB pacnopaanTesnibHoOro
XapaKTepa MOXKET He CONPOBOXAATbCA CO34aHNEM
(reHepauwmeit) Xewwei.

6.3. The signing by the Client Portal User as part of
the provision by the Company to the Participant of
services in the securities market, derivatives market
and in the foreign exchange market (Electronic
Orders) of Electronic Documents-orders may be not
accompanied by the creation (generation) of Hashes.

6.4. Kog noaTtBepKAeHMA,  HanpaBAEHHbIN
Monb3oBatento JIMYHOro KabwHeTa B TeKcTe
NHbopmaumoHHoro cooblieHna, u BBeAEHHbIN
npu nNOAMMUCAHUM DNEKTPOHHOIo LOKYMEHTA],
npusHaercs aHanorom COBCTBEHHOPYYHOM
noanucyn Monb3oBatena JIMyHoro KabuHeTa.
YyacTHUK 1M O6LWwecTBo MNpU3HAOT NOANMUCAHHbIN
TakKMM  cnocobom  DNEKTPOHHbIA  AOKYMEHT
pPaBHO3HAYHbIM AOKYMEHTY C COBCTBEHHOPYYHOM
noanucbto Monb3oBatena JIMyHoro KabuHeTa,
COCTaB/IEHHOMY Ha Byma*KHOM HocuTene.

6.4. The Confirmation Code sent to the Client Portal
User in the text of the Information Notice and
entered when signing the Electronic Document is
recognized as equivalent to own handwritten
signature of the Client Portal User. The Participant
and the Company recognize the Electronic Document
signed in such way as equivalent to a document with
a handwritten signature of the Client Portal User
drawn up on paper.

7. OpraHusauua obecneueHus
mHpopmaumnoHHoli 6e3onacHOCTU Npu
oCyL,ecTBAEHUUN DNEKTPOHHOro
BOKyMmeHToo60poTa. KomnpomeTauus
3NEeKTPOHHOM nognucm.

7. Organization of information security in the
context of Electronic Document Workflow.
Electronic Signature Leak.

7.1. Kntou aneKktpoHHoit nognucn u  Kog
NOATBEPXKAEHUA ABNAKTCA KOHPUAEHUMANbHOM
nHpopmaumen.

7.1. The Electronic Signature Key and Confirmation
Code are confidential information.

7.2. YyacTHUK 06#a3aH cobatogatb mepbl Mo
obecneyeHuto nHPopmaumoHHoOM 6e3onacHoOCTU
npw OCYLLLECTB/IEHUN INEeKTPOHHOTO

OOKyMeHTOoO60pOoTa, a Takxke obecneunTb
cobntogeHue YKa3aHHbIX mep KaxKgbIm
Monb3oBatenem JIMyHOro KabuHeta. Y4yacTHUK
HeceT B  NOJHOM obbeme BCE  PUCKM
HebnaronpuATHLIX MNOCAeACTBUA HecobntoaeHus
YuactHukom u/unn  Monb3osatenem JIMYHOro
KabuHeTa mep no obecneyeHunto
nHdopmaumoHHON Be3onacHoOCTHU.

7.2. The Participant shall comply with measures
to ensure information security in the context of the
Electronic Document Workflow and to ensure that
each Client Portal User complies with these
measures. The Participant bears in full all risks of
adverse consequences of non-compliance by the
Participant and/or the Client Portal User with
measures to ensure information security.

7.3. Mepbl no obecrneyeHUto MHPOPMALMOHHOM
6€30MacHOCTM NPU OCYLLLECTBAEHMMU DIEKTPOHHOTO
AOKymeHTo0obopOoTa BK/ItOYAIOT B cebs
NCMo/Ib30BaHNe annapaTHO-NPOrPaMMHbIX
CpeacTs M NPUMEHeHWe  OopraHM3aLMOHHO-
TEXHUYECKUX Mep.

7.3. Measures to ensure information security in the
context of Electronic Document Workflow include
the use of hardware and software and the application
of organizational and technical measures.




7.3.1. K annapaTHO-nporpammHbIM CpeacTBam
oTHOCATCA:

- cneuMannsnpoBaHHble nporpammHbie
CpeAcTBa, UCMO/b3yeMble A4/1A OCYLLeCTBAEeHUA
INEeKTPOHHOro 4OKYMeHTO060pOoTa;

- NporpamMmHoO-anmnapaTHblie CpeacTsa 3allnTbl OT
HeCaHKUMNOHNPOBAHHOIO 40CTynNa;

- dHTUBUPYCHOE NporpammHoe 06ecnequMe;

- CUCTEMaA  pas3rpaHUYeHns  A0CTyna nyTem
MCNONb30BaHMA  YHUKaANbHbIX [Maponei u
NaoeHTndumkaTopos ana KaXaoro
MNonb3osaTens JINuHoro KabuHeTa;

- cpeAcTBa  3aWMTbl  OT  MHbIX
nHdopmaumoHHon 6esonacHoCTH.

yrpos

7.3.1. Hardware and software include:

- specialized software used for the Electronic
Document Workflow;

- software and hardware protection against
unauthorized access;

- antivirus software;

- access control system through the use of unique
Passwords and ldentifiers for each Client Portal
User;

- means of protection against other threats to
information security.

7.3.2. K OpraHu3auMOHHO-TEXHUYECKMM Mepam
OTHOCATCA:

- pa3melieHne TEXHUYECKUNX cpeacrte B
nomeweHnAX C KOHTpPpoIMpyembiMm AOCTYNOM;

aAMUHUCTPATMBHbIE OrPaHWYEHMA A0CTyna K
nporpaMmmHo-annapaTHbIM CPeACcTBaM;

- [AONYyCK K OCYWECTBAEHUIO D/IEKTPOHHOro
AOKymeHTOObOpoTa TONMbKO [Monb3oBaTenei
JlnyHoro KabuHera;

- nogaepxaHue NporpaMmmMHO-TeXHN4YeCKUX
cpeacts B UCNpPaBHOM COCTOAHUU, YTO TaKXkKe
BK/lOYaeT B cebs CBOeBpPeEMEHHYIO YCTaHOBKY

obHOBNEHUI ans NpPorpaMmHoOro
obecneyeHus;

- 3aWumTa TEXHUYECKUX cpeacTts oT
NoBpEKAAILLMX BHELLHUX BO3/eNCcTBUN

(noxap, Bo3aencTBue BoAbl UAU NbIAU U T.M.).

7.3.2. and technical

include:

Organizational measures

- deployment of hardware in rooms with controlled
access;

- administrative restrictions on access to software
and hardware;

- access to the Electronic Document Workflow only
for Client Portal Users;

- maintenance of software and hardware in good
condition, which also includes timely installation
of software updates;

- protection of hardware from damaging external
influences (fire, water or dust, etc.).

7.4. CobniogeHve Mmep no obecneyeHuto
MHOpPMaLMOHHON 6e3onacHoCTU npwm
OpraHusauMmM INEKTPOHHOTO AOKYMeHToobopoTa
obecneumBaer:

- KOHOMAEHUMANBbHOCTb HdopMauun
(nepepaBaemyto nHdopmaumto MOXKeT
NoslyyuTb  TONbKO  /IMLO, KOMY  OHa
npegHasHayeHa, a OTNpaBuTeNeM ABAAETCH
WMEHHO TOT, OT YbEro MMEHU OHA OTNpPaB/eHa);

- LEeNnoCTHOCTb Nepenasaemoit MHpopmaumu;
- nNpoxoxaeHue AyTeHTUdUKaLUW;

- HEBO3MOMKHOCTb OTKasa OT ¢akTa nepegauu
DNEeKTPOHHOrO AOKYMEHTa.

7.4. Compliance with measures to ensure
information security when organizing Electronic
Document Workflow ensures:

- confidentiality of information (transmitted
information can only be received by the person,
for whom it is intended, and the sender is the
person, on whose behalf it is sent);

- integrity of transmitted information;
- Authentication;

- impossibility to deny the fact of transfer of the
Electronic Document.




7.5. ObuiecTBO BnNpasBe OTKA3aTb B perncrpauum
Homepa MobuabHOro TenedpoHa n/mnn
ABTOPM30BaHHOTO aZpeca 3/NEKTPOHHON MNouYThbI,
ecnu:

7.5. The Company has the right to decline the
registration of the Mobile Phone Number and/or the
Authorized Email Address if:

- o6bHapyKeHo yKasaHue YyacTHMKOM

HECYLLECTBYHOLLMX/HEKOPPEKTHbIX AaHHbIX
(Homepa TenedoHa, poroeBopa, agpeca
3/1eKTPOHHOM NoYTbl);

- 0oDOHapyeHo, 4TO VYKasaHHbIi Homep
MobunbHoro TenedoHa n/vnn
ABTOPM30BaHHbIA afpec 3N1eKTPOHHON MOYTbI
yXe 3apeructpumposaH B Cucteme 300 3a
apyrum YuyactHukom/Monb3osatenem J/InuHoro
KabuHeta nmbo y ObwectBa ecTb WHble
OCHOBAHMA Monaratb, YTO YyKasaHHbI Homep
MO6UNbHOTO TenedoHa n/mnn
ABTOPM30BaHHbIA aApPec 3NEKTPOHHON MOYTbI
MOTyT ObITb MCMO/Ib30BaHbl TPETbUM JIULIOM.
Jonyckaetca Mcnonb3oBaHWe Y4yacTHUKoOm/
Monb3oBaTenem JIM4HOro KabuHeTa oOAHOro
abOHEHTCKOro HOMepa B CEeTM MNOABUNKHOM

- the Participant is identified to have indicated non-
existent/incorrect data (phone number, contract,
e-mail address);

- it is detected that the specified Mobile Phone
Number and/or Authorized Email Address have
already been registered in the EDW System for
another Member/Client Portal User, or the
Company has other reasons to believe that the
specified Mobile Phone Number and/or
Authorized Email Address can be used by a third
party. The Participant/Client Portal User is allowed
to use one subscriber number in the mobile
radiotelephone network of the mobile operator
and/or email address as the Mobile Phone
Number and/or the Authorized Email Address
respectively to access different Client Portals;

in case of violation of the Rules by the Participant
and/or the Client Portal User.

paguoTtenedpoHHOM CBA3N onepaTopa
MOBUNbLHOW CBA3M M/MAKN agpeca 3NEKTPOHHOW
NnoyTbl B KayecTBe, COOTBETCTBEHHO, Homepa
MobunbHoro TenedoHa n/mnn
ABTOPU30BaHHOIO aApeca 3/1EKTPOHHOM MOYTbI
ANA A0CTyna B pasHble JIYHble KabuHETbI;

- B C/Ay4ae HapyweHua Y4acTHUKOM u/uan
Monb3oBaTtenem JInyHoro KabuHeTta MNpasun.

7.6. Ob6uwectBO MMeeT nNpaBoO MNPUOCTAHOBUTb
HanpasneHue [Monb3oBatento JIMYHOro KabuHeTa
MHOOPMALMOHHBIX COODOLLEHMA B CAeAyHOLLMX
cnyyasx:

- NpY BO3HMKHOBEHUWN y O6LLEeCTBa OCHOBAHMUIA
nonaraTb, YTO TPETbE NNLO MUCNOAb3yeT Homep
MmobunbHoro TenedoHa n/vnn
ABTOPW30BaHHbIV aApec 3/IeKTPOHHOM NOYTbI;

- npu HapyLUeHUK Y4acTHUKOM n/mnn
Monb3oBaTtenem J/InyHoro KabuHeta MNpasun.

HanpaBneHne WHPopmauMOHHbIX coobLlieHni
BO30OHOBAsETCA nocsie nosydeHua O6LLecTBOM
[0CTOBEPHOTO MOATBEPKAEHMA MPUHALIEKHOCTH
Monb3oBaTento JInyHoro KabuHeta Homepa
MmobunbHoro TtenedoHa u/Mam ABTOPU3OBAHHOIO
agapeca 3NEKTPOHHOM noyThbl. Taknum
noaTeBepXAeHNEM MOMKeT BbICTYNaTb
NnpesoCcTaBNeHHbI  YYaCTHUKOM Ha OymMaKHOM
Hocutene wMAaM B MHOM  Buae  Cnucok
Monb3oBaTenen J/IMYHOro KabMHeTa C aKTyasibHOM
nHdopmauueit o Homepe mobunbHoro TenedoHa u

7.6. The Company may suspend sending Information
Notices to the Client Portal User in the following
cases:

if the Company has a reason to believe that a
third party is using the Mobile Phone Number
and/or the Authorized Email Address;

in case of violation of the Rules by the Participant
and/or the Client Portal User.

The sending of Information Notices is resumed after
the Company receives reliable confirmation that the
Mobile Phone Number and/or the Authorized Email
Address belong to the Client Portal User. Such
confirmation may be the List of Client Portal Users
provided by the Participant on paper or in another
form with up-to-date information about the Mobile
Phone Number and the Authorized e-mail address of
the Client Portal User. The sending Information
Notices is also resumed after the Participant
remedies the violation of the Rules.




ABTOpPM30BaHHOM ajgpece 3/IEKTPOHHOM MOYTbI
MNonb3oBatena J/InyHoro KabuHeTa. HanpaBneHue
NHPOopMaLMOHHbIX coobuieHni TaKKe
BO30OHOBASETCS MOCNe YCTPaHEHUs YYacTHUKOM
JonyuweHHoro HapyweHua Mpasua.

7.7. B cnyyae KomnpomeTauuum 3/1€KTPOHHOM
noanucu nnu noao3peHun Ha TaKyto
KomnpomeTaumio, Y4acTHUK wam [lonb3osaTenb
JNlnyHoro KabuHeTa [OMKEH HesameaNUTeNbHO
coobwunte 06 stom Ob6wectBy No TenedpoHHOM
cBA3M, a 3atem npoaybnmposBaTb  AaHHYHO
WHOGOPMAUMIO B MNUCbMEHHOM BUAE WAN B
3NEeKTPOHHOM BuAe c ABTOPM30BAHHOro ajpeca
SNEKTPOHHOM  MOYTbl  MyTemM  Hanpas/ieHuA
3anBneHmMa no ¢opme lMpunoxeHus No3 K
Mpasunam. Kpome TOro, Y4yacTHMK 06f3aH
obecneunTb npekpaleHue NCNONb30BaHUA
MNonb3oBaTenem JIMdHoro KabuHeta  Kntoua
3NEeKTPOHHOM noAnNucM [0 CO34aHMA  HOBOFO
Mapona cpeacTBamm JlnyHoro KabuHerta.
OTBETCTBEHHOCTb 3a HecsBoeBpemeHHoe
MHoopmmpoBaHme O6LWecTBa, B TOM 4ucie 3a
BO3MOMHble Moc/aeaytowme HeraTuBHble CObbITUA,
npousoweawmne B pesynbtate Komnpometauuu
3NEeKTPOHHOM noanucw, BO3/naraetcA Ha
YyacTHuKa.

ObuiectBO He HeceT OTBETCTBEHHOCTM, ecau
DNEKTPOHHbIN AOKYMEHT 6bln UCNONHEH UM A0
nonyyeHua oT YdacTHMKa wuam [onb3osaTtens
JNlnyHoro KabuHeTa nHbopmauum o
KomnpomeTauum sNeKTPOHHOW NOANUCH, KOTOPOA
6b171 NoANUCaH AaHHbIN DNEKTPOHHbINA LOKYMEHT.

7.7. If the Electronic Signature is compromised or if
such compromiseis suspected, the Participant or the
Client Portal User must immediately notify the
Company thereof by telephone, and duplicate this
information in writing or electronically from the
Authorized E-mail Address by sending an application
in the form of the Schedule No.3 to the Rules. Also,
the Participant shall ensure that the Client Portal
User stops using the Electronic Signature Key until a
new Password is created using the Client Portal. The
Participant shall be liable for untimely notification
of the Company, including for possible subsequent
negative events that occurred as a result of the
Electronic Signature Leak.

The Company shall not be liable if the Electronic
Document was executed by it before receiving from
the Participant or the Client Portal User information
about the Leak of the Electronic Signature, with
which such Electronic Document was signed.

7.8. K cobbITUAM, KoTopble MoryT
CBUOETEeNbCTBOBATb o] KomnpomeTtauum
3NEKTPOHHOM NOAMNMUCHU, OTHOCATCA:

7.8. Events that may indicate the Electronic Signature
Leak include:

7.8.1. pocTyn TpeTbux vy, K o0bopyaoBaHUIo,
NCnosib3yeMomy ana 3NEeKTPOHHOTO
[OKyMeHToob0opoTa, inbo ero ytpara (B Tom umcne
C noc/eayoWwmm obHapyKeHnem);

7.8.1. access of third parties to the equipment used
for Electronic Document Workflow, or the loss
thereof (including with subsequent detection);

7.8.2. BUpyCHOe 3apaxkeHwe 06OpyaOBaHUSA,
NCNONb3Yyemoro ana ONeKTpPOHHOro
JOKymeHTO060pOTa;

7.8.2. virus infection of the equipment used for
Electronic Document Workflow;

7.8.3. pacTop)KeHue YYaCTHMKOM TpyAoBOro Uam
rpax4aHCKo-NpPaBoOBOro A0OroBopa C PaboTHUKOM,
UMeWMM [0CcTyn K WHbopmaumm o Knwoue
3/IEKTPOHHOM noanucy;

7.8.3. termination by the Participant of an
employment or civil law contract with an employee
who has access to information about the Electronic
Signature Key;




7.8.4. poctyn, B TOM 4YnCNe BPEMEHHbIN, TPETbUX
g K MobunbHomy  ycTpoictey  u/uam K
Mo6MAbHOMY MPUNONKEHUIO;

7.8.4. access, including temporary, by third parties to
the Mobile Device and/or the Mobile Application;

7.8.5. MHble 06CTOATENBLCTBA, NPAMO WU KOCBEHHO
CBUAETENbLCTBYIOWME O HaANYUM BO3MOMKHOCTM
[ocTyna TpeTbUX AUy K KoHduaeHumanbHoOwM
uHpopmaumm, Mcnosb3yemonm B  npolecce
DNeKTPOHHOro A0KYMeHTooObopOoTa.

7.8.5. other circumstances that directly or indirectly
show the possibility of third parties having access to
confidential information used in the process of
Electronic Document Workflow.

7.9. B cnyyae BbiaBAeHUA 06CTOATENbCTB, KOTOpbIe
MOIyT CBMAETeNbCTBOBaTb 0 KomnpomeTauuu
3/1eKTPOHHOW noanucn Monb3osBatens JIMYHOro
KabuHeTta, OO6WeECTBO WMeeT MNpaBoO B UeNAX
NnpeaoTBPALLEHUS HEeCaHKUMOHWPOBAHHOTIO
goctyna K JInyHomy KabuHeTy npMOCTaHOBUTL
aoctyn K Hemy c NCMO/Ib30BaHNEM
CKOMNPOMETUPOBaHHOrO Knoua  3N1eKTPOHHOM
noanucu.

[na Bo306HOBNEHUA fOCTYNa K JINYHOMY KabUHeTy
Monb3oBaTenb  JIMYHOrO  KabuHeTa  [OJ/IKEH
npouseecT cmeHy MNapons.

7.9. In the event that circumstances are identified
that may indicate the Leak of the Electronic Signature
of the Client Portal User, the Company may suspend
access to the Client Portal using a leaked Electronic
Signature Key in order to prevent unauthorized
access to the Client Portal.

To resume access to the Client Portal, the Client
Portal User must change the Password.

8. 3aABneHnA U rapaHTUn.

8. Representations and warranties.

8.1. 3akntovaa [oroBop M NPUCOEAMHAACL K
MpaBunam, YYacTHUK 3aABAAET, YTO:

8.1. By entering into the Agreement and acceding to
the Rules, the Participant represents that:

8.1.1. cootBetcTBylOWME Homepa MOBUABHbLIX
TenedoHoB " ABTOpPM30BaAHHbIE agpeca
3/IEKTPOHHOM noyThbl, npeaocTaB/eHHbIe
Obuwiectsy, npuHagne)at YuyacTHUKY  u/uan
YKa3aHHbIM Um Monb3oBaTtenam JlnyHoro
KabuHeTa;

8.1.1. the relevant Mobile Phone Numbers and
Authorized E-mail Addresses provided to the
Company belong to the Participant and/or the Client
Portal Users indicated by it;

8.1.2. eMy M3BECTHO, YTO oMNepaTopbl MOBUNLHOM
CBA3M MOryT B3MMATb MNaaTy 3a MCNOJib30BaHue
CMC-cooblieHuit, n yto obecneyeHme pacyeToB C
onepaTtopom  MOBUNLHOW  CBA3U  ABAAKOTCA
06A3aHHOCTbIO YUaCTHUKa;

8.1.2. it is aware that mobile operators may charge a
fee for the use of of SMS messages, and that it is the
Participant's responsibility to ensure settlement of
accounts with the mobile operator;

8.1.3. OH 0CO3HaEeT M NOATBEPKAAET CBOE COrnacue
C Tem, YTo 06MeH MHPopMaLMelt No 3/1IEKTPOHHOM
rnoyTe NpPoM3BOAMUTCA B He3alwMdPOBaHHOM BUAE.
YYacTHUK COraceH HeCTM BCE PUCKU U HEraTUBHbIE
nocnencTena, CBA3aHHble € TakMm obmeHom
nHdopmaume, B TOM yncne PUCKMK
HECAHKLUMOHNPOBAHHOIO Joctyna n/mnm
M3MEHeHMA KOHbUAEHUMANbHON MHPOpMaLMK, U
He OyaeT MMeTb B CBA3W C 3TUM MNPETEH3UMN K
Ob6uwecTsy;

8.1.3. it acknowledges and confirms its consent that
the exchange of information by e-mail is made in
unencrypted form. The Participant agrees to bear all
the risks and adverse consequences related to such
exchange of information, including the risks of
unauthorized access and/or changes in confidential
information, and will not have any claims against the
Company in this regard;




8.1.4. npnHUMaET Ha cebs BCe PUCKK, CBA3AHHDIE C
HECAHKLMOHMPOBaHHbIM AOCTYNOM TPETbUX UL, K
Cucteme 30 npu oCywWeCcTBAEHUMN DNEKTPOHHOIO
AOoKymeHToob60poTa c MCMob30BaHUEM
MHOOPMALNOHHO-TENEKOMMYHUKALMOHHON  CeTu
«NHTepHeT»;

8.1.4. it assumes all risks associated with
unauthorized access of third parties to the EDW
System in the context of Electronic Document
Workflow using the information and
telecommunication network "Internet";

8.1.5. Bce nonoxeHua [pasun pna  Hero
obA3aTenbHbl, M YYaCTHWK MNPUHMMAET Ha cebs
06A3aTeNbCcTBO MX CO06M0AATb U UCMONHATL WX
Hagnexalmm obpasom, a TakKe obecneuntb Mx
cobntoneHve 7 UCNoJIHeHue BCEMU
Monb3oBaTenamm JInuHoro kabuHera;

8.1.5. all provisions of the Rules are binding on it, and
the Participant undertakes to comply herewith and
to properly execute the same, and to ensure
compliance herewith and execution by all Client
Portal Users;

8.1.6. B OTHOLLEHUN nHbopmauuu,
npegocrtasnsemonn ObuwectBy Npu 3aKAOYEHUMU
JoroBopa, Y4acTHUWK ABNAETCA €€ 3aKOHHbIM
obnapatenem, nmbo ABnseTcA nmuom,
NMoNYYMBLUMM Ha OCHOBAHWW 3aKOHa WM [,OroBOpPa
npaBo pa3peLLaTb UK OFPAHNYMBATL K HEl AOCTYN.
MNpepoctaBneHne O6LECTBY TaKoM MHGOPMALUM U
ee ucnosb3oBaHMe OBLLECTBOM HE HapyLUAEeT U He
byneT HapywaTb npaBa TPETbUX AuL, U He byaeT
Bneyb  3a  coboi HECaHKUMOHUPOBAHHOE
NCMNoJIb30BaHUe KOHOUAEeHUMaNbHOM
MHbOPMaUMK, NPUHAANENKALLEN TPETLEMY NTMLY, A
TaK)KXe He npuBefeT K HapyweHuio O6LliectBom
NPUMEHMMOTO 3aKOHOAaTebCTBA U/ LOrOBOPOB,
3aK/I0YEHHbIX YYAaCTHUKOM C TPETbUMMU NLAMM.

8.1.6. in relation to the information provided to the
Company upon entry into the Agreement, the
Participant is its legal owner, or is a person, who has
received the right to allow or restrict access thereto
by virtue of a law or an agreement. The provision of
such information to the Company and its use by the
Company does not violate and will not violate the
rights of third parties, and will not entail
unauthorized use of confidential information
belonging to a third party, and will not lead to a
violation by the Company of applicable law or
agreements made by the Participant with third
parties.

9. YpesBbluaiiHble CUTyaLMN NPU OCYLLECTBAEHUN
3NEKTPOHHOro A0KymeHToobopoTa

9. Emergencies in Electronic Document Workflow

9.1. B cnyyae BO3HWMKHOBEHMA CUTYaL MU, KOTOpas
no MmHeHutio ObliectBa BpPemMeHHO MWAM  Ha
HeonpeAeneHHbI CPOK cAenana, Aenaetr uau
MOMKET CAeNaTb HEBO3MOXKHbIM WM 3HAYUTENBLHO
3aTPYAHUTb  D/IEKTPOHHBIN  LOKYMEHTOOH60pOT,
ObuiectBO  MMeeT nNpaBoO MNPU3HATb  TaKyko
CMTyaUMIo 4YpesBbl4alHOM M orpaHuuuTb nMbo
NOJIHOCTbHO NPUOCTAHOBMUTb INEeKTPOHHbIN
[OKYMEHTO060POT € YUYACTHUKOM.

9.1. In the event of a situation that, in the opinion of
the Company, has temporarily or for an indefinite
term made, makes or may make it impossible or
significantly impedes the Electronic Document
Workflow, the Company may recognize such
situation as an emergency and limit or completely
suspend the Electronic Document Workflow with the
Participant.

9.2. [Ona KBanuduKauuMmM cuUTyauum B KadecTse
ypesBbl4aMHOM  cUTyauuuM, B TOM  4ucne
TexHuYyeckoro cbosA, [AOCTAaTOYHO  pelleHun
ObuiecTsa.

9.2. The decision of the Company is sufficient to treat
the situation as an emergency, including a technical
failure.

9.3. O6wectBo yBegomasaeT YYyaCTHMKaA O
BO3HWKLLUEM  CUTyauuMuM MNyTemM  pasMeLLeHus
nHbopmaumm Ha WHTepHeT-cTpaHunue O6LwecTsa,
€CIM 3TO ABNAETCA BO3MOKHbIM;

9.3. The Company notifies the Participant about the
situation that has arisen by posting information on
the Company's Homepage, if possible;




9.4. OoHOBpPEMEHHO C MpPU3HAHWEM CUTyauum
Ypes3BblYaHOM ObuecTso npuctynaet K
pa3paboTke mep no yperyaMpoBaHuio
CNOXKMBLUENCA YUpe3Bbl4aMHOM cuTyaumnmn B Cucteme
340.

9.4. The Company starts developing measures to
resolve the current emergency situation in the EDW
System simultaneously with the recognition of the
situation as an emergency.

9.5. Bo3obHoBNEHME DNEeKTPOHHOro
[OKYMeHTO060pOoTa OCyLLEeCTBAAETCA MO PELUEHMUIO
ObulecTsa.

9.5. The Electronic Document Workflow is resumed
by the decision of the Company.

9.6. B cnyvyae HEBO3MOXKHOCTM MCMO/Nb30BaHUA
CropoHamn  Cuctembl 30 B pesynbraTe
BO3HWMKHOBEHMA CUTyaumu, yKasaHHoh B n. 9.1
HacToAwero CornaweHus, CTOpOHBI
obecneumBaloT  nepegady  COOTBETCTBYHOLLUX
OOKYMEHTOB UM MHOOpPMaLMM  Ha  ByMaKHbIX
HOCUTENAX A0 BO30OHOBAEHMA DNEKTPOHHOrO
AoKymeHToobopoTa.

9.6. In the event that the Parties are unable to use
the EDW as a result of the situation specified in
paragraph 9.1 of this Agreement, the Parties shall
ensure the transfer of the relevant documents and
information on paper until the EDW is resumed.

10. OTBETCTBEHHOCTD.

10. Liability.

10.1. ObuLecTBO He HeceT OTBETCTBEHHOCTY:

- B C/Ny4yae YyKasaHWA YuyacTHMKOmM B [lorosope
n/vnmn Cnucke Monb3osatenen JINYHOro KabmHeTa
Homepa MOBUNBHOrO TenedoHa n/mnn
ABTOPM30BaAHHOTO ajpeca 3NEKTPOHHOM NouYTbI,
aboHeHTOM (B/flagenblem) KOTOPbIX Y4YacTHUK
nmbo cooTseTcTBYlOWMIA Monb3oBaTenb JIMYHOro
KabWHeTa He ABAAETCA, a TaK¥Ke B C/lydae A40CTyna K
HUM TPETbUX NNL;

- 332 MOCNeacTBMsA, BO3HMKILUME MO  BWHe
OpraHM3aunn, NPeaoCcTaBAAOWMNX YCAYTU COTOBOW
cBA3sM  u/uam  poctyna K MHGOPMALMOHHO-
TeNIeKOMMYHWUKAUNOHHOM ceTn «HTepHeT», nnbo
B CBA3W C BbIXOAOM M3 CTpos obopyaoBaHua, a
TaKKe B CBA3M cO cHoAMM B CUCTEMAX, JIMHUAX
CBA3M W MHbIX KOMMYHWKaLMIKA, Yepe3 KoTopble
ocyuwiectsafeTcs obmeH nHbopmaumeir;

- 33 BO3HMKHOBEHMe cboeB 1 owmnboK B AOCTyNeE K
Cucteme 340, u (nnn) B pabote Cuctembl 340, 3a
noTepyM U MnoBpeXaeHMe AaHHbIX, CBA3AHHbIX C
ncnosab3osaHnem Cucremol 340;

- 332 HECOBMECTMMOCTb W/WAM HecooTBeTCTBME
NpPOrpamMmHbiIX, TEXHUYECKUX cpeacTs
Monb3oBaTena J/iInuHoro KabuHeta, TpeboBaHUAM,
COOTBETCTBME  KOTOpPbIM  Heobxoaumo  And
nosyyeHua goctyna K JInuHomy KabuHeTy u ero
MUCMOMIb30BaHUA, a TaKXe 3a HacTynuswiue
BCNeACTBME 3TOro NocaeAcTsma AnAa YYacTHUKA;

- 32 cboun B goctaBke CMC-coobuieHnin Ha Homep
MobunbHoro TenedoHa, ykazaHHbI YYaCTHUKOM, B

10.1. The Company is not liable:

- if the Participant indicates in the Agreement and/or
the List of Client Portal Users the Mobile Phone
Number and/or the Authorized E-mail Address, of
which the Participant or the relevant Client Portal
User is not the subscriber (owner) and in the event of
third parties accessing the same;

- for the consequences that have arisen due to the
fault of  organizations providing  cellular
communication services and/or access to the
information and telecommunication network
"Internet", or in connection with the failure of
equipment and in connection with failures in
systems, communication lines and other
communications, through which information s
exchanged;

- for the occurrence of failures and errors in access to
the EDW System, and (or) in the operation of the
EDW System, for loss and damage to data associated
with the use of the EDW System;

- for incompatibility with and/or failure of the
software and hardware of the Client Portal User to
meet the requirements that must be met in order to
gain access to the Client Portal and use it and for the
consequences  resulting  therefrom for the
Participant;

- for failures in the delivery of SMS messages to the
Mobile Phone Number specified by the Participant, if




cnyd4ae ecnn 3To 0OBYyCNOBAEHO MPUYUHAMM, He
3asucalmmm ot ObLecTsa;

- 32 cOOM B A0OCTaBKe 3/IEKTPOHHbIX COOOLLEHMI Ha
ABTOpPM30BaHHbIM agpec 3/1eKTPOHHOW MNoYThbl, B
cnyyae ecnm 3To 06YyC/NOBAEHO NPUYMHAMKM, He
3aBucawmMmm ot ObLLecTBa;

- 33 YObITKKN, NPUYMHEHHbIE YUYaCTHUKY, NPUYUHOM
KOTOPbIX ABAAETCA WCMNO/Jb30BaHWE TPETbUMM

amuamu  Napons  u/wam  UpeHTudmKaTtopa,
BKNOYAA  YObITKM,  BO3HMKLWIME  BC/IeACTBUE
HenpaBOMEpPHbIX  AEWCTBUA  TPETbUX  NnL,

Hanpae/eHHbIX HAa HE3aKOHHOE WCMoJ/ib30BaHMe
NoeHTndukatopa w/mam  MNapona ©n MHOW
KoHPUaeHUManbHOW MHPOpMaLMK, Kacatowencs

YYyacTHMKa, B TOM uucne Mo  NpuUyYMHe
HEBbINONHEHUA YYyaCcTHUMKOM 0653aHHOCTM No
obecneyeHnio  KoHobMaeHUManbHocTM  Kntoda
3NEKTPOHHOM noanucu n/mnu Koga
noATBepPXAeHUS;

- 33 y6bITKM  YyacTHMKA, NPUYMHEHHbIe
AencTBnamMmm (6espelicTBmem) ObuiecTsa,
060CcHOBaHHO nonarasLierocs Ha
npeaoctaBneHHble  YYaCTHUKOM  JOKYMEHTbI,

BK/lOYas 3anABneHuA Nboro BMAa, a TaKKe Ha
MHPOpPMaALMIO, YTPATMBLLYIO CBOK AOCTOBEPHOCTb
n3-3a HECBOEBPEMEHHOIO  A0OBeAeHUs  ee
YuyacTHuKom ao Obuiectsa.

this is due to reasons beyond the control of the
Company;

- for failures in the delivery of electronic messages to
the Authorized E-mail Address, if this is due to
reasons beyond the control of the Company;

- for losses incurred by the Participant caused by the
use of the Password and/or the Identifier by third
parties, including losses incurred as a result of
unlawful actions of third parties aimed at the illegal
use of the Identifier and/or Password and other
confidential information relating to the Participant,
including due to the Participant's failure to fulfil the
obligation to ensure the confidentiality of the
Electronic Signature Key and/or the Confirmation
Code;

- for losses incurred by the Participant caused by the
actions (inaction) of the Company, which reasonably
relied on the documents provided by the Participant,
including statements of any kind, and information
that is no longer valid due to the Participant's
untimely notification of the Company.

10.2. O6uwectBO M  YyaCTHUK He  HecyT
OTBETCTBEHHOCTM B  C/ly4ae  HEBbINOJHEHUA,
HecBOEeBPEMEHHOTO nnm HeHaa/iexalwero

BbIMOJIHEHMA MMM  Kakoro-mbo M3 uXx
o6nasatenbcTs no Jorosopy u/uam Npasunam, ecam
YKa3aHHOe HeBbINOJIHEHWE, HECBOEBPEMEHHOE
WM HeHag/iexKallee BbINoJiHeHWE 00yC/i0oBAEHbI
WCKNIOUYUTEIbHO HacTynaeHnem u/man gencrenem
obcToATeNbCTB  Henpeogonnumoin cunbl  (dpopc-
MaYKOpPHbIX 06CTOATENbCTB).

3aTpoHyTas Gpopc-MarKopHbIMU 06CTOATENLCTBAMM
cTopoHa 6e3 npomeaneHua MHGOPMUPYET APYTyHO
CTOpOHYy 06 3Tux obcroAaTenbcTBax M 06 UX
NocneacTsMaAX M MNPUHMMAET BCE BO3MOMKHble

Mepbl, C LUEeNbid MaKCMMaNbHO OFpaHUYUTb
oTpuLaTenbHble nocneacrema, BbI3BaHHble
YKa3aHHbIMM bopc-maxKopHbIMK
obcrtostenscteamn. CTopoHa, [Ana  KoOTopoW
cosganucb  dopc-maxopHble  06CTOATENbCTBA,
OOMKHa Takxe 6e3 npomeaneHns WU3BeCTUTb
APYryl0  CTOPOHY O  MNPEKPaWeHUn  3TUX
obcToATenbCTB.

The

the other

10.2. The Company and the Participant shall not be
liable in case of non-fulfillment, untimely or improper

fulfillment by them of any of their obligations under
the Agreement and/or the Rules, if the said non-
fulfillment, untimely or improper fulfillment are due

solely to the occurrence and/or effect of force
majeure circumstances.

party affected by force majeure shall
immediately notify the other party of such
circumstances and the consequences thereof and
shall take all possible measures in order to mitigate

the adverse consequences caused by the said force

majeure circumstances. The party affected by force
majeure circumstances shall also immediately notify
party of the termination of these
circumstances.

11. KOHAUKTHDbIE cUTyauun.

11. Conflict situations.




11.1. B xope wucnonb3osaHua Cuctembl 310 | 11.1. When using the EDW System, conflict situations
BO3MOXHO BO3HMKHOBEHME KOHPAMKTHBLIX | may arise related to the creation, delivery, receipt,
CUTyaumit, cBasaHHbIXx Cc  dopmuposaHmem, | confirmation of receipt of Electronic Documents and
[OCTaBKOM, nonyyeHuem, noartsepxaeHuem | to the use of an Electronic Signature in Electronic
nosly4yeHua DNEKTPOHHbIX AOKYMEHTOB, a TaKKe ¢ | Documents.
MCNO/Ib30BaHMEM  DNIEKTPOHHOM  nognucn B
INEKTPOHHbIX LOKYMEHTAX.
11.2. MpuumMHOMN KOHOAUKTHOM cuTyaumm moxeT | 11.2.  The conflict situation may be caused by:
CNYXKUTb: . .
y - the fact of creation of the Electronic Document
- ocnapvsaHue ¢dakTa dopmmpoBaHus being challenged;
DNEeKTPOHHOro AOKYMEHTa; . . .
P AOKY ! - the authorship of the signature of the Electronic
- ocnapvBaHue aBTOPCTBA noanucu Document (suspected violation of the

JNEeKTPOHHOIO AOKyMeHTa (nogospeHue Ha
HapyweHue npoueayp WaeHTMdUKALMM U

AyTteHTuduKaummn Monb3osatens JIMyHoro
KabuHeTa, nopnucaBwero 3NEKTPOHHbIW
OOKYMEHT);

- ocnapuBaHue UENOCTHOCTU 3/'IeKTpOHHOFO

OOKyMeHTa (nogo3peHWe Ha HapylleHue
CBOMCTBA LLeNOCTHOCTH DNEeKTPOHHOTO
OOKYMEHTa MpuW ero nepegaye Mo KaHany
cBA3N);

- ocnapuaHue ¢aKTa oTnpaBaeHua u/vuam
nosy4yeHna INEKTPOHHOTO AOKYMEHT];

- OocnapuBaHue BpemMeHWn OoTnpasBsieHUnA M/M}'IM
nony4yeHuA 3/'IEKTpOHHOFO AOKYMEHTQ;

- WHble CcNy4Yanm BO3HWMKHOBEHWA KOHQAMKTHBIX
CUTyaLmi.

Identification and Authentication procedure for
the Client Portal User, who signed the Electronic
Document) being challenged;

- the integrity of the Electronic Document
(suspected violation of the integrity of the
Electronic Document during its transmission
over a communication channel) being
challenged;

- the fact of sending and/or receiving an Electronic
Document being challenged;

- the time of sending and/or receiving the
Electronic Document being challenged;

- other cases of conflict situations.

11.3. KOHOAUKTHblE CUTyauMu paspellatoTca B
pabouem nopagke. Ecam B pabouem nopaake

paspewnTb  KOHOIMKTHYIO  CUTyauumto He
NpPeacTaBUIOCb BO3MOMKHbBIM, B TOM 4uc/ie Mo
npuynHe Hecornacus YyacTHuKa c
npegoctaBneHHbiMK  Ob6LwecTBOM  BbIBOZAMM,
KOHQIMKTHanA cuTyaums paccmaTtpuBaeTca
3KCcnepTHOM  Komuccueld, dopmupyemon B

nopsake, ycTaHoB/ieHHoM [paBunamu (ganee —
JKcnepTHasA Komuceus).

11.3. Conflict situations are resolved in the

ordinary course of business. If the conflict situation
cannot be resolved in the ordinary course of

business, including due to the Participant’s
disagreement with the conclusions provided by the
Company, the conflict situation shall be considered
by an expert committee formed in the manner
prescribed by the Rules (the Expert Committee).

11.4. Mpun  BO3HMKHOBEHUM  OBCTOATENLCTB,
KOTOpble CBUAETENLCTBYOT O BO3HUKHOBEHUU
KOHONMKTHOM cuTyaumm, YyacTHuK
He3ameaMTeNnbHO HanpasaseT B ObuwecTtBo

NMUCbMEHHOE YBeAOM/IEHWE O BO3HMKHOBEHMUM
KOHONMKTHOM cUTyaumm C N3N0XKEHMEM
0bCTOATENLCTB M MNPEANONaraemblX MPUYUH ee
BO3HMKHOBEHMA.

11.4. If circumstances arise that indicate that a
conflict situation is about to occur, the Participant
shall immediately give the Company a written notice
of the occurrence of the conflict situation outlining

the circumstances and the proposed reasons for its

occurrence.




11.5. O6uLecTBO NPOBEPAET HAIMUMNE YKa3aHHbIX
B yBegomseHun obcTOATENLCTB, B  C/AyYae
HeobXxoAMMOCTH ocyulectsnnet NpoBepKyY
NoA/IMHHOCTU INEeKTPOHHO noanucu,

coaepKallenca B ocnapmMBaeMom DNAEKTPOHHOM
OOKYMEHTe, U MPUHMMAET Mepbl MO pPaspeLleHunto
BO3HMKLUEro  cnopa. Cpok paccMoTpeHuA
yBegomieHunA Y4yacTHuMKa cocrasaser 15
(MNATHaauaTb) pabounx AHel ¢ AaTbl €ro NoNyYeHUs
ObuiecTteom.

11.5. The Company verifies whether the
circumstances specified in the notice exist, if
necessary, verifies the authenticity of the Electronic
Signature contained in the disputed Electronic
Document, and takes measures to resolve the
dispute. The term for consideration of the
Participant's notification is 15 (fifteen) business days
from the date of its receipt by the Company.

11.6. [lo pesynbTaTam NpoBeAeHUA MNPOBEPKU
Ob6uWwecTBo COCTaBASAET aKT, BKAOYAOWMNIA B cebs
cnepyowyto MHpopmaumio:

- [AaTy U MeCTO COCTaB/1IEHNA aKTa,

- pewcrsus,
NpoBepKy;

BbIlMNOJ/IHEHHbIE B  pe3ynbraTe

- OCHOBHbIE BbIBObI.

11.6. Based on the results of the verification, the
Company draws up an act that includes the following
information:

- date and place the act is drawn up;
- actions taken as a result of the verification;

- main conclusions.

11.7. O6uectBo n3BeLaet DOCTYNHbIMMN
cnocobamm YYacTHUKA O pe3ynbTaTax NPOBEPKU U,
npu HeobxoAMMOCTH, O Mepax, MPUHATbIX A4S
paspelleHna BO3HUKLLEN KOHPAMKTHON CUTYyaLnK.

11.7. The Company notifies the Participant by any
available means of the results of the verification and,
if necessary, of the measures taken to resolve the
conflict situation that has occurred.

11.8. dopmupoBaHMe IDKCNEPTHOM KOMMUCCUM
OCYLLECTBNIAETCA B C/IeYIOLLEM NOPALKE:

11.8. The Expert Committee shall be formed as
follows:

11.8.1. Y4yacTHUK UHUUMUpyeT co3gaHue
DKCNepTHOM KOMWMCCUM MyTEM HaMpas/ieHUA B
O6uw,ecTBO NUCbMEHHONO 3aAB/IEHMA, KOTOpoe
OOJIKHO coaeprKaTh:

- onucaHue KOHPANKTHOM cUTyaunu;

- MPUYMHbI Hecornacus ¢ BbiBogamu ObuiecTea
Mo paspelleHno KOHGAMKTHOM cuTyauun B
paboyem nopagxe;

- BO3MOMHble MPUYUHBI WU
KOHONMKTHOM cUTyaumm;

nocneacTtsunA

- MepeyeHb MNpeanaraemMbix A8 y4acTusa B
paboTe JKcnepTHOM KOMMUCCUM
YNO/THOMOYEHHbIX npeacrasuTene
YyacTHMKa C yKasaHMem Ux Gamuaunii, MeH,
oTyecTB (MpW HaAMuMK), [OKHOCTEN, WX
KOHTAKTHOM nHbopmaumnm (tenedoHbl,
9NEKTPOHHas nouyTa).

11.8.1. The Participant initiates the creation of the
Expert Committee by sending a written request to
the Company, which must contain:

- description of the conflict situation;

- reasons for disagreement with the conclusions of
the Company on resolving the conflict situation
in the ordinary course of business;

- possible causes and consequences of the conflict
situation;

- a list of authorized representatives of the
Participant proposed for participation in the
work of the Expert Committee, indicating their
last names, first names, patronymics (if any),
positions, their contact information (telephones,
e-mail).

11.8.2. B TeyeHue Tpex pabounit gHel nocne
nosyyeHus 3assneHus O6wectBo dopmupyeT
IKCNepTHYO KOMUCCHIO.

11.8.2. The Company forms the Expert Committee
within three business days after receiving the
request.

11.8.3. Echm YyacTHUK ©n ObuwectBo  He
porosopaTca 06 WMHOM, B COCTaB IJKcnepTHOM

11.8.3. Unless the Participant and the Company
agree otherwise, the Expert Committee shall include




KOMMCCUM BXOAMT paBHoe KOZIMYeCcTBO
YMONHOMOYEHHbIX NpeacTaBUTeNe YyacTHUKa U
ObuwecTtBa,  yyacTBylOWMX B  paspelleHun
KOH(NNKTHON cuTyaummn (Ho He Bonblue YeTbipex
OT Kaxpgolh u3 cTopoH). Mpu 3Tom B cocTaB

JKcnepTHOM Kommccum oT YyacTHuKa-
topyandeckoro nmua u Obliectsa BK/OYatOTCA
npeacTaBuTeNn CNyXK6 MHPOPMaUNOHHO-

TEXHUYECKoro obecrneyeHus, a TaKKe Cayxb
obecneyeHns WHGOPMAUMOHHOM 6GesonacHOCTH
(npy  Hanuuum  TakMX  NoApasgeneHvuii  wu
cneunannctos).

an equal number of authorized representatives of
the Participant and the Company involved in
resolving the conflict (but not more than four from
each of the parties). Provided that representatives of
information and technical support services and
information security services (if such divisions and
specialists are available) are included in the
composition of the Expert Committee on behalf of
the Participant-legal entity and the Company.

11.8.4. K paboTe 3KcnepTHOM KOmMCCUMM p[As
NnpoBeAeHNsA TEXHUYECKOM 3KCNepTM3bl MOTYT BbITb
npvB/ieYeHbl He3aBUCUMbIe 3KCMepTbl B 06aactu
3aLLMTbl MHOPMALMMK.

11.8.4. Independent experts in the field of
information security may be involved in the work of
the Expert Committee to carry out a technical audit.

11.85. B cnyyae ecam  npepcrasuTens(um)
YyacTHMKa He sBuAcA(AMCb) Ana  yyactus B
npoBeaeHNN 3KCNEePTU3bI, IKCNepPTM3a NPOBOANTCA
6e3 ux yyactus, a 06 OTcyTCTBUM NpeacTasuTenei

COCTaBAAETCA aKT, KOTOpbIM nognucbiBaeTtca
NPUCYTCTBYIOLMMMU YyneHamm KcnepTHOW
KOMMCCUMW.

11.8.5. If the representative(s) of the Participant did
not appear to participate in the audit, the audit is
carried out without their participation, and an act is
drawn up about the absence of representatives,
which is signed by the members of the Expert
Committee present.

11.8.6. OcHOBHaA 3a4a4a IKCNEPTHON KOMMCCUM
YCTQHOBUTb Ha OPraHM3aLMOHHO-TEXHUYECKOM
YPOBHE Hanuume WAN OTCYTCTBME QPaAKTUYECKUX
06CTOATENLCTB, CBMAETENbCTBYIOWMX O HANMYUK
KOHONMKTHOM  cuTyaumu, ee  MpPUYUHAX MU
nocneacTBuAX, a TaKKe cnocobax M MeTogax ee
pa3spelueHus.

11.8.6. The main task of the Expert Committee is to
ascertain at the organizational and technical level
whether actual circumstances indicating the
existence of a conflict situation, its causes and
consequences and ways and methods of resolving it
exist or do not exist.

11.9. [lpy HEBO3MOXKHOCTU yperynamposaHua
KOHONMKTHOM  CcUMTyauuMm C  MNpUBAEYEHUEM
3KcnepTHOM Komuccuu, cnop noanexxut
paspelweHnio B nNopAake, nNpeaycMoTpeHHOM
Jorosopom.

11.9. If the conflict situation cannot be resolved
through the involvement of the Expert Committee
therein, the dispute shall be resolved in the manner
prescribed by the Agreement.

12. 3aKknoumnTtenbHbIE NONOXKEHUA.

12. Final provisions.

12.1. O6uwecTBo Bnpase MNPOBOAMTbL 3aMMCb Ha
uMdpoBble HOCUTENM NEPeroBopbl ¢ YYaCTHUKOM
n/wnn  Monb3osatenem JIMyHoro KabuHerta.
[aHHble 3anucn moryt 6bITb UCMONb30BaHbI B
TpeTeiickom cyne (cyae) B KauyecTBe
[O0Ka3aTeNbCTB,  UMEILWMX  3HaYeHWe  A4nA
paccmaTpuBaemMoro cnopa.

12.1. The Company may record negotiations with the
Participant and/or the Client Portal User digital
media. Such records can be used in an arbitration
court (court) as evidence relevant to the dispute
under consideration.

12.2. Bo Bcem MHOM, 4YTO He nNpeayCMOTPEHO
Mpasunamum, Obuiectso 7] YYacTHUK

12.2. As for anything else not covered hereby, the
Company and the Participant shall refer to the




pykoBoacTeytoTcA [JoroBopom M AeUCTBYHOLLUM
3aKoHoAaTenbcTBom Poccuitckon ®Peaepaumm.

Agreement and effective laws of the Russian
Federation.

12.3. HacrtosAwee CornaweHuve He peryaumpyet
OTHoweHMA CTOPOH B C/Ay4ae HanpasaeHUs
3NEeKTPOHHOTO OOKYMEHTa, cofeprKalero
3NEeKTPOHHYO noannck CTOPOHbI, TPETbUM JINLLOM,
HE3aKOHHO MOAYYMBLUMM OOCTYN K JANYHOMY
KabuHeTy KaneHTa u/mMan K 31eKTpoHHOM noanucu
(B TOM umnCne, B pe3ynbTaTe «XaKepcKon» aTaku). B
sTom cnyyae CTOpOHa, KOTOPOI NPUYMHEH yuepb,
CaMOCTOATE/IbHO obpawaeTcs B
NPaBOOXPaHUTE/IbHbIE  OpraHbl  (MPUYMHEHHBIN
TAaKMMU HenpaBOMEPHbIMU AeUCTBUAMM yLLepb
NoAJIeXXUT BO3MELLEHUID B COOTBETCTBUM C
AENCTBYIOLMM 3aKOHOAATENIbCTBOM POD).

12.3. This Agreement does not govern the
relationship between the Parties in the event that an
electronic document containing a Party's electronic
signature is sent by a third party who has illegally
gained access to the Client's personal account and/or
electronic signature (including as a result of a hacker
attack). In this case, the Party that has suffered
damage is responsible for independently contacting
law enforcement agencies (damages caused by such
illegal actions are subject to compensation in
accordance with current Russian legislation).

13. MpunozkeHusa.

13. Schedules.

13.1. K T[lpasunam npunaratoTca WM ABAAKOTCA
HEOTbEM/IEMO YacTblo:

MpunoxeHne Nela. Obpaseu, AOBEpPEHHOCTM Ha
npeacTasuTeNa OPUANYECKOro N1L3;

MpunoxeHne Nel6. Obpasel, A0BepPeHHOCTM Ha
npeacrasmTena Guan4eckoro nua;

MpunoxeHne No2. Cnucok [lonb3oBaTtenem
JlnyHoro KabuHera;

MpunoxeHne Ne3. O6pasel, 3aABneHUA o ¢aKTe
KomnpomeTaumm 31eKTPOHHOM noanvcn wuam o
noao3peHMn Ha KomnpomeTauuio 31eKTPOHHOMN
noanucu.

13.1. The following are attached to and form an
integral part of the Rules:

Schedule No.1a. Form of power of attorney for a legal
entity's representative;

Schedule No.16. Form of power of attorney for an
individual's representative;

Schedule No.2. List of Client Portal Users;

Schedule No.3. Form of Declaration of the fact of the
Electronic Signature Leak or of the suspicion of the
Electronic Signature Leak.




MpunoxkeHune Nela

K MpaBunam aNeKTPOHHOro A0KYMeHToobopoTa
000 «PeHeccaHc Bpokep»/Schedule No.1a.

To Electronic Document Workflow Rules of
Renaissance Broker Limited

Ha 6naxke komnaHuu/On Company’s letterhead

r. « » 20 .

DosepeHHocTb /Power of Attorney

Hacrosauen gosepeHHocTbio/By this Power of Attorney

(nonHoe HaumeHosaHue Yyacmuuka, MHH, topuduyeckuli adpec, dama u Mecmo 2ocydapcmeeHHoU peaucmpayuu, HoMep pe2ucmpayuoHHO20
caudemenscmea, adpec hakmuyeckozo mecma HaxoxcdeHus)/ (full name of the Participant, INN, legal address, date and place of state registration,
registration certificate number, address of actual location)

B mue/represented by

[AeNCTByloLLero Ha ocHoBaHmm/ acting on the basis

(nanee — OosepuTenb), yNOJHOMOUYMBAET HUMNKENepeuyucaeHHbIX Aul, (fanee smecte — oBepPeHHble, MO
otaensHoctn — MNosepeHHbIn) / (the Principal), authorizes the persons listed below (together the Attorneys,
each an Attorney)

1.

ykassisaemca @.1.0. NosepeHHoro/indicate Attorney's full name o6pasey nodnucu NosepeHHoro/Attorney's signature specimen
JaHHble dokymeHma, ydocmosepstouje2o auyHocms/Details of ID document:

2.

ykazeieaemcs ®.1.0. NosepeHHoro/ indicate Attorney's full name obpasey nodnucu NosepeHHoro/Attorney's signature specimen
JaHHble dokymeHma, ydocmosepstouje2o auyHocms/Details of ID document:

oT UMeHn [loBepuTens coseplatb cneaytowme aencrema/perform the following acts on behalf of the
Principal:

. 3aKNounTb Jorosop 06 31EeKTPOHHOM AOKYMeHTOoobOopoTe B LenAx npucoeamHeHusa K Mpasunam
3/IeKTPOHHOro AoKymeHToobopoTta OO0 «PeHeccaHc BpoKep», a TaKKe U3IMEHATb U PacTOPrHyTb
yKasaHHbIit [doroBop 06 3neKTpoHHOM pAokymeHToobopoTte/enter into the Electronic Document
Workflow Agreement for the purpose of acceding to the Electronic Document Workflow Rules of
Renaissance Broker Limited and amend and terminate the said Electronic Document Workflow
Agreement;

o coBeplaTh N0bble UHble AENCTBMA, Heobxogumble AN peanus3auuu NoSHOMOYMI NO HacToAwein
posepeHHoctu/perform any other acts necessary for the exercise of powers hereunder.

MpaBom, NMPUMEHUMbIM K HACTOALEN A0BEPEHHOCTW, a TaKKe K OTHOWeHusm mexay [oseputenem,
MoBepeHHbIM U TPeTbUMWU AULaMK, ABAseTCA npaBo Poccuiickoit ®epepaumn./The law of the Russian



Federation shall be the law applicable to this power of attorney and to relations between the Principal, the
Attorney and third parties.

Hacrosuaa foBepeHHOCTb BblAaHa CpoKom Ha naTb aeT./ This power of attorney shall be valid for a period
of five years.

Moanucy NosepeHHbIX yaoctosepsato./ | certify the signatures of the Attorneys.

(®.1.0. nosaHocmeto u nodnucs)/ (Full name and signature)

LlosepeHHOCcMb, 8bI0aHHAA 8 MOPAOKe nepedosepus, 00nxHA bbimb 3a8epeHa HOMapuasbHoO, ecu UHoe He
ycmaHoeneHo 3akoHodamesniscmeom Pocculickol ®edepayuu/A power of attorney issued by way of
substitution must be notarized, unless otherwise specified in the laws of the Russian Federation



Mpunoxxenue Ne16

K MpaBuaam 3NeKTPOHHOro A0KYMeHToobopoTa
000 «PeHeccaHc Bpokep»/ Schedule No. 16

To Electronic Document Workflow Rules of
Renaissance Broker Limited

DosepeHHocTb/Power of Attorney

Hactoawein posepeHHocTbio/By this Power of Attorney A, rpakgad/l, a citizen of _

(rpaxaaHcTBo, ®.1.0. goseputens nonHoctbio)/ (citizenship, full name of the principal)

o roga poxaeHus/date of birth, nacnopt cepun/passport series N
, BblaaH/issued by v r., Koa
noapasaeneHusa/subdivision code , 3aperucTpupoBaHHblii(ad) no agpecy/registered at:

, (manee — Ooseputens)/(the Principal),

YNO/JIHOMOUYMBAIO HUKEMNEPEUYUCNEHHbIX auy, (panee Bmecte — [loBepeHHble, MO OTAENbHOCTU —
MosepeHHbIN)/authorize the persons listed below (together the Attorneys, each an Attorney)

1.

yKkazeieaemca ®.1.0. NoseperHoro/indicate Attorney's full name obpasey nodnucu NosepeHHoro/Attorney's signature specimen
JlaHHble dokymeHma, ydocmoeepsarou,e2o audHocmes/Details of ID document:

2

ykassieaemca d.1.0. NosepeHHoro/indicate Attorney's full name o6pasey nodnucu NosepeHHoro/Attorney's signature specimen
JaHHble dokymeHma, ydocmosepstrouje2o auyHocms/Details of ID document:

oT umeHun [loseputensa cosepliatb cneaytolme aencteus/perform the following acts on behalf of the
Principal:

. 3aKNounTb [loroBop 06 3/1EeKTPOHHOM AOKYMEHTOObOopOTe B LEnax npucoeguHeHus K Npasuiam
3/IeKTPOHHOro AoKymeHToobopota OO0 «PeHeccaHc bpokep», a TaKKe U3MEHATb U PACTOPrHYTb
YKasaHHbI [oroBop 06 31eKTpOHHOM AoKymeHToobopoTe/enter into the Electronic Document
Workflow Agreement for the purpose of acceding to the Electronic Document Workflow Rules of
Renaissance Broker Limited and amend and terminate the said Electronic Document Workflow
Agreement;

. coBeplwaTb Ntobble UHble AeNCcTBUA, HeobXoaMMble ANA peanunsaumy NoAHOMOYMI MO HacToAWeN
nosepeHHoctu/perform any other acts necessary for the exercise of powers hereunder.

MpaBom, MPUMEHMMbIM K HACTOAWEN [LOBEPEHHOCTW, a TaKXe K OTHOWeHWAM mexay Loseputesnem,
MoBepeHHbIM U TpeTbUMM Nnuamn, asnsetca npaso Poccuiickont ®epepaumun./The law of the Russian
Federation shall be the law applicable to this power of attorney and to relations between the Principal, the
Attorney and third parties.

HacroAulan 4oBepeHHOCTb BblAgaHa CPOKOM Ha naTb sieT./ This power of attorney shall be valid for a period of
five years.



Moanucy NosepeHHbIX yaoctosepsato./ | certify the signatures of the Attorneys.

(®.1.0. nonHocmeio u nodnucs)/ (Full name and signature)

JlosepeHHocmb, 8bI0aHHASA 8 MopsAdKe nepedosepus, 00X HA 6bimb 3asepeHa HomapuanbHo/A power of
attorney issued by way of substitution must be notarized, unless otherwise specified in the laws of the
Russian Federation



MpunoxkeHne Ne2

K MpaBunam 3aNeKTPOHHOro A0KYMeHToobopoTa
000 «PeHeccaHc Bpokep»/ Schedule No.2

To Electronic Document Workflow Rules of
Renaissance Broker Limited

B 000 «PeHeccaHc Bpokep»/To Renaissance Broker Limited
«[®]» [#] 202 [e]T.

(HanmeHoBaHune/®d.N.0. YuactHuka)/ (name/full name of
Participant)

Cnucok Monb3osareneit JinuHoro kabuHera/List of Client Portal Users

HactoAawmm [®] (naumerosanue/®.4.0.) HanpaBnseT Cnucok [lonb3oBaTeneit JIM4yHOro KabuHeTa W
noaTeepKpaeT npegoctasneHve [Monb3oBatenamu JiMdHoro KabuHeTa cornacus Ha nonydeHue Kopgos
noaTeepaeHui nocpeactsom CMC-yBegomneHnit Ha MobunbHbiit Homep, NYLU-ysBegomneHnint B MobuabHom
NPUIOXKEHUN U COOBLWLEHMI Ha ABTOPU30BAHHbIN agpec 3S1EKTPOHHOM NoYThl. Monb3oBaTenn JInyHoro KabuHeTa
03HaKomneHbl ¢ MNpaBuaamm aNeKTPpoHHOro fokymeHToobopota OO0 «PeHeccaHc Bpokep» 1 npeaynpexaeHsbl
06 06s3aHHOCTU cob1t0AaTb KOHOMAEHUMaNbHOCTb Ktoua an1ekTpoHHo noanucu./ [¢] (name/full name) hereby
sends the List of List of Client Portal Users and confirms that Client Portal Users provide consent to receive
Confirmation Codes via SMS notifications to the Mobile Number, PUSH notifications in the Mobile Application
and messages to the Authorized Email Address. Client Portal Users have read the Electronic Document Workflow
Rules of Renaissance Broker Limited and have been warned of the obligation to keep the Electronic Signature Key
confidential.

Nornx
o A 7
n ®.11.0. Nonb3osatena JinuHoro (npuceanBaemblit Homep mobunbHoro ZT}?epKTZiaHHOH;:IOiﬁEEC
/n/lte | KabuHeta (nonHocTbio)/ Full name of |  O6wectsom)/ Login TenedpoHa/Mobile phone /Autr?orized o-mail
m no. Client Portal User (in full) (assigned by the number address
Company)
1

[*]
HauMeHOoBaHWe AO/MKHOCTU pyKoBOoAUTENA YUacTHUKa (a8 topuanuecknx auu)/title of head of Participant
(for legal entities)

[*1/[°)/

(bamunma U.0., nognuce)/(surname first name, patronymic, signature)



MpunoxkeHne Ne3

K MpaBunam 3aNeKTPOHHOro A0KYMeHToobopoTa
000 «PeHeccaHc Bpokep»/Schedule No.3

To Electronic Document Workflow Rules of
Renaissance Broker Limited

3AABJIEHUNE

o dakTe KomnpomeTaumm 3NeKTPOHHOM noanucu n/unm o nogospeHnn Ha KomnpomeTtaumio
aneKkTpoHHon nognucu/ Declaration of the fact of the Electronic Signature Leak or of the suspicion of
the Electronic Signature Leak

[¢].[*].20[] r.

Hacroawmm/Hereby

J
(monHoe HauMeHo8aHUEe Y4aCMHUKA Uau NoaAHOCMbI0 hamusus, UMA, om4yecmao (npu Haauvuu) Yyacmuuka uau lons3osamens
JluyHozo kabuHema)/ (full name of the Participant or surname, first name, patronymic (if any) of the Participant or the Client Portal
User)

B COOTBETCTBUM C [MpaBUNamm 31eKTPOHHOro AoKymeHToobopoTa OO0 «PeHeccaHc Bpokep» 3asBaseT o
dakTe Komnpomertauum 3n1eKTPOHHOM noanucyh u/wmam o noao3peHun Ha Komnpometaumio 3/1eKTPOHHOM
nognucu cneaytolmx Monb3osartenei JinuHoro KabuHeta*/in accordance with the Electronic Document
Workflow Rules, Renaissance Broker Limited declares the fact of the Electronic Signature Leak and/or the
suspicion of the Electronic Signature Leak of the following Client Portal Users*:

n ®.1.0. Nonb3osatena JinuHoro KabuHeta (nonHoctbio)/Full name Client Portal Mo6unbHbIit Homep/Mobile number
/n/lt User (in full)
em
no.

1

2

Mpowy npekpaTUTb AEUCTBUE AENCTBYIOWMX INEKTPOHHbIX MOANMCEN nepevncieHHblx [onb3osaTtenei
JlnuHoro KabuHeta./l hereby request that you terminate the valid Electronic Signatures of the listed Client
Portal Users.

(®10)/ (FULL NAME)

(nognuce)/ (signature)

*Mpwn HanpaBneHun 3aaBneHus lMonb3oBatenem JIMYHOro KabwHeTa, He sABAstowWerocs YYacTHUKOM, B
Tabnuue ykasbiBaloTcA CBeAeHUA TObKO AaHHoro Monb3osatena JinyHoro KabuHeta./ When a Client Portal
User, who is not a Participant, sends the Declaration, the table shall contain only the information on such
Client Portal User.



	1. Terms and definitions
	Authorized email address means an email address indicated by the Participant at the time of remote Agreement execution and/or in the List of Client Portal Users to be sent by the Participant to the Company.
	Admin Section of EDW System means a section of the corporate information system of the Company containing specialized tools and settings, whereby the Company is enabled to grant, terminate and restrict access to the Client Portal to the Client Portal Users, upload to the Client Portal Electronic Documents and other information in the electronic form, sign the Electronic Documents, monitor actions of the Client Portal User, record the fact (including time and date) of dispatch of information notices and the contents thereof and perform other actions to manage the EDW System. The Company's Authorized Representative accesses the Admin Section of the EDW System using the Login of the Company's Authorized Representative and a matching password.
	Authentication means the procedure of verifying whether the keyed in Password matches the Identifier specified at the time of Identification.
	Group of Electronic Documents means several Electronic Documents entered into the EDW System and combined by a Participant or a Company for the purpose of signing with a single Confirmation Code.
	Agreement means the Electronic Document Workflow Agreement to be made between the Participant and the Company, whereby the Participant accedes to the Rules.
	USIA (Unified system of identification and authentication) – federal government information system for provision when and as established in the laws of the Russian Federation of authorized access to information, contained in information systems. 
	Agreement accession application (offer) – application offer for the Agreement accession, submitted by the Participant to the Company in an electronic form by way of filling out a designated form on the Company’s webpage. 
	Identifier means a unique combination of digits, letters and/or special symbols designed for accessing the EDW System and used for the purpose of the Identification of the Client Portal User or the Company's Authorized Representative respectively. A cell phone number or an Authorized email address or the Login of the Client Portal User may be used as the Identifier of the Client Portal User. The Client Portal User may use one Identifier to access client portals of other participants, provided that such participants have granted to it relevant powers.
	Identification means a procedure of identifying (verifying) the Client Portal User or the Company's Authorized Representative using its Identifier.
	Company's Homepage means a page on the official website of the Company in the information-telecommunication network Internet at www.renbroker.ru
	Information notice means an SMS message, PUSH-message and/or an electronic message sent to an Authorized email address or a corporate email of the Company's Authorized Representative.
	Electronic Signature Key means a unique sequence of symbols intended for creating an Electronic Signature. The Electronic Signature Key means the aggregate of the Identifier and a matching Password.
	Confirmation Code means a verification code that is sent in the Information Notice and can be used to log into the Client Portal, to sign documents and to confirm other actions of the Participant, Client Portal User and/or the Company's Authorized Representative in the EDW System and/or on the Company’s webpage.
	Electronic Signature Leak means a possible unauthorized use of the Electronic Signature Key by unauthorized persons.
	Client Portal means a dedicated section of the Company's Homepage created separately for the Participant or a Mobile Application installed on a Mobile Device of the Participant (Client Portal User), which contain various reports, notices and information and may be used for Electronic Document Workflow and (if such option is activated by the Company) for submission of orders. The functionality of the Client Portal accessed via the web interface may be different from the functionality of the Client Portal accessed via the Mobile Application.
	Client Portal User's Login means an Identifier assigned by the Client Portal User itself when registering in the Client Portal assigned to the Personal Account User by the Company for the web interface located at cabinet.renbroker.ru on the Internet.
	Login of the Company's Authorized Representative means an Identifier of the Company's Authorized Representative.
	Mobile Application means specialized software designed to be used on a Mobile Device available for installation through the official Google Play, RuStrore or AppStore application stores.  
	Mobile Device means a technical device connected to the information and telecommunications network "Internet” (smartphone, tablet) operating on Android or iOS operating systems, on which the Client Portal User uses the Mobile Application.
	Mobile Phone Number means a subscriber number of the Client Portal User in the mobile radiotelephone communication network of one of the mobile operators indicated by the Participant at the time of remote Agreement execution and/or in the List of Client Portal Users.
	Electronic Documents Pack means several Electronic Documents combined and uploaded to the EDW System in the form of a single file.
	Password means a secret combination of symbols known only to the Client Portal User or the Company's Authorized Representative respectively and specified by them at their own discretion, which, together with the Identifier, is used by the Client Portal User to access the Client Portal or by the Company's Authorized Representative to access the Admin Section of EDW System respectively. The Client Portal User and the Company's Authorized Representative may change the Password at any time.
	Client Portal User means an individual - a Participant, and/or a person authorized by the Participant on behalf of the Participant 1) to work in the Client Portal in accordance with the scope of rights granted to it by the Participant, and 2) to use the Identifier and the Password registered in the name of the Client Portal User. All actions of the Client Portal User performed by it in the Client Portal shall be deemed performed by the Participant.
	Rules means these Electronic Document Workflow Rules of Renaissance Broker Limited in effect at the time the same are applied.
	PUSH message means a short text message intended to send the Confirmation Code or other information to the Participant (Client Portal User) in the form of a pop-up message on the screen of the Mobile Device, on which the Mobile Application is installed.
	EDW System means the Company's corporate information system intended for electronic interaction between the Company and the Participant in accordance with the Rules and Federal Law No.63-FZ dated 06 April 2011 "On Electronic Signature". The EDW system includes the Client Portal and the Admin Section of EDW System.
	SMS message means a short text message intended for sending the Confirmation Code or other information to the Participant (Client Portal User) to the Mobile Phone Number. To receive SMS messages, the User must have a short message service (SMS) activated by the mobile operator.
	List of Client Portal Users means a list of Client Portal Users provided by the Participant to the Company in the form of Schedule No.2 to the Rules.
	Company's Authorized Representative means a person, who has the authority to act on behalf of the Company in the EDW System, sign Electronic Documents and/or perform other actions specified in the Rules and/or functionality of the EDW System.
	Participant means a person, who has entered into the Agreement with the Company and acceded to the Rules.
	Hash means the result of processing an Electronic Document by the SHA-256 hashing algorithm, which is a sequence of 64 hexadecimal characters.
	Hashing – for the purposes of the Rules hashing means the conversion of an array of input data of arbitrary length (including an Electronic Document) into an output hexadecimal 64-digit string performed by the SHA-256 hashing algorithm. The Hash is the result of such conversion.
	Electronic Signature means information in the electronic form created by using the Electronic Signature Key, which is linked to the Electronic Document and confirms the fact of the formation of an electronic signature by a certain person, and also allows one to identify the Client Portal User/Company's Authorized Representative, who signed the Electronic Document. Under the Rules, a simple electronic signature is used.
	Electronic Document means a document, in which information is provided in the electronic form, i.e., in the form suitable for human perception using electronic computers and for transmission over information and telecommunication networks or processing in information systems. The form of displaying information in the Electronic Document may differ from the form of displaying information in a document of a similar type on paper, including from the form of such document on paper used when providing services to the Participant by the Company. Provided that the Electronic Document contains all the necessary details required for a document of such type by law and/or approved by the Company, and / or provided for by the agreement.
	Electronic Document Workflow means the process of electronic interaction between the Company and the Participant carried out by exchanging Electronic Documents using the EDW System and/or in a dedicated section on the Company’s webpage.
	2. Subject-matter of Rules.
	2.1. The Rules set out the procedure for the Participant to accede to the Rules and govern the terms and procedure for the implementation of the Electronic Document Workflow between the Company and the Participant.
	- any other exchange of electronic documents, including for the purpose of entering into and/or performing agreements between the Company and the Participant.
	3. General provisions. Rights and obligations of participants in the Electronic Document Workflow.
	3. Общие положения. Права и обязанности участников Электронного документооборота.
	The confirmation code that is sent to the Individual’s Mobile Phone Number and is entered at the time of the Agreement Accession Application (Offer) execution shall be deemed as the equivalent of the handwritten signature of such individual. The Participant and the Company agree that the Agreement Accession Application (Offer) that is executed in such manner shall be deemed equal to a document that is signed by the Participant by a handwritten signature in a hard copy.
	The Rules, including all Schedules hereto, are approved by the Company, are valid for an indefinite term and may be terminated at any time if so resolved by the Company. For the Participant, the Rules may also be terminated in connection with the termination of the Agreement, which may be terminated by the Participant, the Company or if so agreed between the parties.
	3.5. Termination of the Rules does not affect the legal force and validity of the Electronic Documents that the Company and the Participant exchanged during the period they were in effect.
	3.6. The text of the Agreement and the Rules is publicly available on the Company's Homepage and are made available to the general public. By acceding to the Rules, the Participant undertakes to regularly refer to the Company's Homepage for possible amendments to the Rules and bears all the risks in full associated with failure to fulfil or improper fulfillment of such obligation.
	3.7. The Company may:
	3.7.1. request from the Participant documents and information required by laws of the Russian Federation, including those relating to combating the legalization (laundering) of crime proceeds and the financing of terrorism, and/or the Rules and request that the Participant appear in person at the office of the Company for the purpose of providing the Company with such documents and/or information;
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