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MpaBuna aneKTPOHHOro AoKymeHToo60poTa

000 «PeHeccaHc Bpokep»

Electronic Document Workflow Rules

of Renaissance Broker Limited

1. TepmuHbI M onpeaeneHus

1. Terms and definitions

Aemopu308aHHbIii adpec 3neKmpoHHol noymel —
agpec 3/IEKTPOHHOM nouyThl, YKa3aHHbIN
YYacTHUKOM NpU  AUCTAaHUMOHHOM 3aKAHYEHUU
Horosopa wu/unan B Cnucke [Monb3osarteneit
JInyHoro KabuHeTa, HanpaBAfSeMOM YYaCTHUKOM
Ob6uecTsy.

Authorized email address means an email address
indicated by the Participant at the time of remote
Agreement execution and/or in the List of Client
Portal Users to be sent by the Participant to the
Company.

AOmuHucmpamueHaa yacme Cucmemoi 340 -
4YacTb KOPNOPATUBHOM MHPOPMALMOHHOM CUCTEMBI
ObuwecTtBa, coAep:kallas crneunannmsnmpoBaHHble
WMHCTPYMEHTbI U HACTPOMKM, MOCPEACTBOM KOTOPbIX
O6uwecTtBO MMeeT BO3MOMKHOCTb MpPeaocCTaBATb,
npeKkpawartb U OorpaHMuYnBaTtb H0CTyn B JINYHbIN
KabuHeT [Monb3osatenam JiMyHoro KabuHerta,
pasmewatb B JINUHOM KabuHeTe INEKTPOHHble
OOKYMEHTbI U UHYH0 MHOPMALMIO B 3/1EKTPOHHOM
BMAE, MOAMUCHIBATb D/NIEKTPOHHbIE [OKYMEHTbI,
OCYLLECTBNATb MOHUTOPUHT aencTeuni
Monb3oBatena JinyHoro KabuHeTa, PpuKcMposaTb

Admin Section of EDW System means a section of
the corporate information system of the Company
containing specialized tools and settings, whereby
the Company is enabled to grant, terminate and
restrict access to the Client Portal to the Client Portal
Users, upload to the Client Portal Electronic
Documents and other information in the electronic
form, sign the Electronic Documents, monitor
actions of the Client Portal User, record the fact
(including time and date) of dispatch of information
notices and the contents thereof and perform other
actions to manage the EDW System. The Company's

dakT (BKNoyas Bpems M pgaty) oTtnpasBku | Authorized Representative accesses the Admin
NHbopmaumMoHHbIX cOobLEeHnI U ux cogeprkaHue, | Section of the EDW System using the Login of the
a TaKKe coBepwaTtb WHble gekcteua no | Company's Authorized Representative and a
ynpasneHuto  Cuctemoirr  30. [Hoctyn B | matching password.

AOMUHUCTPATUBHYKO  4YacTb  Cuctembl 340

ocylwecTsnfeTcds  YNOAHOMOYEHHbIM  JIMLOM

ObuwecTBa C MCNONb30BaHUEM JNlornHa

YNONHOMOYEHHOTO nvya ObuecTtsa 7]

cooTBeTcTBYlOLWEro emy Mapons.

AymeHmugukayua — npoueaypa nposepku | Authentication means the procedure of verifying
BBedeHHoro [lapons Ha ero cootBetctBue | whether the keyed in Password matches the
NaeHTudmKaTopy, yKa3aHHOMY npu | Identifier specified at the time of Identification.
NaeHTUdMKaunm.

Tpynna 3neKmpoHHbIX 00KYMeHMO8 — HECKObKO
DNEeKTPOHHbIX OKYMEHTOB, BHECEHHbIX B Cnuctemy
300 un obObeAMHEHHbIX  YYaCTHUKOM UK
ObwectBoOM pgaa  ueneit nognucaHua  OAHUM
Kogom noarsepxaeHuA.

Group of Electronic Documents means several
Electronic Documents entered into the EDW System
and combined by a Participant or a Company for the
purpose of signing with a single Confirmation Code.

Hozoeop — [oroBop 06  31EKTPOHHOM
[OKyMeHTo0ob0opoTe, 3aK/Il0MaemblIi MeKay
YyactTHMKom n O6wecTtBOM, B COOTBETCTBUM C
KOTOPbIM YUYacTHUK npucoeamHaeTtca K Mpasunam.

Agreement means the Electronic Document
Workflow Agreement to be made between the
Participant and the Company, whereby the
Participant accedes to the Rules.




ECUA (EQuHas cucmema udeHmugpukayuu u

aymeHmuguKkayuu) - denepanbHan
rocygapcrseHHaa WMHPOPMALIMOHHAA  cUCTema,
npefocTasnsalOWas B  CAydyasx M Mopsagke,

YCTaHOBMEHHbIX 3aKOHOAATENbCTBOM Poccmitckol
depepaunn, CaHKUMOHMPOBAHHbLIM  AocTyn K
nHdopmaumuy, cogepKalencs B
MHPOPMALMOHHBIX CUCTEMAX.

USIA (Unified system of identification and
authentication) — federal government information
system for provision when and as established in the
laws of the Russian Federation of authorized access
to information, contained in information systems.

3aseneHue (ogpepma) o npucoeduHeHUU K
Aozoeopy — 3aaBneHne-odpepTa 0 NpucoeguHEHNN
K Jorosopy, nogasaemoe YyacTHMKom Ob6Liectsy B
3/1IeKTPOHHOM BMAE NOCPenCcTBOM 3aNOHEeHUsA
cneumanbHon ¢Gopmbl Ha MHTepHeT-cTpaHuue
ObuiecTsa.

Agreement accession application (offer) -
application offer for the Agreement accession,
submitted by the Participant to the Company in an
electronic form by way of filling out a designated
form on the Company’s webpage.

NdeHnmudgukamop — yHUKanbHas KoMOBMHauMs
unop, 6YKB W/MaM  cneumanbHbiX CUMBOJIOB,
npegHasHayeHHaa ana gocryna s Cuctemy 340 u
ncnonb3yemas B uenax  UaeHtudukaumuy,
COOTBETCTBEHHO, MNonb3osartena JlnyHoro
KabuHeTta unm YnosHomodeHHoro anua Obuiectsa.
B kKauectBe MWaeHTudumkatopa [onb3osatena
NlnyHoro KabwuHeTa MOKeT 6bITb WCNONb30BaH
Homep MOBUNBHOrO TenedpoHa nm
ABTOPW30BaHHbIN aapec 3/EKTPOHHOM MOYTbl UK
JloruH Monb3oBatens  JInyHoro  KabuHerta.
Monb3oBaTenb  JIn4HOro  KabuHeTa  MOXKeT
MCNo/b30BaTb 04MH MaeHTUdMKATOp ANA AocTyna
B JIMYHbIE KabWHETbl WHbIX YYaCTHMKOB nNpU
YCNOBMW, 4YTO TAKMMM  YYACTHMKAMM  emy
npeaoCcTaBaeHbl COOTBETCTBYHOLLME NOJTHOMOYMA.

Identifier means a unique combination of digits,
letters and/or special symbols designed for
accessing the EDW System and used for the purpose
of the Identification of the Client Portal User or the
Company's Authorized Representative respectively.
A cell phone number or an Authorized email address
or the Login of the Client Portal User may be used as
the Identifier of the Client Portal User. The Client
Portal User may use one Identifier to access client
portals of other participants, provided that such
participants have granted to it relevant powers.

UNdenmudpukayua — npoueaypa naeHTUdbUKaumm
(pacnosHaBaHwus) Monb3oBaTtens JlnyHoro
KabuHeTa uam YnonHomoueHHoro avua ObuwiecTsa
no ero MaeHtuoukatopy.

Identification means a procedure of identifying
(verifying) the Client Portal User or the Company's
Authorized Representative using its ldentifier.

UHnmepHem-cmpaHuya Obwiecmea - CTpaHuLa Ha
odnumanbHoOm calite ObuiectBa B
MHPOPMAUNOHHO-TENEKOMMYHUKALMOHHOW  CEeTH
«NHTepHeT» no agpecy www.renbroker.ru.

Company's Homepage means a page on the official
website of the Company in the information-
telecommunication network Internet at
www.renbroker.ru

UHdopmayuoHHoe  coobujeHue —  CMC-
coobueHune, NYL-coobueHne n/van cooblieHune
B  3/1EKTPOHHOM  BMAE, HanpaB/ieHHOe Ha
ABTOpPM30BaHHbI agpec 3N1eKTPOHHON NOYTbl UAN
Ha KOPMOPATUBHYID  3/IEKTPOHHYIO nouTy
YnonHomoueHHoro nnua Obuiecrtsa.

Information notice means an SMS message, PUSH-
message and/or an electronic message sent to an
Authorized email address or a corporate email of the
Company's Authorized Representative.



http://www.renbroker.ru/
http://www.renbroker.ru/

Knou 3neKkmpoHHOli nodnucu - YyHWKa/bHas
nocneno0BaTeNbHOCTb CMMBOOB,
npefAHasHayeHHas AAa co34aHMA DNEeKTPOHHOM
noanucu. Moa Kntouom 31eKTPOHHOM noanucu
NOHMMAETCA COBOKYyNHocTb WMaeHTudUKaTopa WU
CBA3AHHOrO ¢ HUM [MaponA.

Electronic Signature Key means a unique sequence
of symbols intended for creating an Electronic
Signature. The Electronic Signature Key means the
aggregate of the Identifier and a matching
Password.

Kod noomeepiydeHus - nNpPOBEPOYHbIA KoA,
KOTOpbIA Hanpasnsetca B WHPopmauMOHHOM
COOBLEHNN N MOXKET UCMO/b30BATLCA 411 BXO4a B
JInyHblr KabuHeT, nognucaHWs [OKYMEHTOB, a
TaKXe ANna NOATBEPXAEHMA MHbIX OEUCTBUN
YuactHuKa, [Monb3oBatensa JIMYHOro KabuHeTa
n/van  YnonHomoueHHoro sauua Obuwectsa B
Cucteme 300 w/vuam Ha WHTepHeT-cTpaHuue
ObuiecTsa.

Confirmation Code means a verification code that is
sent in the Information Notice and can be used to
log into the Client Portal, to sign documents and to
confirm other actions of the Participant, Client
Portal User and/or the Company's Authorized
Representative in the EDW System and/or on the
Company’s webpage.

Komnpomemayua 3neKkmpoHHoii nodnucu —
BO3MOXHOCTb HEeCaHKUMOHWPOBAHHOIO
MCMNO/Nb30BaHUA Kntouya 3/1eKTPOHHOM Moanucu
HEeyNnoJIHOMOYEHHbIMW INLLAMM.

Electronic Signature Leak means a possible
unauthorized use of the Electronic Signature Key by
unauthorized persons.

JluyHolli KabuHem - VHAMBUAYaNbHbIM  ONs
YyacTHMKa cneumMannsmpoBaHHbIA  pas3gen Ha
NHTepHeT-cTpaHuue Ob6uiectsa u/mam MobunbHoe
NPWAOXKEHUe, YCTaHOBJEHHOe Ha MobuabHOM
ycTpoiictBe YuacTHuka (Monb3osatena JIMYHOro

KabuHeTa), KOTOpble coAepaT pPasNUyHble
OTYeTHble martepuanb, yBegomneHums "
MHPOPMAUMOHHbIE CBedeHMA W MOryT ObITb
NCMO/1b30BaHbl ans JNEeKTPOHHOro
[OOKYMeHTo060pOoTa, a TaKxe (npwm
npeaocTaBAEHUM TaKoW TEeXHUYECKOM
BO3MOXHOCTM  ObwectBom)  Ans  nojau
pacrnopsaauTesbHbIX  AOKYMEHTOB. DyHKUMOHanN
NnyHoro  KabuHeTa, [AOCTYyN K  KOTOpOMy

ocywiectsnseTca 4yepes web-uHTEpdenc, moxker
OT/IMYaTbCA OT GyHKUMOHanNa JInyHoro KabuHera,
JOCTYM K KOTOPOMY OCYLLECTBASIETCA 4epes
Mob6u1IbHOE NPUIOXKEHME.

Client Portal means a dedicated section of the
Company's Homepage created separately for the
Participant or a Mobile Application installed on a
Mobile Device of the Participant (Client Portal User),
which contain various reports, notices and
information and may be used for Electronic
Document Workflow and (if such option is activated
by the Company) for submission of orders. The
functionality of the Client Portal accessed via the
web interface may be different from the
functionality of the Client Portal accessed via the
Mobile Application.

JlozuH [lonb3oeamensa JluyHo20 KabuHema -—
NaoeHTuduMKaTop, NpUCcBOEHHbIN [Mosb3oBaTento
JlnyHoro KabuHeTa ObuwecTtsom WU
CaMOCTOATEe/IbHO Ha3HayeHHblh [lonb3oBaTesem
JlnyHoro KabuHeTa npu cBOEM perncTpaunmn B
InyHom  KabuHete ambo cmeHe  JloruHa
Monb3osaTena JiInuHoro KabuHeTa.

Client Portal User's Login means an lIdentifier
assigned to the Client Portal User by the Company
or assigned by the Client Portal User itself when
registering in the Client Portal or changing the Client
Portal User's Login.

JloczuH YnosaHomouyeHHO20 auya O6buwecmea -
NaeHTnduKaTop, NPUCBOEHHbIN
YnonHomoueHHomMy anuy Obuiectsa.

Login of the Company's Authorized Representative
means an ldentifier assigned to the Company's
Authorized Representative.




MobunbHoe npunoxeHue -
cneunanusnpoBaHHoe nporpammHoe
obecneyeHwue, npegHasHaveHHoe ans

MCMoAb30BaHNA ero Ha MobunbHOM YCTPOICTBE,
OOCTYyMHOEe AAa YCTaHOBKWM uyepe3 oduumabHble

Mobile Application means specialized software
designed to be used on a Mobile Device available for
installation through the official Google Play or
AppStore application stores.

marasuvHbl  npuaoxeHunn Google Play waum

AppStore.

MobunbHoe ycmpoiicmeo —  TexHudeckoe | Mobile Device means a technical device connected
YCTPOICTBO, nmetouLee NoAKAoYeHne K| to the information and telecommunications

VIHd)OpMaLI,VIOHHO-TGJ'IEKOMMVHVIKaLI,VIOHHOVI cetn

«UHTEpHET” (cmapTdoH, NAAHWEeTHbIN
KomnbtoTep), ¢yHKUMOHMpytlowee Ha  bHase
onepaumoHHbix cuctem  Android wnam  i0S,

nocpeacrsom KOTOpOro MNonb3osatensb JIM4HoOro
KabuHeTa ncnonb3yer MobunbHoe NPUNOXKEHNE.

network "Internet” (smartphone, tablet) operating
on Android or iOS operating systems, on which the
Client Portal User uses the Mobile Application.

Homep mobunbHo20 menegoHa — abOHEHTCKUMN
Homep [lMonb3oBaTensa JInuHoro KabuHeTa B ceTu
NoABUXHOM paanoTenePoHHOM CBA3U OLHOrO M3
onepaTtopoB  MOOMAbHOW  CBA3M, YKasaHHbIA
YYaCTHUKOM NpU  AUCTAaHULMOHHOM 3aKIHYEHUU
Horosopa wu/unn B Cnucke [lonb3osartenei
JNlnyHoro KabuHerTa.

Mobile Phone Number means a subscriber number
of the Client Portal User in the mobile
radiotelephone communication network of one of
the mobile operators indicated by the Participant at
the time of remote Agreement execution and/or in
the List of Client Portal Users.

Obwiecmeo - O06uwectBO C  OrpaHUYeHHOM
OTBETCTBEHHOCTbIO «PeHeccaHc bpokep».

Company means Renaissance Broker Limited.

Makem 3neKMpPoOHHbIX O0KYMeHMO8 — HECKO/IbKO
INEKTPOHHbIX [AOKYMEHTOB, OObeAMHEHHbIX |
BHeCE&HHbIX B Cnuctemy 340 B BMAE ogHoro daina.

Electronic Documents Pack means several
Electronic Documents combined and uploaded to
the EDW System in the form of a single file.

lMaponb — ceKkpeTHaa KOMOMHAUMA CUMMBOOB,
M3BECTHasA TO/IbKO, COOTBETCTBEHHO,
Nonb3oBaTento JlnyHoro KabuHeTa nnau
YNoaAHOMOYEHHOMY avuy ObuwecTtBa 7
Ha3HaYyaemaa MMM MO CBOEMY YCMOTPEHMUIO,
KOTOpas CcoBMeCTHO ¢ WaeHTuduKaTopom,
MCMONb3yeTcA JNA  [oCTyna  COOTBETCTBEHHO
Monb3oBatenss JIMYHOro KabuHeTa K JIM4HOMY
KabuHeTy nam YnonHomoueHHoro nmua Obuwectsa
K AgMUHUCTpaTMBHOM 4YacTm Cuctemsbl 340.
MNonb3osaTensb JlnyHoro KabuHeTa "
YnonHomoyeHHoe nuuo O6uwectBa Bnpase B
ntoboe Bpemsa M3meHUTb Maponsb.

Password means a secret combination of symbols
known only to the Client Portal User or the
Company's Authorized Representative respectively
and specified by them at their own discretion,
which, together with the Identifier, is used by the
Client Portal User to access the Client Portal or by
the Company's Authorized Representative to access
the Admin Section of EDW System respectively. The
Client Portal User and the Company's Authorized
Representative may change the Password at any
time.




lMonb3oeamens JluyHo20 KabuHema -
du3nueckoe MU0 - YYacTHWK, u/vam anuo,
YyNOAHOMOYEHHOe  YYacTHMKOM OT  UMEHMn

YuactHuKa 1) paboTatb B JIn4HOM KabuHeTe B
COOTBETCTBUM C obbemom npas,
npeaocTaBNeHHbIM  eMy  Y4yacTHMKom, wu  2)
MCNONb30BaTb  3aPErnMcTPUpPOBAHHbIA  HA  MMA
Monb3osaTtens JInuHoro KabuHeTa UaeHTUdMKaTOP
n Maponb. Bce gencreua Monbsosatena JinuHoro
KabuHeTa, coBeplUeHHble UM B JIMUHOM KabuHeTe,
CYMTAOTCA COBEPLUEHHbBIMU YYAaCTHUKOM.

Client Portal User means an individual - a
Participant, and/or a person authorized by the
Participant on behalf of the Participant 1) to work in
the Client Portal in accordance with the scope of
rights granted to it by the Participant, and 2) to use
the Identifier and the Password registered in the
name of the Client Portal User. All actions of the
Client Portal User performed by it in the Client Portal
shall be deemed performed by the Participant.

Mpasuna — HactoAwme [paBuna 31EKTPOHHOrO
[oKymeHToobopoTa OO0 «PeHeccaHc bpokep» B
pefaKkumMu,  OeWCTBylOWEN Ha  MOMEHT  UX
npUMeHeHusA.

Rules means these Electronic Document Workflow
Rules of Renaissance Broker Limited in effect at the
time the same are applied.

nyll-coobweHue —  KOpPOTKOE  TEKCTOBOE
coobueHne, npegHasHayYeHHoe AA nepegayu
Koga noartBepKaeHMA WANM UHOW WMHbOpMaLMM
YuactHuKy (Monb3oBatento JInuHoro KabuHeTa), B
BUAEe BCMN/AbIBAOWEro COOBWEHNA Ha 3KpaHe

PUSH message means a short text message
intended to send the Confirmation Code or other
information to the Participant (Client Portal User) in
the form of a pop-up message on the screen of the
Mobile Device, on which the Mobile Application is

MobunbHoro YCTPOWCTBA, Ha KoTopom | installed.

ycTaHoBNeHO MobuibHOe NpuaoKeHue.

Cucmema 340 - KopnopatueHaa | EDW System means the Company's corporate
MHPOpPMALMOHHan cuctema Obuecta, | information system intended for electronic
npeAHasHayeHHas ana ocywiectsneHus | interaction between the Company and the
3/IEKTPOHHOrO B3aMMOAENCTBUA mexxay | Participant in accordance with the Rules and Federal

ObuwectBOM M YYacCTHMKOM B COOTBETCTBUM C
Mpasunamm n dPepepanbHbiM 3akoHOM oT 06
anpena 2011 roga Ne 63-d3 «0O6 3n1eKTPOHHOM
noanucuy. Cuctema 340 BKkAtoYaeT B ceba JINYHbIN
KabuHeT M AAMMHUCTPATUBHYIO 4acTb CucTembl
340.

Law No.63-FZ dated 06 April 2011 "On Electronic
Signature". The EDW system includes the Client
Portal and the Admin Section of EDW System.

CMC-coobuwjeHue  — KOpOTKOEe TeKCcToBoe
coobueHne, npegHasHayeHHoe AA nepegayu
Koga noartBepKaeHMA WAWM UHOW WMHbOpMaLUM
YuacTHuKy (Monb3oBaTtento JIMYHoro KabuHerta) Ha
Homep mobunbHoro tenedoHa. [na nonyyeHun
CMC-coobuieHnii Monb3oBaTesb AO/MKEH WMMETb
NOAK/MIOYEHHYI0 Yy onepatopa MOOUNbLHOW CBS3M
yCayry npuema-nepenaydn KOPOTKUX TEKCTOBbIX
coobuieHnit (CMC).

SMS message means a short text message intended
for sending the Confirmation Code or other
information to the Participant (Client Portal User) to
the Mobile Phone Number. To receive SMS
messages, the User must have a short message
service (SMS) activated by the mobile operator.

Cnucok [lonv3osameneii /luuHo20 KabuHema —
cnucok  lNonb3oBaTeneit  JInyHoro KabuHerta,
npefocTasnsemMblit  YyactHMkom O6uectsy no
dopme MpunoxkeHma Ne 2 K Mpasuaam.

List of Client Portal Users means a list of Client
Portal Users provided by the Participant to the
Company in the form of Schedule No.2 to the Rules.




YnonHomouyeHHoe nauyo Ob6bwjecmea — nUUO,
MMetolLee NOAHOMOYMA AENCTBOBATb OT MMEHM
Obuwectea B Cucteme 340, noanucbiBaTb
DNEKTPOHHbIE AOKYMEHTbI W/UAKM OCYLLECTBAATb
WMHble OEeNcTBUA, NpeaycmoTpeHHble [pasunamm
n/vnm pyHKuMoHanom Cucrembl 0.

Company's Authorized Representative means a
person, who has the authority to act on behalf of the
Company in the EDW System, sign Electronic
Documents and/or perform other actions specified
in the Rules and/or functionality of the EDW System.

YuacmHuk — nnuo, 3aknoumsluee ¢ Obuiectsom
[orosop v npucoeamHusLleecs K Mpasunam.

Participant means a person, who has entered into
the Agreement with the Company and acceded to
the Rules.

Xew — pe3ynbraT 06paboTKM DNEKTPOHHOro
OOKYMEHTa anroputmom xewmposaHua SHA-256,
npeacrasastowmin cobon nocnenoBaTeIbHOCTb M3

Hash means the result of processing an Electronic
Document by the SHA-256 hashing algorithm, which
is a sequence of 64 hexadecimal characters.

64  3HAKOB  LUECTHAALATEPUYHOM  CUCTEMBI

NcYUCNEHNA.

XewuposaHue — pana uenen [pasun nog | Hashing — for the purposes of the Rules hashing
XeWwnpoBaHMeM nNoHMMaeTca npeobpasoBaHne | means the conversion of an array of input data of

MaccmMBa BXOAHbIX AAHHbIX MPOU3BONLHON ANNHDI
(B TOM umncne DNEKTPOHHOTO [OKYMEHTa) B
BbIXOAHYHO  LIECTHaAUATepPUYHylo  64-3HayHyo
CTPOKY, BbINOJHAEMOE aJIFTOPUTMOM XELUIMPOBAHUA
SHA-256. Xew ABnaeTca pesynbTaTOM TaKoro
npeobpazoBaHus.

arbitrary length (including an Electronic Document)
into an output hexadecimal 64-digit string
performed by the SHA-256 hashing algorithm. The
Hash is the result of such conversion.

3nekmpoHHaA nodnuce — WHbopmaumAa B
3NEKTPOHHON d¢opme, co3ZaHHaA NocpescTBOM
MCMNO/Ib30BaHMA Kntouya 3NeKTPOHHOM noanucw,
KOTOpasn CBA3aHa C INIEKTPOHHbIM AOKYMEHTOM U
noateepxaaet GpakT GOPMUPOBAHUA 3/TEKTPOHHOM

nognucu onpefeneHHbIM  INLOM, a TaKKe
nossosfet uaeHTMduumMposaTb [lonb3osaTtens
NinyHoro  KabuHeta/YnosHOMOYEHHOE  AULO
ObuecTsa, noAnucasLuero DNEKTPOHHbI
OOKYyMeHT. B pamkax [lpasun ucnonb3yetca

NPOCTaA 3NNIEKTPOHHAA NOANUCH.

Electronic Signature means information in the
electronic form created by using the Electronic
Signature Key, which is linked to the Electronic
Document and confirms the fact of the formation of
an electronic signature by a certain person, and also
allows one to identify the Client Portal
User/Company's Authorized Representative, who
signed the Electronic Document. Under the Rules, a
simple electronic signature is used.




SneKkmpoHHblli O0KymMeHm — [OKYMEHT, B
KOTOpOM  MHbOPMauus  npenocTaBleHa B
3/IeKTPOHHOM dopme, TO ecTb B BUAE, NPUFOAHOM
A7 BOCNPUATUA €€ YeNOBEKOM C UCMOb30BAHNEM
3NEKTPOHHbIX BbIYMCANTENBHBIX MALUMH, a TaKXe
ansa nepegayv no MHPOPMALNOHHO-
TENIeKOMMYHUKALMOHHbIM CeTAM UaM 06paboTku B
MHPOPMALMNOHHDIX CUCTEMAX. ®opma
oTobpaxkeHns uMHOOPMaUMM B  INEKTPOHHOM
AOKYMEHTE  MOMKEeT OT/M4aTtbCcA OT  ¢Gopmbl
oTobpaxkeHns  uMHPopmaumMm B AOKYMEHTe
aHa/ZIOMMYHOTO BMAA Ha OymaxkHOM HocuTene, B
TOM uyncne oT GOpMbl [JAHHOMO AOKYMeHTa Ha
6ymaxHOM  HOcWUTene,  WUCMNO/Ab3yemon  npu
OKasaHuu ycnyr YuactHMKy Obwectsom. Mpu sTom

DIeKTPOHHbIN OOKYMEHT coaepKuT BCe
HeobXxoAMMble PEKBU3UTbI, MNPeayCMOTPEHHbIE
ans OOKYMEHTa AaHHOro BMAA
3aKOHOZaTeNbCTBOM n/mnn YTBEPXKAEHHbIE
Obuwectsom, n/vnu npeaycMoTpeHHbIe
[OroBOPOM.

Electronic Document means a document, in which
information is provided in the electronic form, i.e.,
in the form suitable for human perception using
electronic computers and for transmission over
information and telecommunication networks or
processing in information systems. The form of
displaying information in the Electronic Document
may differ from the form of displaying information
in a document of a similar type on paper, including
from the form of such document on paper used
when providing services to the Participant by the
Company. Provided that the Electronic Document
contains all the necessary details required for a
document of such type by law and/or approved by
the Company, and / or provided for by the
agreement.

SnekmpoHHbIii oKymeHmMoobopom — npoulecc
3/IeKTPOHHOro B3ammopgeiictena ObuwectBa WU
YyacTHWKa, ocylecTBasemblt nytem obmeHa
DNEeKTPOHHbIMWU AOKYMEHTAMM C UCMOJIb30BAHUEM
Cucrembl 340 u/van B cneumann3vpoBaHHOM
pasgene Ha MHTepHeT-cTpaHuMue ObLuecTsa.

Electronic Document Workflow means the process
of electronic interaction between the Company and
the Participant carried out by exchanging Electronic
Documents using the EDW System and/or in a
dedicated section on the Company’s webpage.

TepmuHbl, He onpegeneHHble B [lpasunax,
MUCNONb3YIOTCA B  3HAYEHUAX, YCTaHOBAEHHbIX
OEeNCTBYIOWMM 3aKoHOAaTeNnbCTBOM Poccuiickoin
depepaunm.

Terms not defined in the Rules have the meanings set
out in effective laws of the Russian Federation.

2. Npeamer perynuposaHua MNMpasun.

2. Subject-matter of Rules.

2.1. MNpaBuna yCTaHaB/AMBaOT nopsgok | 2.1. The Rules set out the procedure for the
npucoegMHeHMa K HMM Y4yacTHMKa, a TaKxe | Participant to accede to the Rules and govern the
pernameHTMpytoT ycnosus n nopsgok | terms and procedure for the implementation of the
OCYLLECTB/IEHUSA dnekTpoHHoro | Electronic Document Workflow between the
[OKymeHToobopoTa  mexagy Obuwectsom  u | Company and the Participant.

YyacTHUKOM.

2.2. JNEeKTPOHHbIN AOoKyMeHToobopoT mexay | 2.2. Electronic Document Workflow between the

OGLLI,ECTBOM M YYacTHMKOM B COOTBETCTBUMWU C
I'IpanmaMM OCyLLECTBNAETCA B PaMKaXx:

- OKa3aHua O6LWecTBOM YUaCTHUKY YCIYT Ha pbiHKe
UEHHbIX 6ymar, npouM3BOAHbIX (GUHAHCOBBIX
WHCTPYMEHTOB M Ha Ba/IlOTHOM PbIHKE;

- OKasaHua O6LlecTBoM YUaCTHUKY Aen0o3nTapHbIX
YCAYT U CONYTCTBYHOLLMX UM YCAYT;

Company and the Participant in accordance with the
Rules is carried out as part of:

- provision by the Company to the Participant of
services in the securities market, derivatives market
and in the currency market;

- provision by the Company to the Participant of
depository services and related services;




- MHOTO 0bMeHa 3/IeKTPOHHBbIMW AOKYMEHTAMMU, B
TOM uucne B  UEeNAx 3aKkaoueHus  un/mau
WUCNONHEHUs aorosopos mexay O6uiecteBom U
Y4YyacTHUKOM.

- any other exchange of electronic documents,
including for the purpose of entering into and/or
performing agreements between the Company and
the Participant.

3. O6wue nonoxeHua. NMpasa n 0693aHHOCTU
YYaCTHMKOB DIEKTPOHHOr0 A0KYyMeHToo60poTa.

3. General provisions. Rights and obligations of
participants in the Electronic Document
Workflow.

3.1. NpucoeanHeHune K lNMpasBunam ocyLecTenseTca
nytTem 3akntoudeHunsa Jorosopa. lpasuna asnawoTca
HEOTbeMIEMOW 4YacTblo Jorosopa 7
pPacnpocTpaHAIOTCA  Ha  OTHOLWEHWA  Mexay

3.1. The Rules are acceded to by entering into the
Agreement. The Rules form an integral part of the
Agreement and apply to relations between the
Company and the Participant since the date of entry

ObuwectBom ¥ YyacTHMKOM Cc  gatbl  ero | thereinto.
3aK/I0YEeHMA.
3.2. 3aK/toueHune JoroBopa moxeT | 3.2. The Agreement can be executed by way of

OCYLLEeCTBAATLCA NyTeM NOANMCaHUA OKYMEHTa Ha
bymaxkHOM HocuTene. duanyeckoe NMLO TaKxkKe
MOKeT 3aKkaunMTb ¢ Obuwecteom [orosop
OUCTaHUMOHHbBIM cnocobom B nopagke,
YCTaHOB/IEHHOM HaCTOALLUM MYyHKTOM.

[oroBop AWCTaHUMOHHbIM 0BpPa3oM MOKeT bbiTb
3aK/loYeH NCKNOUYUTENBHO c iMuom,
OEeACTBYIOLWMM OT COBCTBEHHOTO MMEHM.

Ona  AUCTaHUMOHHOrO 3aKnkodeHua Jorosopa
dusnyeckoe Muo AONKHO NMeTb
NOATBEPKAEHHYIO YYeTHyl0 3anucb Ha EanHom
nopTane rocyAapCTBEHHbIX W MYHUUMNANAbHbIX
ycnayr.

3aknoyeHne Jorosopa AMCTaHUMOHHbIM 06pasom
OCYLLECTBAETCA NOCPeACTBOM 3aN0/IHEHMA INLLOM
Ha WHTepHeT-cTpaHuue O6uwecTBa cneunanbHOM
¢$opmbl, Ha OCHOBaHUM KOTOPOW OT UMEHM AAHHOTO
nnua ocywecrtensetca ¢opmupoBaHne 3asBaeHun
(odpepTtbl) 0 npucoeanHeHun K [orosopy U
HanpasnaeHue ero O6LWecTBY ANA aKuenTa. B atux
uenax vuo DOJIXKHO npeasapuTenbHO
aBTopu3oBaTbcA OT cBoero wumeHn B ECUA
nocpeacTtsom EgMHOro noprana rocygapCTBeHHbIX
M MYHUMUMNANbHbLIX ycnyr B WHPOPMaLMOHHO-

TEIEKOMMYHUKAUNMOHHOW  CeTu «MHTEpHET»
(www.gosuslugi.ru).
3anonHeHue cneuuanbHo ¢opmbl M nogada

3aaBneHns (odepTbl) O NPUCOEAMHEHUU K
[orosopy ocywecTsnserca pu3MYecknm AnLOM C
NCMNONb30BaHNEM OYHKUMOHAMbHBIX KHOMOK M
nofe B CNeuuManusMpoBaHHOM pasgene Ha
MHTepHeT-cTpaHuue ObuiecTea.

Mpu ycnosuu yCcnewHoro NPOXOXKAeHUA
asTopmsaumm B ECMA nocne 3anonHeHWA Bcex
obs3aTenbHbIX nonei cneunanbHon ¢Gopmbl Ha

document signing in a hard copy. An Individual may
also enter into the Agreement with the Company in a
remote mode as envisaged by this clause.

The Agreement can be executed remotely only with
a person acting on his/her own behalf.

Remote execution of the Agreement shall require the
Individual to have a confirmed account with the
Public Services Portal of the Russian Federation.

Remote execution of the Agreement shall be done by
way of filling out by the individual of a designated
form on the Company’s website, and such form shall
authorise generation of Agreement Accession
Application (Offer) on behalf of the Individual and
delivery thereof to the Company for further
acceptance. To do so, the Individual shall
preliminarily log in the USIA via the Public Services
Portal of the Russian Federation (www.gosuslugi.ru)
on the Internet.

Filling out of a designated form and submission of the
Agreement Accession Application (Offer) shall be
done by the individual with the use of functional keys
and fields in a dedicated section of the Company’s
website.

Subject to successful authorization in the USIA
further to filling out of all mandatory fields of the
designated form on the Company’s website and
generation of the Agreement Accession Application
(Offer), a text message with the Confirmation Code
shall be sent to the Mobile Phone Number indicated
by the Individual in the Agreement Accession
Application (Offer), and such code shall be entered in
a dedicated field on the Company’s webpage.
Entering of correct Code shall mean that the
Agreement Accession Application (Offer) is deemed
to have been signed and submitted by the Individual.



http://www.gosuslugi.ru/
http://www.gosuslugi.ru/

NHTepHeT-cTpaHnue O6uwectsa U opmupoBaHma
3aaBneHns (odepTbl) O NPUCOEAMHEHUU K
Hdorosopy Ha Homep mobunbHoro TenedoHa,
YKa3aHHbIM IMLOM MNpPU 3aM0JIHEHUN 3aABEHMUSA
(opeptbl) o0 npucoeamHeHun K [lorosopy,
HanpasnAeTca CMC-coobuweHne ¢ Kogom
noATBePXKAEHUA, KOTOPbIN A0/XKEH ObITb BBEAEH B
cneumanbHoe none Ha  MHTepHeT-CTpaHuue
ObuwectBa. [lpu KoppeKTHOM YyKasaHun Kopga
noaTBepPXKAEeHUA 3anBneHune (odepTa) o
npucoeaMHeHnN K [orosopy cYMTaeTca
noAnNUCaHHbIM U NOAAHHbIM GU3NYECKMM NNLOM.
06 ycnewHol nopgaye 3assneHua (odepTbl) o
npucoeauHeHun K [lorosopy ¢pusnyeckoe amuo

yBegomnserca nytem pasmeLleHus
WHPOPMALMOHHOTO CoOobLeHna Ha WHTepHeT-
cTpaHuue ObLecTsa.

B cnyuae nonydeHma O6WECTBOM OT UMEHM O4HOTO
nmua 6onee opHoro 3asBneHua (odepTbl) o
npucoeavHeHnn K  [orosopy, O6uectso
paccmaTpuBaeT  nocnegHee MO BPeMeHwu
nony4yeHun 3aABneHue (odepTy) o
npucoeanHeHnn K  [Jorosopy. OcTanbHble
3anBneHnsa (opepTbl) O NPUCOEAMHEHUM K
[oroBopy cunTatoTCA 0TO3BaHHLIMM NOAABLIMM UX
IMLOM U He paccmaTpumBatotca ObuecTsom.

Cpok pna aKkuenta 3assneHuns (odeptbl) o
npucoegmHeHun K Jorosopy coctasnseT 7 (Cemb)
paboumx AHe C MOMEHTa MNOoJy4yeHMA TaKoro
3asBneHns Ob6uiectBom. B cnayyae aKuenta
3aaBneHns (odepTbl) O MNPUCOEAMHEHUM K
Jdorosopy O6uwecTtBo npegoctaBanseT Y4YacTHUKY
[ocTyn K JInuHomy KabuHeTy nytem HanpasaeHun
Ha afpec 3NeKTPOHHOM MNOYTbl, YKa3aHHbIN
YyacTHMKom B 3asBneHun  (odepte) o
npucoeauHeHunmn, JlormHa MNonb3osatena JinyHoro
KabuHerta.

0] 3aKNt04YeHnn Jorosopa YYacTHUKY
Hanpasasetca MHPopmaumoHHoe coobuieHne Ha
Homep mobunbHoro TenedoHa w/manm  Ha

ABTOPU30BaHHbIN agpec 3N1EKTPOHHOMN NOYTbI.

O6uwecTBo UMeeT NpaBo 6e3 06BACHEHMA NPUYNH
OTKasaTb B akKuente 3assneHuAa (odepTbl) o
npucoeamMHeHnn K [oroBopy W, TeEM CaMbiM He
3aK/AoYaTh [JOroBop, 0 YeM Ha afpPec 3NEKTPOHHOW
noyTbl, YyKasaHHbIM B 3asBneHun (odepte) o
npucoeamMHeHnKn, MOXeT ObiTb  Hanmpas/ieHO
coobueHue.

AsTopm3sauma YuyactHuka 8 ECUA, npepocrasneHme
YyaCcTHMKOM  Npu  3anojsiHeHMM  3aABNEHWUA
(odepTbl) 0 nprcoeamnHeHnn K loroBopy cBeeHUM

The Individual shall be informed of successful
submission of the Agreement Accession Application
(Offer) via publication of respective information
notice on the Company’s webpage.

In the event that the Company receives more than
one Agreement Accession Applications (Offers), the
Company shall regard the latest received Agreement
Accession Application (Offer). Other Agreement
Accession Applications (Offers) shall be deemed
revoked by the submitting Individual and shall be
disregarded by the Company.

The deadline for accepting the Agreement Accession
Application (Offer) shall be 7 (seven) business days
from receiving thereof by the Company. If the the
Agreement Accession Application (Offer) is accepted,
the Company shall provide the Participant with
access to the Client Portal by way of sending the
Client Portal login and password details to the email
that was indicated by the Participant in the
Agreement Accession Application (Offer).

Information notice on the Agreement execution shall
be sent to Mobile Phone Number and/or Authorized
Email .

The Company may without giving any reason
whatsoever decline the Agreement Accession
Application (Offer) and thus not execute the
Agreement, of which the Company may inform by
sending a notice to the email address, indicated in
the Agreement Accession Application (Offer).

The Participant authorization in the USIA, provision
of information when filling out of the Agreement
Accession Application (Offer) and entering of the
Code shall be deemed as the Participant’s consent to
enter the Agreement on terms established by the
Company and to perform unconditionally the
Agreement and the Rules.

The confirmation code that is sent to the Individual’s
Mobile Phone Number and is entered at the time of
the Agreement Accession Application (Offer)
execution shall be deemed as the equivalent of the
handwritten signature of such individual. The
Participant and the Company agree that the
Agreement Accession Application (Offer) that is
executed in such manner shall be deemed equal to
a document that is signed by the Participant by a
handwritten signature in a hard copy.




n BBefseHne Koaa noaTBepXAeHWA cuuTaeTca
cornacMem Y4yacTHMKA Ha 3aKNlOYeHMe C HUM
Jorosopa Ha ycnosusx, YCTAHOB/EHHbIX
ObwectBoM, M Ha 0e3yc/10BHOE WCMNOJHEHUE
YyactHukom [orosopa u Npasuan.

Kop, NOATBEPKAEHMUA,
¢du3nyeckomy nuuy Ha
TenedoHa W BBEAEHHbIN NpPU  NOAMNUCAHUM
3aaBneHns (odepTbl) O NPUCOEAMHEHUM K
[Jorosopy, npusHaeTca aHanorom
COOCTBEHHOPYYHOM  nogmnucM  TaKoro  Anua.
YyacTHMK 1 O6LwecTBo NPU3HAOT NOANMCAHHOE
Takmm  obpasom  3asBneHne (odpepty) o
npucoeauMHeHun K JoroBopy paBHO3HAYHbIM
OOKYMEHTY C COOCTBEHHOPYYHOM  NOANUCHIO
YYyacTHMKa, CcOCTaBAEHHOMY Ha  BymarkHOM
HocuTene.

HanpaBAeHHbI1
Homep mobunbHoro

3.3. Mpaswuaa He ABnATCA Ny6AMYHON odepTon B

cmbicne cT. 426  [parKQaHCKOro  Kodekca
Poccuiickoit Pepepaumn. Obuwiectso Brnpase Mo
cBoemy YCMOTPEHUIO OTKas3aTb nobomy

06paTMBLIEMYCA K HEMY AULY B 3aK/JAOUYEHUU
Horosopa 6e3 06bACHEHNA NPUYMH TAKOrO OTKa3a.

MpaBuna, BKAto4Yas Bce [IPUNOIKEHUS K HUM,
yTBEpXKAatoTCA ObuiecTeom, neuncTeyoT
HeonpeaeneHHbIh  CPOK M MOryT  BbITb
npekpaweHsl B N0boe BpemAa MO pPeLleHuo
ObuwectBa. [Ona YuyacTHuMKa Agevicteue [lpasun
TaKXe MOMeT OblTb NpeKkpaweHo B CBA3U C
npekpaweHnem [orosopa, KOTOpbIA MOXeT ObITb
PaCTOPrHyT MO MHMUMATUBE YUYacTHUKa, ObwecTBa
WJIX MO COTJIALLEHUIO CTOPOH.

3.3. The Rules do not constitute a public offer in the
meaning of Section 426 of the Civil Code of the
Russian Federation. The Company has the right at its
own discretion to refuse any person, who has
approached it, entry into the Agreement without
explaining the reasons for such refusal.

The Rules, including all Schedules hereto, are
approved by the Company, are valid for an indefinite
term and may be terminated at any time if so
resolved by the Company. For the Participant, the
Rules may also be terminated in connection with the
termination of the Agreement, which may be
terminated by the Participant, the Company or if so
agreed between the parties.

3.4. ObwecTBO MOXKET B OAHOCTOPOHHEM NOpALKe
BHECTM U3MeHeHus B paBuKaia, B TOM Yncae nytem
yTBepKaeHua [lpaBun B HOBOM pedakunm u
onyb/AMKoBaHMA UMX Ha  MHTepHeT-cTpaHuue
O6buwectea. [MMpu 3tom [paBuna cuyMTatoTCs
M3MeHEeHHbIMU AnAa Y4yacTHUKa, ecnm B TedeHue 10
(decaTn) paboumx AOHel co AHA HanpaBieHus
yBegomneHna o6  uMx  u3MmeHeHunm  ambo
onybinKkoBaHuA TeKcTa MpaBua B HOBOW peaakLmm
Ha WHTepHeT-cTpaHuue O6LLecTBa OT Hero He
NOCTYNUT BO3PaXKEHMN B NMUCbMEHHOM dopme no
COOTBETCTBYIOLLMM N3MEHEHUAM.

3.4. The Company may unilaterally amend the Rules,
including by approving new wording of the Rules and
by publishing them on the Company's Homepage.
Provided that the Rules are deemed amended for the
Participant, if within 10 (ten) business days from the
date of giving notice of their amendment or
publishing the amended Rules wording on the
Company's Homepage, the Participant does not
provide objections in writing to the relevant
amendments.

3.5. MpekKpaleHue aerctama Mpasua He BAKAET HA
IOPUANYECKYID  CUlY U OeNCTBUTENbHOCTb
INEKTPOHHbIX AOKYMEHTOB, KOTOpbIMK OBLLLECTBO
1 YYacTHMK 06MEHNBANUCL B MEPUNOL, UX SENCTBUA.

3.5. Termination of the Rules does not affect the
legal force and validity of the Electronic Documents
that the Company and the Participant exchanged
during the period they were in effect.




3.6. Tekctbl Jorosopa u lNpasun pasmellatorca 8
OTKpbITOM  AocTyne Ha VHTepHeT-CTpaHuue
ObuwectBa M AOCTYMNHbI  AAA  O3HAKOMAEHUA
HeorpaHuyeHHoOMy Kpyry auu,. NMpucoeanHUBLLIUCH
K [MpaBunam, Y4yacTHUK nNpUHMMaeT Ha cebs
0653aTeNbCTBO  perynspHo  obpawartbea K
NHTepHeT-cTpaHuue ObwecTBa B Lenax
O3HAaKOMJ/IEHUA C BO3MOXHbIMU U3MEHEHUAMU U
pononHeHnamu [lpaBun, n HeceT BCe PUCKU B
nonHom obbeme, CBfizaHHble C HEUCMNOJIHEHWEM
AN HeHaa/NexallMm WCMOoNHEHNEM YKa3aHHOM
06A3aHHOCTW.

3.6. The text of the Agreement and the Rules is
publicly available on the Company's Homepage and
are made available to the general public. By
acceding to the Rules, the Participant undertakes to
regularly refer to the Company's Homepage for
possible amendments to the Rules and bears all the
risks in full associated with failure to fulfil or
improper fulfillment of such obligation.

3.7. ObwecTBO BRpaBge:

3.7. The Company may:

3.7.1. 3anpawuBaTb y Y4YaCTHWKA AOKYMEHTbI M
nHbopmaumto, Heobxoaumbie B COOTBETCTBUM C
TpeboBaHMAMKU 3aKoHOAaTenbcTBa Poccuiickoin
dbepepaun, B TOM uYmcne B obnactu
NPOTUBOAENCTBMA  Neranmsaumm  (OTMbIBaHMIO)
[O0XOA0B, MOJIYYEHHbIX MPECTyrnHbIM NyTem, W
dUHaAHCMpPOBaAHUIO Teppopusma n/vnn
MpaBunamu, a TaKKe noTpeboBaTb JNYHOWN ABKU
YuactHMKa B oduc Obuectea B Uenax
npegocrasieHna O6LWECTBY TakUX AOKYMEHTOB
n/vnm nnpopmauuu;

3.7.1. request from the Participant documents and
information required by laws of the Russian
Federation, including those relating to combating
the legalization (laundering) of crime proceeds and
the financing of terrorism, and/or the Rules and
request that the Participant appear in person at the
office of the Company for the purpose of providing
the Company with such documents and/or
information;

3.7.2. TpeboBaTb OT Y4YacTHMKA MpenoCcTaBaeHUs
KOMMA  UCXOZAWMX OT HEero  INEeKTPOHHbIX
OOKYMEHTOB Ha  OyMaKHbIX HOCUTENAX 3a
NoANUCbIO YYacTHMKA MAM ero yNnoaHOMOYEHHOTO
nua;

3.7.2. request that the Participant provide paper
copies of the Electronic Documents sent by it signed
by the Participant or its authorized person;

3.7.3. NpMOCTaHOBUTb WM OTPAHUYUTL YUYACTHUKY
(MonbsoBatento J/inuHoro KabwuHeTta) gocTyn Mau
byHKUMOHan JlnyHOoro KabwHeTa B C/ledyrOLMX
cnyyvanx:

- NPYM BO3HMKHOBEHWUU CUTyaLUM, KoTopaa Mo
MHeHuto ObliecTBa MOXeT nosJsieyb 3a cobon
ywepb ana ObuwecTBa MAM YyacTHMKa, B TOM
yncne npu  KomnpomeTauuum 31E€KTPOHHOM
nognucu wunn nopospeHun ObuwecTBa Ha

KomnpomeTaumio  3/1€KTPOHHOW  MOANUCK
MNonb3osaTens JINuHoro KabuHeTa;

- npu HapyLUeHNK YyacTHMKOM n/vnmn
Nonb3oBaTenem JlnyHoro KabuHeTa

OeNCTByOLWEero 3akoHogatenbcTsa Poccmimnckom
depepaunun, MpaBun wman  Kakoro-nmbo
cornawieHus, 3aK/Il0YEHHOro MmexKay
Ob6uiecTBoM 1 YYaCTHUKOM;

3.7.3. suspend or restrict access or functionality of
the Client Portal for the Participant (Client Portal
User) in the following cases:

- if a situation arises that, in the opinion of the
Company, may result in damage to the Company
or the Participant, including in the event of a
Electronic Signature Leak or the Company's
suspects that the Client Portal User's Electronic
Signature has been leaked;

- the Participant and/or the Client Portal User
violates effective laws of the Russian Federation,
the Rules or any agreement between the
Company and the Participant;

- notice of intent to terminate the Agreement is
given to the Participant or is received from the
Participant;




- NPW HanpaBneHWUM YUYACTHWKY UAWN MONyYeHuA
oT Y4yacTHMKa YyBeAOMAEHUA O HamepeHuu
pacToprHyTb [lorosop;

- B WHbIX C/AyYanX, yCTaHOBAEHHbIX [pasunamm
AW  COTNalleHMEM, 3aK/IOYEHHbIM MeXay
06uiecTBOM M YYaCTHMKOM, B paMKax KOTOPOro
ocyLecTeaseTca INEeKTPOHHBIM
AOKyMeHTo0ob0opOT.

- in other cases specified in the Rules or an
agreement made between the Company and
the Participant, under which the Electronic
Document Workflow is carried out.

3.7.4. 06ycnoBUTb BO3MOMKHOCTb WMCMO/Ib30BAHUSA
HeKoTopbIX GYHKUMIA JInyHOro KabuHeta nocne
coBepLleHus YyacTHUKOM (MonbsoBatenem
JlnyHoro KabuHeTa) onpeaeneHHbIX AenNcTBUi, B
ToOM 4yucne B  JIMuHOM  KabuHete, nubo
npenocTaBieHMa  OnpeaesieHHbIX  AOKYMEHTOB
n/van nudopmaumu;

3.7.4. make the use of some functions of the Client
Portal contingent on the Participant (Client Portal
User) performing certain actions, including in the
Client Portal, or providing certain documents and/or
information;

3.7.5. oOTKasaTb B pernucTpaunmm B Ka4vecTse
Monb3oBatens JNlnyHoro KabuHeTa mua,
yKasaHHoro YuactHuKom B Cnucke Monb3soBatenemn
JNInyHoro KabuHeta, AMBO NPUOCTAHOBUTL emy
poctyn B JIMYHbIA KabWHET, B TOM uucie npu
HenpeaocTaBNeHUM  YUYACTHUKOM  [OKYMEHTOB,
NOATBEPXKAAMIOLMX MOJHOMOYMA TaKOro Auua B
obbeme, AOCTAaTOYHOM AJ17 OCYLLECTB/IEHUS UM
nencrenii (onepaumit) B JIMuHOM KabuHerTe.

3.7.5. refuse to register the person specified by the
Participant in the List of Client Portal Users as a Client
Portal User, or suspend its access to the Client Portal,
including if the Participant fails to provide documents
confirming the scope of authority of such person as
sufficient for it to perform actions (operations) in the
Client Portal.

3.8. O6uwecTBo 0653aHO:

3.8. The Company shall:

3.8.1. no nucbmeHHOMY 3anpocy Y4yacCTHUKa
npefocTaBAATb  emy KOMUU  UCXOAALUMX  OT
ObuwecTtBa DNEKTPOHHbIX  AOKYMEHTOB  Ha
B6yMaKHbIX HOCUTenNAXx c noAnumcbto
ynosHoMmo4yeHHoro nuua O6buiectsa. O6uecTso
MMeeT npaBo noTpeboBatb OT  Y4YacTHUKA
BO3MELLLEHMA PACXOA0B 3a NpefoCcTaBAeHMNEe KONKii
ONEKTPOHHbIX  OOKYMEHTOB  Ha  OyMarKHbIX
HOCUTENAX B pasmepe (aKTUYECKU MOTPaYeHHbIX
Ha MX U3roToBNEHNE CPEACTB;

3.8.1. upon the written request of the Participant,
provide it with paper copies of the Electronic
Documents issued by the Company signed with the
signature of an authorized representative of the
Company. The Company may request from the
Participant reimbursement of expenses for providing
paper copies of Electronic Documents in the amount
of funds actually spent on making such copies;

3.8.2. He coBeplaTb AeNCTBUA, NPOTUBOPEYaLLUne

3.8.2. not to take actions that contradict the terms of

ycnosusm  Mpasun M HaHocawme  yuwepb | the Rules and cause damage to the Participant.
YyacTHuUKYy.

3.9. YyacTHUK BNpase: 3.9. The Participant may:

3.9.1. 3anpalwmBaTb oT O6uwectea | 3.9.1. request that the Company provide paper

npefocTaBNeHNe KOMUIA  UCXOZAWMX OT Hero
DNEKTPOHHbIX  AOKYMEHTOB  Ha  BymaKHbIX
HOCUTENAX C MOAMMUCbIO YNOJHOMOYEHHOro Anua
ObuiecTBa;

copies of the Electronic Documents issued by it
signed with the signature of the Company's
authorized representative;




3.9.2. Ha3HayaTb YNO/IHOMOYEHHbIX YYACTHUKOM
nvy, B Kadyectse [lonb3osaTeneit  JlIMyHoro
KabuHeTa.

3.9.2. appoint persons authorized by the Participant
as Client Portal Users.

3.10. YyacTHUK 0653aH:

3.10. The Participant shall:

3.10.1. no TpeboBaHuto ObLwecTBa NPesOCTaBAATb
OOKYMEHTbI n/mnn MHbopMaumio,
3anpawnBaemble OB6LLECTBOM B COOTBETCTBUU C
3aKoHoA4aTeNbCcTBOM U/nnu Mpasunamu;

3.10.1. if so requested by the Company, provide
documents and/or information requested by the
Company in accordance with the law and/or the
Rules;

3.10.2. cobnogatb KoHdMaeHunanbHocTb Kntoua
3/IeKTPOHHOM noanucu n Koga noarsepXaeHus u
obecneunTb ee cobnoaeHune BCEMM
Monb3oBaTtensimm JIMyHoro KabwuHeTta. Y4yacTHUMK
HEeceT BCE PMUCKU HecobogeHUs yKasaHHOW B
HacTosWeM NoANyHKTe 06A3aHHOCTK, B TOM Unc/e
PUCK BOSHUKHOBEHUSA Yy YYaCTHUKA YObITKOB B CBSI3M
¢ KomnpomeTaumen 3M1E€KTPOHHOM NoOANMUCH,
npousoweswen nNo BUHE YYaCTHMKA WK
MNonb3osaTens JINuHoro KabuHeTa;

3.10.2. keep the Electronic Signature Key and the
Confirmation Code confidential and ensure that all
Client Portal Users keep the same confidential. The
Participant bears all the risks of non-compliance with
the obligation specified in this subparagraph,
including the risk of losses for the Participant in
connection with the Electronic Signature Leak that
occurred through the fault of the Participant or the
Client Portal User;

3.10.3. He gonyckatb packpbitma,  u/vam
BOCMpoM3BeAeHusA, WU/MAM  pacnpocTpaHeHus
nboit  nMHbopmaummn, cBA3aHHOM C paboToi
Cuctembl 3110, a TaKk:Ke ntobon nHo MHpopmaLmm,
KOTOpPas CTaHOBWUTCA AOCTYMHOMN YYacTHUKY n/uan
Monb3oBaTento JIMyHoro KabwuHeTa BcnencTeue
paboTbl B JIN4HOM KabuHeTe;

3.10.3. not allow disclosure and/or reproduction
and/or dissemination of any information related to
the operation of the EDW System and any other
information that becomes available to the
Participant and/or the Client Portal User as a result of
working in the Client Portal;

3.10.4. He fONyCKaTb K TEXHUYECKUM YCTPOMUCTBAM,
C MOMOLLbIO KOTOPbIX OCYyLLeCTBAAETCA AOCTyn B
JInYHbIA  KabMHET (nepcoHaNbHbIM KOMNblOTE,
MobunbHOe YCTPOICTBO), NNL, HEe ABAAOWMXCA
MNonb3osaTtenamm JIMuHoro KabmHeTa;

3.10.4. not allow persons, who are not Client Portal
Users, to access the technical devices that provide
access to the Client Portal (personal computer,
Mobile Device);

3.10.5. He pgonyckatb nepefayu TPeTbMM NULAM
CUM-KapTbl, Ha KOTOPYIO 3aperncTpmupoBaH Homep
mobunbHoro TenedoHa, a TakXKe He nepenaBatb
TPETbMM NULAM MPaBa Ha Ucnonb3oBaHWe Homepa
MOBUIbHOTO TenedoHa (BO3MOKHOCTM
ncnonb3oBaHmMa Homepa mobunbHoro TenedoHa)
40 yBegomaeHna O6LecTBa 0 TaKOM HaMeEPEHUN U
NPMOCTaHOBKe AoCTyna K JInyHomy KabuHety Ao
U3MeHeHuna ceefeHuii o Homepe mobunbHoro
TenedoHa. lpun npekpawleHUM WUCNONb30BAHUA
MNonb3oBaTenem NnyHoro KabuHeTa
COOTBETCTBYHLLETO Homepa MobunbHOro
TenedoHa He3aMeaNTeIbHO YBEAOMUTL 06 3TOM
O6wecTBO M NPefOCTaBUTb MUHGOPMALUIO O HOBOM
Homepe MOBUNbHOTO TenedoHa nyTem
npegocTasneHns Hosoro Cnucka lMonb3osaTenei
JInyHoro KabuHera;

3.10.5. not allow the transfer to third parties of the
SIM card, to which the Mobile Phone Number is
registered, and also not to transfer to third parties
the rights to use the Mobile Phone Number
(possibility of using the Mobile Phone Number) until
the Company is notified of such intention and access
to the Client Portal is suspended prior to the change
of information about the Mobile Phone Number.
When the Client Portal User stops using the relevant
Mobile Phone Number, shall immediately notify the
Company thereof and provide information about the
new Mobile Phone Number by providing a new List
of Client Portal Users;




3.10.6. obecneunTb OTCYTCTBME f[OCTyna M
MCNONb30BaHMA HEYNOJHOMOYEHHBIMU  INLLAMMU
3NEeKTPOHHOM nNoYTbl, ABTOPU3OBaHHbLIN aapec
3N1eKTPOHHOM NOYTbl KOTOPOI YKa3aH B JJorosope o
npucoeguHeHuu;

3.10.6. ensure that unauthorized persons do not
have access to and use of e-mail, the Authorized e-
mail address of which is specified in the Accession
Agreement;

3.10.7. He BHOCUTb M3MeHeHUN B MobunbHoe
NPUNOXEHNEe W MCMNO/b30BaTb €ro TONbKO ANS
uenemn, onpeaeneHHbix Npasunamu;

3.10.7. not make changes to the Mobile Application
and shall use it only for the purposes specified in the
Rules;

3.10.8. exkegHeBHO NpoBepATb JINYHbIN KabUHET K
3NIeKTPOHHYIO MouTy, ABTOPWM30OBAHHbLIA agpec
3/1eKTPOHHOM MOYTblI KOTOPOM YKa3zaH YYacTHUKOM
B Cnucke MNonb3osatenen JiInuHoro KabuHeta, Ha
npegmet nonyyeHma ot Oblectsa MHGopmauuuy,
yBEAOMNEHUNM, OTYETOB, WHbIX COOOLLEHUN,
MMeLWmx CyLLecTBeHHOe 3HayeHue ana
Hagnexawero ucnonHeHua [lpasBua. Y4yacTHMK
HEeCeT BCe PUCKU HecobogeHUs yKasaHHOW B
HacTosLWeM NoAMNyHKTe 06A3aHHOCTK, B TOM Ync/e
PUCK BOSHUKHOBEHUSA Yy YYAaCTHUKA YObITKOB B CBSI3M
c HEeCcBOEBPEMEHHbIM O3HaKOM/IEHMEM c
Hanpas/ieHHbIMK OBLECTBOM YBEAOMAEHUAMU;

3.10.8. check on a daily basis the Client Portal and e-
mail, the Authorized e-mail address of which is
indicated by the Participant in the List of Client Portal
Users, to see whether information, notices, reports,
other messages are received from the Company that
are essential for the proper compliance with the
Rules. The Participant bears all the risks of non-
compliance with the obligation specified in this
subparagraph, including the risk of the Participant's
losses due to untimely familiarization with the
notices sent by the Company;

3.10.9. uHdopmmposaTtb O6LWECTBO B MTUCbMEHHOM
BuAe WAM nocpeactBom JIMyHoro kKabuHeta 06
M3MeHeHUn ceBedeHn 06 YyacTHuKe u/uam
Monb3oBaTtene JIMyHoro KabuHeTa B TeuyeHue 1

(OpHoro) pabouyero AHA C MOMEHTA TaKMX
WU3MEHEHW, €eCAU WHble CPOKM U  crnocob
MHPOPMUPOBAHUA He npeaycmoTpeHbl
OOroBOPOM, B pamKax  Kotoporo  6buiu

npeanocrtas/ieHbl COOTBETCTBYHOLWME CBEAEHNA.

3.10.9. inform the Company in writing or through the
Client Portal about changes in information about the
Participant and/or Client Portal User within 1 (one)
business day from the time of such changes, unless
other terms and method of notifying are provided for
by the agreement, under which the relevant
information is provided.

3.11. Ecnv oTAeNbHO He yKasaHo nHoe (B MNpaBuaax
340, cornaweHusx, B coobuweHmnax Cuctemol 340
n ap.), B Cucteme 340 npumMeHAETCA MOCKOBCKOE
Bpems.

3.11. Unless otherwise specified (in the EDW Rules,
agreements, messages of the EDW System, etc.),
Moscow time is used in the EDW System.

4. NopaaoK B3aumogeiictemua Obiectsa u
YyactHuka B Cucreme 30. NpumeHeHue
dNeKTPOHHOM nognucu.

4. Interaction between the Company and the
Participant in the EDW System. Application of
Electronic Signature.

4.1. Ecam nHoe He ycTtaHosneHo lMpasuanamu 340,
8 Cucrteme 340 ana noanncaHMA DNEKTPOHHbIX
LOKYMEHTOB MCNONb3yeTCA IIEKTPOHHAA NOAMUChH.

4.1. Unless otherwise provided for by the EDW Rules,
the EDW System uses an Electronic Signature to sign
Electronic Documents.

4.2. NMpucoeanHusluncb K lMpasuaam, YYacTHUK
npusHaeT cnegytoulee:

4.2. By acceding to the Rules, the Participant
acknowledges the following:

nHoe
n/nnéo

4.2.1. DNEKTPOHHbIA AOKYMEHT wn/uau
coobuieHue, nognucaHHble

4.2.1. An Electronic Document and/or any other
message signed and/or sent by the Client Portal User




HanpaBAEHHble Nonb3oBaTenem JlnyHoro
KabunHeTa nocne ero WaeHTudpuKaumm wu
AyTeHTUdMKaumMm B JIMYHOM KabuHeTe, cunTatoTes,
COOTBETCTBEHHO, noAnnCaHHbIMM n/vnu
Hanpas/IEHHbIMMU OAHHbIM MNonb3oBaTtenem
JlnyHoro KabuHera;

after its Identification and Authentication in the
Client Portal are deemed, respectively, signed and/or
sent by such Client Portal User;

4.2.2. 3NEeKTPOHHbIN AOKYMEHT, MOoANMCaHHbIN
DNIeKTPOHHOM NoAMNMUCHIO n nepeaaHHbIM
nocpeactsom Cuctembl 300 B nopagke,
npeaycMoTpeHHOM Mpasunamu, cunTaerca
NOAMMCaHHbIM MNPOCTOM 3/1EKTPOHHOM NOAMUCHIO
MNonb3oBaTens  JInyHoro  KabuHeTa n/mnn
YnonHomoueHHoro anua Obuiecrsa;

4.2.2. The Electronic Document signed with the
Electronic Signature and transmitted through the
EDW System in the manner prescribed by the Rules is
deemed signed by a simple electronic signature of
the Client Portal User and/or the Company's
Authorized Representative;

4.2.3. DJNEeKTPOHHbIA  AOKYMEHT  cuyMTaercs
Hagnexawmm obpasom odopMAEHHbIM  MpU
YyC/IOBUM €ro COOTBETCTBMA 3aKOHOAATENbCTBY
Poccuitckoit Pepepauuu, Npasunam u 4OroBopam,
3aK/IloYeHHbIM Mexay O6LLecTBOM M YUaCTHUKOM;

4.2.3. The Electronic Document is deemed properly
executed, provided that it complies with the laws of
the Russian Federation, the Rules and agreements
made between the Company and the Participant;

4.2.4. DNeKTPOHHble AOKYMEHTbI, HanpaBAEHHble
nocpeactsom Cucrtembl 340 M nognucaHHble B
nopsagKke, ycraHosneHHom [lpasunamu 310,
ABNAIOTCA NOA/IMHHbBIMM " LEeN0CTHbIMMU
OOKYMEHTaMM, UCXOAAWMMM OT YYacTHUKA n/mam
ObulecTsa;

4.2.4. Electronic Documents sent through the EDW
System and signed in the manner prescribed by the
EDW Rules are authentic and complete documents
issued by the Participant and/or the Company;

4.2.5. JNeKTpOHHble AO0KYMEHTbl, B TOM 4ucne
odpopmnstome KaKyto-1nmbo CAenky,
NOAMUCaHHble  DNIEKTPOHHOM  NOAMUCBID WU
HanpaBneHHble nocpegcteom Cuctembl 340,
yO0BNETBOPAOT TPpeboBaHMAM MX COBEpLUEHMA B
NpoCToiA MUCbMEHHON dopme U MMET Ty XKe
HOPUANYECKYIO CUAY, YTO U MAEHTUYHBIE NO CMbICNY
M COOEPXAHUIO OOKYMEHTbl Ha OymaxkHOM
HOCUTENle U He MOFyT BblTb OCMOPEeHbl TONbKO Ha
TOM OCHOBaHWW, 4YTO OHW COBEpLIEHbl B
3/1EKTPOHHOM BUAE;

4.2.5. Electronic Documents, including whereby any
transaction is formalized, signed with the Electronic
Signature and sent through the EDW System, meet
the requirements for entering thereinto in a simple
written form and have the same legal effect as paper
documents identical in meaning and cannot be
challenged solely on the grounds that they are made
electronically;

4.2.6. pWUCK HenpaBoOMEpHOro nognucaHuA
ONeKTPOHHOro OOKYMeHTa INeKTPOHHOWM
nognucobto MNonb3osatens JIndHoro KabuHeTa
HeceT YYacTHWUK, OT MMEHM KOTOPOro [AaHHbIA
LOKYMEHT NoAnucaH;

4.2.6. the risk of unlawful signing of the Electronic
Document with the Electronic Signature of the Client
Portal User shall be borne by the Participant, on
whose behalf such document is signed;

4.3. Koan4yectBO 3K3eMNNAPOB D/IEKTPOHHOrO
OOKYMeHTa, B TOM 4MCA€e BbINOJHEHHbIX Ha
MaLNHOYNTAEMbIX HOCUTENAX PAa3/IMYHOTO TUMNa He
orpaHuyeHo. [lpun 3Tom Bce  3K3emMnaApbl
ONeKTPOHHOro OOKYMeHTa ABNAIOTCA
NoA/IMHHUKAMM [LAHHOTO INEeKTPOHHOro
[OKYMEHTa, KpOoMe C/ly4aeB, KOrga 3K3emnasap
COLEPKMUT OTMETKY O TOM, YUTO OH ABNAETCA KOMUEN.

4.3. The number of copies of the Electronic
Document, including those made on machine-
readable media of various types, is unlimited.
Provided that all copies of the Electronic Document
constitute the originals of such Electronic
Document, except when the copy is marked as a

copy.




4.4, CumTaetcA, YTO NOAJMHHUK DNEKTPOHHOrO
OOKYMEHTa He Cyl,ecTByeT, €C/I1M BbINOJHAETCA
O[HO 13 CeayoLWnX YCN0BUIA:

- He cyLLecTByeT HM 04HOro yuTeHHOro Obuiecteom
3K3emMnaspa A4aHHOro DIEKTPOHHOIO AOKYMEHTa U
BOCCTaHOB/IEHWNE ero HEBO3MOXHO;

- He cyLLecTByeT cnocoba ycTaHOBUTb NOAJIMHHOCTb
dneKkTpoHHoM nognucu Monb3osatens JinyHoro
KabuHeta un/uam  YnNoNHOMOYEHHOro  /auua
O6uiecTBa, KOTOPOWN NOANUCAH AAHHbIN LOKYMEHT.

4.4. The original of the Electronic Document is
deemed non-existent if one of the following
conditions is met:

- no copy of such Electronic Document recorded by
the Company exists and it cannot be restored;

- the authenticity of the Electronic Signature of the
Client Portal User and/or the Company's Authorized
Representative, who signed this document, cannot
be ascertained.

4.5. Konnun dN1eKTPOHHOIro AOKYMEHTa MOryT 6bITb
M3roToBneHbl (pacneyaTaHbl) Ha OymarkKHOM
HocuTene n LONIKHbI 6bITb  3aBepeHbl
COBCTBEHHOPYYHOM NOAMNUCHIO YNOJHOMOYEHHOO
nnua ObuwecTsa. Konna IneKTPOHHOIo AOKYMEHTa
[OMKHA 06M3aTenbHO cogep’kaTb OTMETKY 06
aTOoM.

4.5. Copies of the Electronic Document may be
made (printed) on paper and must be certified by
own handwritten signature of the Company's
Authorized Representative. The copy of the
Electronic Document must necessarily contain a
note to that effect.

4.6. [na pabotel B JIM4HOM KabuHeTe
Monb3oBaTesb JINMHOrO KabUHETa JOKEH NPOUTH
npoueaypy NaeHTMdnKaummn n AyteHTuduKaLmu.

NaeHTUdMKauua lMonb3oBaTtens JlnyHoro
KabuHeTa ocylecTBaAeTcs no ero
NaeHTUOUMKATOPY, KOTOPbIM MOXKET OTAMYaTbCA
ana poctyna B JIMYHbIA KabuHeT nocpeacTsom
web-uHTepdelica u MobUAbLHOTO NPUIOKEHUA.

AyTeHTUdMKauuA Nonb3oBaTena JlnyHoro
KabuHeTa OCyLLEeCTBASETCA MyTeM MpPOBEepKM
COOTBETCTBMA BBEAEHHOro MNonb3oBaTtenem
NlnyHoro KabuHeta [lapons CO 3HAYeHUEM,
CcoxXpaHeHHbIM B 6ase aaHHbIx Cuctembl 340 ans
paHHoro Monb3oBartens.

Mpwn npoxoxKaeHnn npoueaypbl AyTeHTUdUKALUN
[ononHuTenbHo Ha Homep mobunbHoro TenedoHa
WA ABTOPU30BAHHbIN aApec SNEKTPOHHOMN NOYTHI,
onpeaeneHHole Cucremoit 340 Ha OCHOBaHUM
yKasaHHoro WaeHTuduMKaTopa, MoOXKeT ObiTb
oTnpasneHo WHdbopmaunoHHoe coobuieHne ¢
Kogom noartsepKaeHusa, KOTOpbIA A0MKeH ObiTb
BBEZEH B COOTBETCTBYHOLLEE MONE MPU BXOAe B
JInyHbI KabuHeT.

4.6. To work in the Client Portal, the Client Portal
User must go through the Identification and
Authentication procedure.

The Client Portal User is identified using its Identifier,
which may differ for access to the Client Portal
through the web-interface and the Mobile
Application.

The Client Portal User is authenticated by matching
the Password keyed in by the Client Portal User
against the value stored in the EDW System database
for such User.

When carrying out the Authentication procedure, an
Information Notice with a Confirmation Code can be
sent additionally to the Mobile Phone Number or
Authorized E-mail Address determined by the EDW
System on the basis of the specified Identifier, which
Confirmation Code must be entered in the
appropriate field when logging into the Client Portal.




4.7. B oTHoweHun Kaxgoro [lonb3oBatensa
JInyHoro KabuHeTa, He ABAAIOLLErOCA YYACTHUKOM-
dnsnyecknum Nuom, Y4yacTHUK LOKeH
npenocTaBnTb Obuectsy OOKYMEHT,
noaTeBepKaalowWwmMn  ero nosHomoums. Ecam B
KauyecTBe TaKOro JAOKyMeHTa npeaocTaBnAeTca
[OBEPEHHOCTb, TO OHa MOMeT OblTb BblgaHa Mo
dopme, nNpPenycMOTPEHHOW COOTBETCTBYIOLLMM
[,0r0BOPOM, 3aK/HOYEHHBIM Mexay ObliecTBom U
Y4yacTHMKOM, B paMKax KOTOpOro npeanosaraerca
MCNONb30BaTb DNEKTPOHHbIM LOKYMEHTOOOOPOT.

4.7. For each Client Portal User, who is not an
individual Participant, the Participant must provide
the Company with a document confirming its
authority. If a power of attorney is provided as such
document, it may be issued in the form provided for
in a relevant agreement made between the
Company and the Participant, under which the
Electronic Document Workflow is intended to be
used.

4.8. MNpwu paboTe B J/INuHOM KabuHeTe, B TOM Yncne

npu  peructpaumm  [onb3osatena  JInyHoro
KabuHeTa [onb3oBatenb JIMYHOrO KabuHeTa
BBOAUT  HeobXxoaMMble  AaHHble,  KOTOpble
3anpawwusaer Cuctema 340, ncnonb3syA

OYHKLUMOHaNbHbIE KHOMKM WM nona Aff BBOAA
nHbopmaumm.

4.8. When working in the Client Portal, including
when registering the Client Portal User, the Client
Portal User enters necessary data requested by the
EDW System using the function buttons and fields
for entering information.

4.9. MNocpeactsom JInyHoro KabuHeta moryT 6bITb
NoAnMCcaHbl ONEeKTPOHHble OOKYMEHTbI,
pasmelleHHble B Cucteme 340 Obuwectsom munu,
npuM  NpeaocTaBAeHUM  TaKoh  TEXHUYECKOM
BO3MOXHOCTM  Ob6wectsom,  [Monb3oBatenem
JInyHoro KabuHeta, nMbo chopmMpoBaHHbIE
Cuctemoirt 340 npu coBepeHnn Monb3oBatenem
JInyHoro KabuHeTa onepaum B JIMuHOM KabuHeTe.

Kaxaomy DNeKTPOHHOMY  AOKYMEHTY  w/uau
KaXKAoMy DIEKTPOHHOMY AOKYMEHTY u3 [pynnbl
DNEKTPOHHbIX AOKYMEHTOB, a €C/IM INEKTPOHHbIe
AOKYMeHTbI 06beaMHeHbl B MaKeT INEKTPOHHbIX
AOKYMEHTOB, TO AaHHOMY [MaKeTy DNeKTPOHHbIX
AOKYMEHTOB NPUCBANBAETCA YHUKA/bHbIN HOMep.

4.9. Electronic Documents placed in the EDW System
by the Company or, if such technical option is
activated by the Company, by the Client Portal User,
or generated by the EDW System in the course of the
Client Portal User performing operations in the Client
Portal, can be signed through the Client Portal.

Each Electronic Document and/or each Electronic
Document from a Group of Electronic Documents,
and if the Electronic Documents are combined into
an Electronic Documents Pack, such Electronic
Documents Pack is assigned a unique number.

4.10. [llepes nognucaHMem  DNEKTPOHHOrO
OOKYMeHTa Y4YacTHUK 0653aH 03HAaKOMMUTLCA C HUM
M 6bITb COTNACHbBIM C €ero CoAep*KaHNEM B MNOJTHOM
obbeme. Y4yaCTHMK He BMpaBe NpeabABAATb
NpeTeHsun K  coAepaHuio  DIeKTPOHHOro
LOKYMeHTa noc/sie ero noanucaHus.

Mocne npoBepKM copepyKaHus  INEKTPOHHOTo

AOKYMEHTa Monb3soBatenb JIMyHOro KabuHeTa
nHnummnpyet npouecc ero nognncaHuA n
HanpasaaeTt 3anpoc Ha nonyyeHue Koaa

noareepxaeHuA.

4.10. Before signing an Electronic Document, the
Participant shall familiarize itself with it and agree
with its content in full. The Participant may not make
claims as to the content of the Electronic Document
after its signing.

After checking the content of the Electronic
Document, the Client Portal User initiates the
process of its signing and sends a request to receive
the Confirmation Code.




4.11. Ecnn Mpasunammn 30 He npeayCMOTPEHO
MHOE noAnucaHue DNEeKTPOHHOro AOKYMEHTa
Nonb3oBaTenem JlnyHoro KabuHeTa
OCYLLECTB/AETCA C NOMOLLbIO K/toYa 3/1eKTPOHHOM
nognucu n Koga noaTBepKaeHuA, NONYYEHHOTO B
Buae NHPopmaLMoHHOro coobuieHus 7
BBeAEHHOro B cooTeeTcTBylolwee noae B JIMYHOM
KabuHeTe.

4.11. Unless the EDW Rules provide otherwise, the
Electronic Document is signed by the Client Portal
User using the Electronic Signature Key and the
Confirmation Code received in the form of an
Information Notice and entered in the appropriate
field in the Client Portal.

4.12. Ecan Mpasmnammn 300 He npeaycMOTPEHO
MHOE noAnucaHue DNIEKTPOHHOIro AOKYMEHTA
MNonb3oBaTtenem JlnyHoro KabuHeTa
OCYLLECTB/IAETCA C NOMOLLbIO K/toya 3/1eKTPOHHOM
noanucu n Koga noarsepKaeHns, Noay4eHHOro B
Bnae NHdopmaumoHHoro coobeHus 7
BBEZEHHOro B COOTBETCTBYIOWEE none B JIMYHOM
KabuHerTe.

4.12. Unless the EDW Rules provide otherwise, the
Electronic Document is signed by the Company's
Authorized Representative using the Electronic
Signature Key and the Confirmation Code received
in the form of an Information Notice and entered in
the appropriate field in the Admin Section of the
EDW System.

4.13. O6wectBo obecneumBaer  ¢uUKcaLmto
¢aktoB  oTnpasku [onb3oBatento  JInyHoro
KabuHeTa Kogos noartsep:aeHuA. OakT oTNpaBKu
CMC-yBegomneHunsa noareepxaaetca
netanusaumein CMC-ysegomneHma (MHPopmauma
0 pgaTte u BpemeHu otnpasku CMC-yBegomneHus,
TeKCT oTnpasneHHoro CMC-yBegomneHus). dakr
oTnpasku MYLU-yBegomneHuii n cooblleHUn Ha
ABTOPM30BaHHbI afpec 3/eKTPOHHOW MOoYThI,
noatsepXaaetca WMHPopmaumerr o0 pate M
BPEMEHM OTNPaBKM COOOLLIEHMA U TEKCTOM
OTMNPAaBJEHHOIO COOBLLEHUS.

4.13. The Company procures that record of facts
of sending Confirmation Codes to the Client Portal
User is kept. The fact of sending an SMS notification
is confirmed by the details of the SMS notification
(information about the date and time of sending the
SMS notification, the text of the sent SMS
notification). The fact of sending PUSH-notifications
and messages to the Authorized E-mail Address is
confirmed by information about the date and time
of sending the message and the text of the sent
message.

4.14. Mo TpeboBaHuto ObLWEecTBa, B TOM 4ucne
nytem pasmeweHna B Cnucteme 310 DNeKTPOHHbIX
OOKYMEHTOB OTAEe/bHbIMU dalinamm, AOKYMEHTbI
M/MAM  NPUNOMKEHMA K HUM  MOAMNMCHIBAKOTCA
MNonb3oBaTenem JNlnyHoro KabuHeTa no
OTAENbHOCTU KaK CaMOoCTOATE/IbHbIE D/IEKTPOHHbIe
LOKYMEHTBI.

4.14. If so requested by the Company, including by
placing Electronic Documents in the EDW System as
separate files, documents and/or attachments
thereto are signed by the Client Portal User
separately as independent Electronic Documents.

4.15. Ecnv nHoe He ycTtaHosneHo lMpasuaamm 340
ONA  DNEeKTPOHHbIX  OOKYMEHTOB  NMpU WX
pasmelteHmm Obwecteom B Cucteme 30, a TaKKe
npuM noanuvcaHnn  YNO/JIHOMOYEHHbIM  JINLOM
ObwectBa u/unan  TMonb3osatenem  JINYHOTO
KabuHeTa, co3gatotca (reHepupytoTcsa) Xeww,
ABNAOWMECA  YHUKANBbHBIMM  ANA  KaXKAOoro
DNeKTPOHHOro AokymeHTa (MakeTa INEeKTPOHHbIX
[ OKYMEHTOB).

4.15. Unless otherwise specified in the EDW Rules for
Electronic Documents in the event they are
deposited by the Company in the EDW System and
signed by the Company's Authorized Representative
and/or the Client Portal User, Hashes are created
(generated) that are unique for each Electronic
Document (Electronic Documents Pack).

4.16. [loanUCaHHbIA DNEKTPOHHbIN  OOKYMEHT
COLEPKMUT nHbopmaumtio, NO3BONAIOLLYHO
YCTAHOBUTb muo, nognucasliee n/mnn
OTNpaBmMBLUEE [aHHbIN INEKTPOHHbLIA OOKYMEHT
nocpeacteom Cuctembl 310. B KayecTBe TaKoM

4.16. The signed Electronic Document contains
information allowing one to identify the person, who
signed and/or sent this Electronic Document via the
EDW System. Such information may be the Identifier,
surname, name and patronymic (if any), and/or any




MHbOPMaUMKM MOKET BbICTynaTb MaeHTudukatop,
bammnuna, uma n otyectso (Npu Hanuumu), u/mam
MHON NpuW3HaK, MNO3BO/AIOWMNIA  AOCTOBEPHO
onpeaenutb  AMuo,  noAanucaswee  u/uam
oTnpasuBLee INEKTPOHHbIA AOKYMeHT. [laHHas
MHOOPMaUMA MOKET BKAOYATLCA B INEKTPOHHbIN
OOKYMEHT  aBTOMATMYeCKM  Ha  OCHOBaHWM
06paboTkn B Cucteme 30 Kntoua 3n1eKTPOHHOM
nognucu nmua, noanucasLLero n/man
OTMPaBUBLUEro DNEKTPOHHbIN AOKYMEHT.

other thing that enables one to reliably identify the
person, who signed and/or sent the Electronic
Document. This information may be included in the
Electronic Document automatically based on the
processing in the EDW System of the Electronic
Signature Key of the person, who signed and/or sent
the Electronic Document.

4.17. C momeHTa noanucaHua DNEKTPOHHOro
OOKyMeHTa YNo/sHOMOYeHHbIM nuom ObuiecTsa
wnn Monb3oBatenem JInyHoro KabuHeTa OH
CTaHOBUTCA HOPUANYECKM 06A3bIBaOWUM,
COOTBETCTBEHHO, pana ObuwectBa wan  ana
YyacTHuKa.

4.17. From the time the Electronic Document is
signed by the Company's Authorized Representative
or the Client Portal User, it becomes legally binding
on the Company or for the Participant respectively.

4.18. JNEeKTPOHHbIA OOKYMEHT MNpoBepseTcs Ha
cobniogeHne TpeboBaHUM K MOpPAAKY  ero
noAnuCcaHus, YCTaHOB/IEHHbIX Mpasunamu.
DNIeKTPOHHbINA AOKYMEHT MOANEXUT AajsibHeNLen
06paboTKe W WCMONHEHWUIO TONBKO B C/yyae
NONOXUTENbHOTO pe3sysbTaTta nNpoBepKu
NOAJIMHHOCTM DNEKTPOHHON Noanucy.

MoANMHHOCTb DNEeKTPOHHOW noanucu B
JNEeKTPOHHOM AOKyMeHTe cumnTaetca
NoATBEPKAEHHOM npu 04HOBPEMEHHOM
cobnoaeHnu cneayowmx YC/IOBUIA: 1)

noAnucaHMe AaHHOTO INEKTPOHHOIO AOKYMEHTA
npousBefieHo COOTBETCTBEHHO [lonb3oBaTenem
NnyHoro KabuHeTta nam Yno/sIHOMOYEHHbIM JIMLLIOM
ObuwiectBa nocsie NPOXOXMAEHMA MM YCNEWwHOoM
AyTeHTuduKkaumm ©  2) BBedeHHbln  Kop,
NOATBEPXKAEHWNA NPU NOAMUCAHUM DNEKTPOHHOIO
LOKYMEHTa COOTBETCTBYET OTMNpasB/ieHHOMY AJiA
aTux uenei Koy noaresepxaeHus.

4.18. An Electronic Document is verified for
compliance with the requirements for the procedure
of signing the same specified in the Rules. The
Electronic Document is subject to further processing
and execution only in case of a positive result of the
verification of the Electronic Signature.

Authenticity of the Electronic Signature in an
Electronic Document is deemed to be confirmed if all
of the following are met at the same time: 1) this
Electronic Document was signed respectively by the
Client Portal User or the Company's Authorized
Representative after successful Authentication, and
2) the Confirmation Code entered when signing the
Electronic Document matches the Confirmation Code
sent for these purposes.

4.19. Ecanu npoBepKa NOAJIMHHOCTH
JNEeKTPOHHOM NOANMCK MOKasana oTpULATENbHbIN
pe3ynbTat, TO DNEKTPOHHbIA [AOKYMEHT He
CYMTAETCA  MNOAYYEHHbBIM U He  NOSNEXMUT
hanbHenwen o6paboTKe N UCMOSTHEHMIO.

4.19. If the verification of the Electronic Signature
has shown a negative result, the Electronic
Document is not deemed received and is not subject
to further processing and execution.

4.20. CraTtyc DNEeKTPOHHOro OOKYMeHTa
oTobparkaetcs B Cucteme 340 U moXKeT 6bITb
npocmotpeH B ntoboe Bpema [lonb3osatenem
JlInyHoro KabuHeta M YNONHOMOYEHHbIM AULLOM
ObulecTsa.

4.20. The status of the Electronic Document is
displayed in the EDW System and can be viewed at
any time by the Client Portal User and the Company's
Authorized Representative.

4.21. OgHoOM NPOCTON DAEKTPOHHOM MNOANUCHIO
MOXKeT ObITb noanucaH [akeT DeKTPOHHbIX
OOKYMeHTOB. [lpyM noanuMcaHum INEeKTPOHHOM
nognucoto lNakeTa INEKTPOHHbIX LOKYMEHTOB

4.21. One simple Electronic Signature can be used to
sign an Electronic Documents Pack. When signing the
Electronic Documents Pack with the Electronic
Signature, each of the Electronic Documents included




Ka*KablI M3 INEKTPOHHbIX AOKYMEHTOB, BXOAALLMX
B Hero, cyuMTaeTca MoAfMucaHHbIM  MPOCTOM
DNIeKTPOHHOM NoANUCHIO.

therein is deemed signed with the simple Electronic
Signature.

4.22. OpHoi
MoKeT bbITb

NPOCTOA DNEKTPOHHOM NOAMUCHIO
nognucaHa pynna SAeKTPOHHbIX
AOKYMEHTOB, 00beAMHEHHbIX YYacTHUKOM WK
O6buwectesom. [pu noaAnMCaHUM  DAEKTPOHHOM
nognucoto Fpynnbl  INEKTPOHHbBIX AOKYMEHTOB
KarKabli us3 INEeKTPOHHbIX OOKYMEHTOB,
06begMHEHHbIX B rpynny, cyMTaeTcA
noAnNUcaHHbIM NPOCTOM NEKTPOHHOW NOAMUCHIO.

4.22. One simple Electronic Signature can be used to
sign a Group of Electronic Documents combined by a

Participant or a Company. When signing a Group of
Electronic Documents with an Electronic Signature,
each of the Electronic Documents combined into a

group is considered to be signed with a simple

Electronic Signature.

4.23. YyacTHMUK, 3aknoums [orosop, npusHaer
BbIMUCKM U3 3/IEKTPOHHbIX }KYPHAN0B pPerncrpaLmm
cobbITui (nor-gaiinos), noAnucaHHble
YNO/IHOMOYEHHbIM nuom ObuiecTBa, B KayecTse
[0Ka3aTenbCTBa, MPUroAHOro N A0CTAaTOMHOroO oA
npeabABAEHUA B C/ly4ae BO3HUKHOBEHMA CMOPHOM
CUTYyaLMK, B TOM YMC/Ie MPU PACCMOTPEHUM CNopa B
TpeTelickom cyae (cyae), BaHke Poccun, B MHbIX
opraHu3aumax u/wmamM opraHax rocyaapcTBeHHoW
B/IaCTU NpPU paspelleHnn KOHOGAMKTHbIX CUTYaLmi
n/Mnn cnopos, NOATBEPKAAIOLLEr0, B TOM YMCAE:

- daKT nosyvYeHMa  UAKM  He
ObuwecTteom AaHHbIX, B
NepCoOHaNbHbIX AaHHbIX 3 ECUA;

nonyyeHuAa
TOM ynucne

- daKT, pgaTy, Bpema pocTyna [lonb3osaTens
JInyHoro KabuHeTa K JInuHomMy KabuHeTy;

- daKT, gaty, Bpema noanucaHusa DNeKTPOHHOro

OOKYMEHTa, a TaKKe coBepLleHnn
nocpeacTsom NCNONb30BaHUA NlnuHoro
KabuMHeTa WHbIX OelCTBUM, BO3MOMKHOCTb
coBepLleHun KOTOpbIX npeaycmoTpeHa

Mpasunamm u/van ¢yHKUMOHANOM JIMYHOrO
KabuHeTa;

- cogeprKaHue  JNIeKTPOHHbLIX  AOKYMEHTOB,
pasmelleHHbIX B JIM4HOM KabuHete, M wux
CTaTyc;

- daKkT OTNpPaBKM "
NHbOopMaUNOHHBIX COOBLLEHNA.

cofepskaHue

4.23. Having entered into the Agreement, the

Participant recognizes extracts from electronic event
logs (log files) signed by the Company's Authorized
Representative as evidence suitable and sufficient for
presentation in the event of a dispute, including

when considering a dispute in an arbitration court

(court) , the Bank of Russia, in other organizations
and/or public authorities when resolving conflict

situations and/or disputes, confirming, among other
things:

- the fact of receiving or not receiving data by the
Company, including personal data from the USIA;

- the fact, date, time of access of the Client Portal
User to the Client Portal;

- the fact, date, time of signing the Electronic
Document and performing other actions through
the use of the Client Portal, the possibility of
which is provided for by the Rules and / or the
functionality of the Client Portal;

- the content of the Electronic Documents placed in
the Client Portal and their status;

- the fact of sending and the content of Information
Notices.

5. OcobeHHOCTM paboTbl B J/IMuHOM KabuHete
nocpeacTsom UCNoAb30BaHUA MobunbHoro
NPUNOXKEHMUA.

5. Specifics of working in the Client Portal through
the use of the Mobile Application.

5.1. B uenax npepgocraBneHna goctyna K JinuHomy
KabuHety [lonb3osatento JIMyHoro KabuHeta
YyacTHUK HanpasnaseT O6LWecTBy B MMCbMEHHOM
Buae Cnucok Nonb3sosatenen JInyHoro kabumHera.

5.1. In order to provide access to the Client Portal to

the Client Portal User, the Participant sends the List

of Client Portal Users to the Company in writing.

The Participant that is an individual is entitled not to

provide the List of Client Portal Users if such




Cnucok MNonb3oBaTenein JInuHoro KabuHeTa moxeT
He NpeaocTaBNATbCA YUYACTHUKOM, ABAOLLMMCS
dM3nMYECKMM  NUOM, MpPU  YCNOBUWU, YTO OH
ABNSAETCS €4VNHCTBEHHbIM Monb3oBatenem
JInyHoro KabuHeta M HeobxoaMman MHPopmaLUA
umeetca y Obuwiectsa, B TOM yncne bbina paHee
npefoctasneHa YyactHukom O6uiectsy npu
3aKknodeHMn  [loroBopa, W OHa  ABAsAeTcA
aKTyanbHOW.

individual is the only Client Portal User and the
Company has all the necessary information, including
information that was provided at the time of the
Agreement execution, if still relevant.

5.2. Ona pernctpaummn MNonb3osaTtensb JIM4HOro
KabuHeTa [OMKEH WCNO/b30BaTb B  KayecTse
NaoeHTndumkatopa Homep mobuabHoro TenedpoHa u
cBon GaMuANIo, UMA M OTYECTBO (NpK Hanmuum),
yKasaHHble YyacTHUKom B CnucKe Mosib3oBaTtenem
JlnyHoro KabuHerTa.

5.2. To register, the Client Portal User must use as an
Identifier the Mobile Phone Number and its last
name, first name and patronymic (if any), indicated
by the Participant in the List of Client Portal Users.

5.3. Peructpaumto B JIn4HOM  KabuHeTe
Monb3oBaTenb JIMuHOro KabuHeTa ocyuwiecTBaseT
camocToaTenbHo. B atmx uenax [lonb3oBatens
JNnyHoro KabuHeTa LONXKeEH cnepoBaTb
WMHCTPYKLMAM, KoTOopble byayt emy
npepocTasaATbcA B MobUALHOM NPUAOKEHUN NPU
€ro 3anycke nocae yCTaHOBKMW.

5.3. The Client Portal User shall on its own register in
the Client Portal. For these purposes, the Client
Portal User must follow the instructions that will be
provided to it in the Mobile Application when it is
launched after installation.

5.4. VYkasbiBaAa npu peructpaumm B JIM4yHOM
KabuHete Homep mobunbHoro TenepoHa U
NpoaoAXKaa  perucTpauuio,  cyuTaeTca,  4To
Monb3oBaTenb JInuHOro KabunHeTa cornawaerca Ha
nonydyeHme CMC-coobuweHNn Ha YyKasaHHbIA MM
Homep mobunbHoro tenedoHa.

5.4. By indicating the Mobile Phone Number during
registration in the Client Portal and continuing the
registration, the Client Portal User is deemed to
agree to receive SMS messages to the Mobile Phone
Number specified by it.

5.5. locne 3aBepweHna perncrpaumm u npu
YCNIOBUM MpPefoCcTaBleHNA Bcex Heobxoanmmblix
LOKYMEHTOB, B TOM 4MCNe YKasaHHbIX 8 M. 4.7
Mpasun, Monb3zosatens J/InuHOro KabuHeTta nocne
NPOXoXAeHUa AyTeHTUOUKALMM UMMeeT npaso
Nnoab30BaTbCA JIMUHBIM KabUHETOM.

5.5. After completion of the registration and subject
to the provision of all necessary documents, including
those specified in clause 4.7 of the Rules, after
passing the Authentication the Client Portal User may
use the Client Portal.

5.6. TMonb3oBaTenb JInyHoro KabuHeTa B
HacTpoiKax MoBUAbHOrO NPUIOXKEHUA MOXKeT
aKTMBMpoBaTb OYyHKUMIO «Bxoa no oTnevatky
nanbua»/«Bxoa npu nomowm Face ID»/«Bxoa npu
nomouwm MNMMH-koga» b0 BXoA C NOMOLLbIO MHOTO
MeToaa, peasn3oBaHHOIO B MobuabHom
NPUNOXKEHUN U nogaeprkmpaemoro MobuabHbIM
yCTpoiACcTBOM. YKa3aHHaA GyHKUNA NPUMEHAETCA B
Lenax [0NONHUTENIbHOM 6e3onacHoOCTH
MCMOJIb30BaHUA MobunbHoro NPUIOXKEHUA,
HeAoNyLWeHMA HeCAaHKUMOHMPOBAHHOIO A0CTYNa K
Hemy TpeTbMX AU, a TaKXKe A[na [octyna B
MobunbHoe NPUAOKeHNE nocne paHee
nposeaeHHON npoueaypbl AyTeHTUOUKALMN.

5.6. The Client Portal User can activate in the Mobile
Application settings the "Fingerprint Login"/"Face ID
Login"/"PIN Code Login" function or login using
another method implemented in the Mobile
Application and supported by the Mobile Device. This
function is used for the purpose of additional security
of using the Mobile Application preventing
unauthorized access to it by third parties and for
access to the Mobile Application after the previously
performed Authentication procedure.

The Participant is notified that the use of the function
specified in this clause is not a substitute for the
Identifier and/or Password and can be used only if
the Client Portal User is Authenticated in the Client
Portal on the Mobile device, from which it logs in. The




YYyacTHUK  yBEeAOMEH, 4YTO  WCMNO/b30BaHWE
YKa3aHHOM B HacToAWwem MyHKTe OYHKUMKU He
ABnsetca 3ameHoh WMpaeHtudbukatopa u/man

Mapona n MOXKET WMCNONb30BATbCA TOJIBKO NpU
ycnosun AyteHTndumkaumm MNonbsosatena JiInuHoro
KabuHeTa B JINYHOM KabuHeTe Ha MobuabHOM
YCTPOWCTBE, C KOTOPOrO OCYLLECTBAAETCA BXOA,
YYaCTHMKY  M3BECTHO O TOM, 4TO nNpwu
MCMNO/Ib30BaHUW YKa3aHHOM B HACTOALLEM NYHKTe
¢yHKumMn  MNonb3oBaTens JIMyHoro KabuHeta
cuMTaeTca npoweawnm  AyTeHTUOMKauul B
JIndHOM KabuHeTe, B TOM 4MC/e MPU 3aKPbITUK
MobunbHoro npunoxenua. B stom cnyyae pna
npekpaweHns [octyna B JIMYHbIA KabuHeT Ha
OCHOBaHWU paHee Npou3BeAEHHOM
AyTeHTudUKaumum MNMonb3oBatens JlnyHoro
KabWHeTa JOKEH OCYLLECTBUTL BbIXOA U3 JIMYHOIO
KabuWHeTa, MUCNOAb3yA CEPBUCHOE MEHI B
MoB6UNBbHOM MPUNONKEHMUM.

YyacTHUK o0baA3syeTcs obecneunTb
KOHOMAEHUMANBbHOCTL UHbOPMALMKM O MeToaax
BXxoAa B JIMYHbIK KabwuHeT, UCNoNb3yemMbixX
Monb3oBaTenem J/IMuHOro KabmHeTa Ana goctyna K
MobunbHOMY MPUNOMNKEHUIO, U HECET BCE PUCKK
HebnaronpuATHbIX NOCNAEACTBUA NPU HapyLIEHUU
[aHHOM 0653aHHOCTM.

Participant is aware that when using the function
specified in this paragraph, the Client Portal User is
deemed to have passed the Authentication in the
Client Portal, including when closing the Mobile
Application. In such case, in order to terminate access
to the Client Portal based on the previously
performed Authentication, the Client Portal User
must log out of the Client Portal using the service
menu in the Mobile Application.

The Participant undertakes to ensure the
confidentiality of information about the methods of
logging into the Client Portal used by the Client Portal
User to access the Mobile Application and bears all
the risks of adverse consequences in case of violation
of this obligation.

5.7. WUHdopmaumoHHble coobuieHna B dopme
MNYL-coobuweHnit Hanpaenstotca [Mosb3oBaTento
JNInyHoro kKabwuHeTa nNpu  YyCNOBUM  BKIKOYEHUA
OaHHOM GYHKUMM B MoBGUABHOM NPUNOXKEHUMN.
MonyyeHne MNonb3oBaTenem JIM4HOro KabuHeTa
MNYL-coobueHnint 03HayaeT, YTo OH MNOAKJAHYUNN
AaHHY0 QYHKUMIO M COrNacuaca Ha nosyyeHue
Takux MHPOPMaLMOHHBIX COOBLLEHNA.

Ona oTkasa oT nonyyeHmsa MYLU-coobleHnin
Monb3oBatento JInuHoro KabumHeTa Heobxoanmo
OTKNHOUUTb B MOBUNBHOM MPUNONKEHUN LAHHYIO

bYHKLMIO.

5.7. Information Notices in the form of PUSH
messages are sent to the Client Portal User, provided
that this function is enabled in the Mobile
Application. The receipt by the Client Portal User of
PUSH messages means that it has activated this
function and agreed to receive such Information
Notices.

To stop receiving PUSH messages, the Client Portal
User must disable this function in the Mobile
Application.

5.8. O6uwecTBO He HeceT OTBETCTBEHHOCTM 3a
HapyweHne 065a3aTenbCcTB, Bbi3BaHHOEe cboamu B
paboTe AUHUIA cBA3KM Kn/uan  0bopyaoBaHuA
nposanaepa.

5.8. The Company is not responsible for violation of
obligations caused by failures in the operation of
communication lines and/or equipment of the
provider.

5.9. T[lloanucaHwe IDNEeKTPOHHbIX AOKYMEHTOB
ocyLecTBAAeTCA C NCNo/Ib30BaHMEM
GYHKLMOHaNbHbIX KHOMOK M CNewunanbHblX nosen
oA BBoZa MHPOpMaLMW, peann3oBaHHbIX B
MOoBUNBLHOM MPUNONKEHMUM.

5.9. The Electronic Documents are signed using
function keys and special fields for entering
information implemented in the Mobile Application.

Monb3osatenem JInyHOro
OKasaHua Obuwectsom

5.10. [lloanucaHue
KabvHeTa B pamKax

5.10. The signing by the Client Portal User as part of
the provision by the Company to the Participant of




YYacTHMKY yCcAyr Ha pPbIHKe LUeHHbIX 6ymar,
NPOM3BOAHbIX GUHAHCOBbLIX MHCTPYMEHTOB W Ha
Ba/IlOTHOM PbIHKE (DNIEKTPOHHbIE NOPYYEHMSA)
DNEKTPOHHbIX [AOKYMEHTOB PacnopaauTe/ibHOro
XapaKTepa MOMKEeT He COMPOBOXAATbCA CO34aHMEM
(reHepaunen) Xewen.

Kog, noATBepXKAeHuA, HanpaB/ieHHbI
Monb3oBaTento JIMYHOrO KabuHeTa B TeKcTe
NHbopmaumoHHoro coobuieHna, u BBeAEHHbIN
npy noAanuMcaHUM DNEKTPOHHOIO  [OKYMEHTa,
npusHaeTca aHasorom CcoBCTBEHHOPYYHOM
nognucu Monb3osatena JlMyHoro KabuHerta.
YYyacTHMK 1 O6LLEeCTBO NPW3HAOT NOANUCAHHbIN
TakKMM  cnocobom  DNIEKTPOHHBLIN  JOKYMEHT
pPaBHO3HA4YHbIM [OKYMEHTY C COBCTBEHHOPYYHOM
nognucbto MNonb3osatensa JInyHoro KabuHerta,
COCTaB/IEHHOMY Ha BymaXKHOM HocuTesne.

services in the securities market, derivatives market
and in the foreign exchange market (Electronic
Orders) of Electronic Documents-orders may be not
accompanied by the creation (generation) of Hashes.

The Confirmation Code sent to the Client Portal User
in the text of the Information notice and entered
when signing the Electronic Document is recognized
as equivalent to own handwritten signature of the
Client Portal User. The Participant and the Company
recognize the Electronic Document signed in such
way as equivalent to a document with a handwritten
signature of the Client Portal User drawn up on

paper.

6. OcobeHHOCTU paboTbl B J/IMuHOM KabuHeTte
nocpeacTsom Ucnonb3osaHua web-untepdelica.

6. Specifics of working in the Client Portal using
the web interface.

6.1. Web-nHtepdeiic JinuHoro kabuHeTa,
pa3melleHHbIM no agpecy cabinet.renbroker.ru 8
CETU NHTEPHET.

6.1. The Web interface of the Client Portal, located
at cabinet.renbroker.ru on the Internet.

6.1.1. B uenax npenocrtaBneHMa p[octyna K
NTnuHomy KabuHeTy YuacTHUK coobulaeT ObuiecTsy
nepeyeHb anu, KOTOPbIM HeobxoaMMO
npeAoCcTaBUTb TaKoM AOCTYN.

6.1.1. In order to provide access to the Client Portal,
the Participant informs the Company of the list of
persons who need to be granted such access.

6.1.2. ObuwectBo PEruCTPUpPYEeT  KaxKkaoro
MNonb3oBaTena J/inuHoro KabuHeta B Cucreme 340
M npucsamsaer wum JloruHbl [onb3osatens
JlInyHoro KabuHeta. WUHbopmauma o JlormHax
Monb3oBaTenelt JiInuHoro KabuHeTa HanpasaseTcs
Y4yacTHURY ana COCTaBAEHUA Cnucka
Monb3oBaTeneit J/InuHoro KabuHeTa M nepenayun
ero B ObuiecTso.

6.1.2. The Company registers each Client Portal User
in the EDW System and assigns to them Client Portal
User Logins. Information about Client Portal User
Logins is sent to the Participant to draw up the List of
Client Portal Users and transfer it to the Company.

6.1.3. MNocne nonyyeHuna ot ObLwecTBa cBeAEHUI O
JlornHax Y4yacTHUK COCTaBAAeT B MUCbMEHHOM
Buae Cnucok Monb3osatenen JIMYHOro KabuHeTa U
nepegaet ero O6LuecTsy.

B Cnucok [MMonb3oBateneit JInyHoro KabuHeTa
MOXeT He  BKA4aTbca  MHbopmauma  ob
YyacTHUKe, aABAAoWweMcsa GU3UYECKUM IULLOM, NPH
YCNOBUMU, YTO YTO OH ABAAETCA eAMHCTBEHHbIM
Monb3oBaTenem JlnyHoro KabuHeTa "
Heobxoanmas nHbopmaumsa nmeetcs y Obectsa,
B TOM u4ucsie O6blla paHee npegocTaB/ieHa
YyacTHMKOm  O6wectBy  Npuv  3aKAHOYEHUU
[Jorosopa, 1 OHa ABAAETCA aKTyaIbHOW.

6.1.3. After receiving information about Logins from
the Company, the Participant shall draw up the List
of Client Portal Users in writing and transfer it to the
Company.

The List of Client Portal Users may not contain
information on the Participant that is an individual if
such individual is the only Client Portal User and the
Company has all the necessary information, including
information that was provided at the time of the
Agreement execution, if still relevant.




6.1.4. Nocne nonyyeHunsa Cnucka Monb3osaTtenen
NnyHoro  KabwuHeta JlormHbl  [Mosb3oBaTtens
JlnyHoro KabuHeta HanpasnatoTca ObuwecTsom B
3/IEKTPOHHOM BMAEe Ha ABTOPW3OBAHHbLIN agpec
3/IEKTPOHHOM nouTbl COOTBETCTBYIOLLETO
Monb3oBaTens JINYHOro KabuHeTa.

6.1.4. After receiving the List of Client Portal Users,
the Client Portal User Logins are sent by the Company
in the electronic form to the Authorized E-mail
Address of the respective Client Portal User.

6.1.5. [Monb3oBatenb JInyHoro KabwuHeTa npu
nepeom Bxoge B  JIMYHbIA  KabuHeT ¢
MCcnosib3oBaHMEM MNPUCBOEHHOro emy JlornHa
MNonb3osaTena NnyHoro KabuHeTa "
ABTOPM30BaHHOTO afpeca 31eKTPOHHOM MNoyThbl
ycTaHasamsaeT [Maponb. MNocne yctaHosku MNapona
M Npu  YCAOBMW  nNpefocTaBNeHUA  BCeX
HEODXOAMMbIX  [AOKYMEHTOB, B TOM  4uC/e
YyKasaHHbix B n. 4.7 [lpasun, [lonb3oBatenb
JInyHoro KabuHeTa nocne AyteHTudUKaLMM umeeT
npaBo No/ab30BaTbcA JINYHbIM KabUHeTOM.

6.1.5. The Client Portal User, upon first logging into
the Client Portal using the Client Portal User Login
assigned to it and the Authorized E-mail Address, sets
a Password. After setting the Password and subject
to the provision of all necessary documents, including
those specified in clause 4.7 of the Rules, the Client
Portal User has the right to use the Client Portal after
Authentication.

6.1.6. [MoanucaHue DNEKTPOHHbIX AOKYMEHTOB
oCyLecTB/AeTCA o NCNO/NIb30BaHNEM
GYHKLMOHaNbHbIX KHOMOK M CneunanbHblX noaemn
Ana BBOAA MHPOPMaALMKN, Peann30BaHHbIX B web-
nHTepdelice JInyHOro KabumHera.

6.1.6. Electronic Documents are signed using
function keys and special fields for entering
information implemented in the web interface of the
Client Portal.

6.2. Web-nHtepdeiic JInyHoro KabuHeTa,
pa3MeLLLEHHbIN Mo agpecy
newcabinet.renbroker.ru B ceTn nHTepHer.

6.2. The Web interface of the Client Portal, located
at newcabinet.renbroker.ru on the Internet.

6.2.1. B uenax npenocrtaBneHMsa p[octyna K
NnuHomy  KabuHety [Monb3oBatento JIMYHOrO
KabuHeTa Y4yacTHMK Hanpasndet Obuwiectsy B
nucbmeHHom  Buae Cnucok  lMonb3oBaTenel
JInyHoro KabuHera.

Cnucok Monb3osaTenein JIMUHOro KabuHeTa MoKeT
He NpeaoCTaBAATbCA YUYACTHMKOM, ABAAOLLMMCA
GU3NYECKMM  IMLOM, MpPU  YCNOBMM, YTO OH
ABAAeTCs €ANHCTBEHHbIM Monb3oBaTesem
JlnyHoro KabuHeTa M HeobxoanmMasa MHPopMaLmA
nmeetca y ObwecTBa, B TOM uncine bbina paHee
npegoctaBneHa YuyacTHukom  Obwectsy npw
3aKnoueHMnM  [loroBopa, W OHa  sABAseTCA
aKTyaNbHOW.

6.2.1. In order to provide access to the Client Portal
to the Client Portal User, the Participant sends the
List of Client Portal Users to the Company in writing.

The Participant that is an individual is entitled not to
provide the List of Client Portal Users if such
individual is the only Client Portal User and the
Company has all the necessary information, including
information that was provided at the time of the
Agreement execution, if still relevant

6.2.2. Ona peructpaunm lMonb3osatenb JINYHOro
KabuWHeTa [OO/KEeH MCNnoab3oBaTb B KayecTse
NaoeHTudumkatopa Homep mobunbHoro tenedoHa
AN ABTOPM30OBAHHbIV aApec 3NEeKTPOHHOMN NoYTbI
n cBon GaMUANIO, UMA U OTYECTBO (NPU HanUunm),
yKa3aHHble YyacTHMKom B Cnucke Monb3oBaTenen
JlnyHoro KabuHerTa.

6.2.2. To register, the Client Portal User must use as
an Identifier the Mobile Phone Number or
Authorized email address and its last name, first
name and patronymic (if any), indicated by the
Participant in the List of Client Portal Users.




6.2.3. Peructpauyuto B JINMHOM  KabuHeTe
Monb3oBaTtenb JIMuHOro KabuHeta ocyuiecTeadeT
camoctoaTenbHo. B 3Tux uenax [lonb3osaTenb
NnyHoro KabuHeTa [ONXKEH cnepoBaTb
WMHCTPYKLMAM, KoTopble byayT emy
npeaocTasaaTbcsa B web-nHtepdeiice.

6.2.3. The Client Portal User shall on its own register
in the Client Portal. For these purposes, the Client
Portal User must follow the instructions that will be
provided to it in the web interface of the Client
Portal.

6.2.4. VYKasbiBaa npu peructpaumm B JInuHOM
KabuHetre Homep mobunbHoro TtenedpoHa M
ABTOPM30BaHHbIA aApec 3NEKTPOHHON MOYTbl U
NpPoAO/IKaA  PErncTpaumio,  CcYMTaeTca,  4To
Monb3oBaTenb JIndyHoro KabuHeTa cornallaeTca Ha
nonyyeHme CMC-coobOLWEHMIA HA YKA3aHHbIN MM
Homep mobunbHoro tenedoHa nam coobieHni Ha
ABTOPM30BaHHbIV aapec 3/1eKTPOHHOM NoYTbI.

6.2.4. By indicating the Mobile Phone Number or
Authorized email address during registration in the
Client Portal and continuing the registration, the
Client Portal User is deemed to agree to receive SMS
messages to the Mobile Phone Number specified by
it or messages to its Authorized email address.

6.2.5. locne 3aBepweHua perucrTpauum um npu
YC/IOBUM MpefoCTaB/eHna BCex Heobxoaumblix
OOKYMEHTOB, B TOM 4MCAe YKasaHHbix B n. 4.7
Mpasun, Monbsosatens JIMYHOro KabuHeTta nocne
npoxoxaeHua AyTeHTMUMKALUMM MMeeT npaso
Nonb3oBaTbCs JINYHbIM KabUHETOM.

6.2.5. After completion of the registration and
subject to the provision of all necessary documents,
including those specified in clause 4.7 of the Rules,
after passing the Authentication the Client Portal
User may use the Client Portal.

6.2.6. ObLLecTBO He HeceT OTBETCTBEHHOCTM 3a
HapyweHne 06sa3aTenbCcTB, BbiI3BaHHOE cboamu B
paboTe AUHUIA cBASKM  Kn/Man  0bopyaoBaHUA
nposanaepa.

6.2.5. The Company is not responsible for violation of
obligations caused by failures in the operation of
communication lines and/or equipment of the
provider.

6.2.7. lMoanucaHue 3INEeKTPOHHbIX [OO0KYMEHTOB
ocyLecTBaAeTcs C NCNo/Ib30BaHMEM
GYHKLMOHaNbHbIX KHOMOK M CneunanbHblX nosaemn
AnA BBOAA MHOOPMALMKM, Peasn30BaHHbIX B web-
uHTepodelice.

6.2.7. The Electronic Documents are signed using
function keys and special fields for entering
information implemented in the web interface of the
Client Portal.

6.2.8. [llognucaHue T[lonb3oBatenem JIMYHOrO
KabMHeTa B pamKax OKasaHuAa Obuwectsom
YUYacTHUKY YyCAyr Ha pblHKE UeHHbIX 6ymar,
Npon3BoAHbIX GUHAHCOBLIX WMHCTPYMEHTOB W Ha
Ba/IlOTHOM pbIHKE (INEKTPOHHble MopydYeHus)
DNIEeKTPOHHbIX [OKYMEHTOB pacnopaanTesibHOro
XapaKTepa MOXKET He CONPOBOXAATbCA CO34aHNEM
(reHepaumeit) Xewwei.

Kog, NOATBEPKAEHMA, HanpaB/eHHbIN
Monb3oBatento JIMYHOro KabuHeTa B TeKcTe
NHbopmaumoHHoro cooblieHna, u BBeAEHHbIN
npyM NOAMUCAHUU  DNEKTPOHHOIO  OO0KYMEHTa,
npu3HaeTca aHaNorom COBCTBEHHOPYYHOM
noanucu Monb3osatens JIMyHoro KabuHeTa.
YyacTHUK 1M O6LwecTBo NpPU3HAOT NOANMUCAHHbIN
TakKMM  cnocobom  DNEKTPOHHbIA  JOKYMEHT
pPaBHO3HAYHbIM AOKYMEHTY C COBCTBEHHOPYYHOM
noanucbto Monb3oBatena JIMyHoro KabuHeTa,
COCTaB/IEHHOMY Ha BymarKHOM HocuTene.

6.2.8. The signing by the Client Portal User as part of
the provision by the Company to the Participant of
services in the securities market, derivatives market
and in the foreign exchange market (Electronic
Orders) of Electronic Documents-orders may be not
accompanied by the creation (generation) of Hashes.

The Confirmation Code sent to the Client Portal User
in the text of the Information Notice and entered
when signing the Electronic Document is recognized
as equivalent to own handwritten signature of the
Client Portal User. The Participant and the Company
recognize the Electronic Document signed in such
way as equivalent to a document with a handwritten
signature of the Client Portal User drawn up on

paper.




7. OpraHusauua obecneueHus
mHpopmaumnoHHoli 6e3onacHOCTU Npu
oCyL,ecTBAEHUU DNEKTPOHHOro
BOKyMmeHToo60poTa. KomnpomeTauus
3NEeKTPOHHOM nognucm.

7. Organization of information security in the
context of Electronic Document Workflow.
Electronic Signature Leak.

7.1. Kntou aneKktpoHHoit nognucn u  Kog
NOATBEPXKAEHUA ABNAKTCA KOHPUAEHLUMANbHOM
nHpopmaumen.

7.1. The Electronic Signature Key and Confirmation
Code are confidential information.

7.2. YyacTHUK 06#a3aH cobatogatb mepbl Mo
obecneyeHnto MHPopmMauMOHHON 6He3onacHOCTH
npw OCYLLECTBIEHUN INEeKTPOHHOTO

OOKYMeHToob0opoTa, a Takxke obecneunTb
cobntogeHune YKa3aHHbIX mep KaXKgbim
Monb3oBatenem JIMyHOro KabuHeta. Y4yacTHUK
HeceT B  NOJHOM obbeme BCE  PUCKM
HebnaronpuATHLIX MNOCAeACTBUA HecobntoaeHus
YuactHukom u/unn  Monb3osatenem JIMYHOro
KabuHeTa mep no obecneyeHunto
nHdopmaumoHHON Be3onacHoCTHU.

7.2. The Participant shall comply with measures
to ensure information security in the context of the
Electronic Document Workflow and to ensure that
each Client Portal User complies with these
measures. The Participant bears in full all risks of
adverse consequences of non-compliance by the
Participant and/or the Client Portal User with
measures to ensure information security.

7.3. Mepbl no obecnevyeHUto WMHPOPMALMOHHOM
6€30MacHOCTM NpU OCYLLECTBAEHUU INEKTPOHHOTO
AOKymeHToobopoTa BK/lOYatoT B cebn
MCMNo/Ib30BaHUe annapaTHO-NPOrpamMmMHbIX
cpeacts M MPUMEHEHMEe  OpraHW3aLMOHHO-
TEXHUYECKUX Mep.

7.3. Measures to ensure information security in the
context of Electronic Document Workflow include
the use of hardware and software and the application
of organizational and technical measures.

7.3.1. K annapaTHO-nporpammHbIM CpeacTBam
oTHOCATCA:

- cneuMannsnpoBaHHble nporpammHsbie
CpeAcTBa, UCMO/b3yeMble A4/1A OCYLLeCTBAEeHNA
INEeKTPOHHOro 4OKYMeHTO0060pOoTa;

- NporpamMmHoO-anmnapaTHblie CpeacTsa 3allnTbl OT
HeCaHKUMNOHNPOBAHHOIO 40CTynNa;

- aHTUBMPYCHOE NporpaMmmHoe obecnevyeHue;

- CUCTEMaA  pas3rpaHUYeHMs  A0CTyna nyTem
MCNONb30BaHMA  YHUKaANbHbIX [Maponei u
NaoeHTndumkaTopos ana KaXaoro
MNonb3osaTens JINuHoro KabuHeTa;

- cpeacTBa  3aWMTbl  OT  WMHbIX  Yrpos
nHdopmaumoHHon 6esonacHoCTH.

7.3.1. Hardware and software include:

- specialized software used for the Electronic
Document Workflow;

- software and hardware protection against
unauthorized access;

- antivirus software;

- access control system through the use of unique
Passwords and ldentifiers for each Client Portal
User;

- means of protection against other threats to
information security.

7.3.2. K OpraHn3auMoOHHO-TEXHUYECKMM Mepam
OTHOCATCA:

- pa3melieHne TEXHUYECKUNX cpeacrte B
nomeweHnAX C KOHTpPpoIMpyembiM AOCTYNOM;

- aAMUHUCTPATUBHbIE OrpaHn4YeHMA AO0CTyna K
nporpamMmmHoO-annapaTHbiMm CpeacrtBam,

7.3.2. Organizational and technical measures
include:

- deployment of hardware in rooms with controlled
access;

- administrative restrictions on access to software
and hardware;




- [OMNYCK K OCYLEeCTBNEHWUIO DIEKTPOHHOro
AOKymeHToobopoTa TonbKo [lonb3oBaTenen
JInyHoro KabuHeTa;

- nogAaepaHue NPOrpaMMHO-TEXHUYECKMX
CPeACTB B WUCMPABHOM COCTOSIHMM, UYTO TaKkKe
BKNtOYaeT B cebs CBOEBPEMEHHYIO YCTaHOBKY

0bHOBNEHWI ans nporpammHoro
obecneyeHus;

- 3aWwuTa TEXHUYECKMX cpeacTs or
NOBpPEXAAOWMX  BHELWHUX  BO3LENCTBUIA

(norkap, Bo3gencTene Bogbl AW MbIAW U T.NM.).

- access to the Electronic Document Workflow only
for Client Portal Users;

- maintenance of software and hardware in good
condition, which also includes timely installation
of software updates;

- protection of hardware from damaging external
influences (fire, water or dust, etc.).

7.4. CobniogeHve Mmep no obecneyeHuto
MHGOpPMaLMOHHOM 6e3onacHoCTH npwm
OpraHusauMmM INEKTPOHHOTO AOKYMeHToobopoTa
obecneumBaer:

- KOHOMAEHUMANBbHOCTb NHopMauun
(nepepaBaemyto nHdopmaumto MOXKeT
NoAy4YMTb  TONbKO  /IMLO, KOMY  OHa
npegHasHayeHa, a OTNpaBuTeNeM ABAAETCA
WMEHHO TOT, OT YbEro MMEHU OHa OTNpaB/eHa);

- LEeNnoCTHOCTb Nepegasaemoit MHpopmaumu;
- nNpoxoxaeHue AyTeHTUdUKaLUW;

- HEBO3MOKHOCTb OTKasa OT ¢akTa nepegauu
DNEeKTPOHHOrO AOKYMEHTa.

7.4. Compliance with measures to ensure
information security when organizing Electronic
Document Workflow ensures:

- confidentiality of information (transmitted
information can only be received by the person,
for whom it is intended, and the sender is the
person, on whose behalf it is sent);

- integrity of transmitted information;
- Authentication;

- impossibility to deny the fact of transfer of the
Electronic Document.

7.5. ObuiectBO BnNpasBe OTKA3aTb B perncrpauum
Homepa MobuabHOro TenedpoHa n/mnn
ABTOPM30BaHHOTO afpeca 3NEKTPOHHON NouYThI,
ecnu:

- 06HapyKeHo yKasaHue YyacTHUKOM
HeCyLWecTBYOWMX/HEKOPPEKTHbIX OaHHbIX
(Homepa TenedoHa, poroBopa, agpeca

3/1eKTPOHHOM NoYTbl);

obOHapy)KeHo, 4YTO YKasaHHbiM  Homep
MmobunbHoro TenedoHa n/vnn
ABTOPM30BaHHbIA afpec 3N1EKTPOHHOM MNOYTbI
yXe 3apeructpmposaH B Cucteme 340 3a
Apyrum YuyactHukom/Monb3osatenem J/InuHoro
KabuHeta nmbo y ObwecTBa ecTb WHble
OCHOBAHWA Monaratb, YTO YyKasaHHbIi Homep
MOb6UABbHOTO TenedoHa n/mnn
ABTOPM30BaHHbIA aApec 3N1EKTPOHHON MOYTbI
MOTyT ObITb MCMO/Ib30BaHbl TPETbUM JIULLOM.
[onyckaetca UMcnonb3oBaHWe Y4yacTHUKom/
MNonb3oBaTenem JIM4HOro KabuHeTa OAHOrO
abOHEHTCKOro HOMepa B CEeTU MNOABUNKHOM
pagmoTtenepoHHoM cBA3U onepartopa
MOBUNbHOW CBA3M M/WMAKN agpeca 3NEKTPOHHOW
noyTbl B KayecTBe, COOTBETCTBEHHO, Homepa

7.5. The Company has the right to decline the
registration of the Mobile Phone Number and/or the
Authorized Email Address if:

- the Participant is identified to have indicated non-
existent/incorrect data (phone number, contract,
e-mail address);

- it is detected that the specified Mobile Phone
Number and/or Authorized Email Address have
already been registered in the EDW System for
another Member/Client Portal User, or the
Company has other reasons to believe that the
specified Mobile Phone Number and/or
Authorized Email Address can be used by a third
party. The Participant/Client Portal User is allowed
to use one subscriber number in the mobile
radiotelephone network of the mobile operator
and/or email address as the Mobile Phone
Number and/or the Authorized Email Address
respectively to access different Client Portals;

in case of violation of the Rules by the Participant
and/or the Client Portal User.




MO6uIbHOro TenedpoHa n/mnm
ABTOPM30BAHHOIO aZlpeca 3/IeKTPOHHOM MOoYThI
ANA A0CTyna B pasHble JInYHble KabuHeTbI;

- B CAy4ae HapyweHua Y4yacTHMKOM u/man
MNonb3oBaTenem JInyHoro KabuHeta Mpasu.

7.6. Ob6uiectBO MMeeT nNpaBO MNPUOCTAHOBUTH
HanpasneHue [Monb3oBatento JIMUHOro KabuHeTa
NHPopMaLMOHHBIX coobuweHnn B caeaytoLmx
cnyyanx:

- NpY BO3HMKHOBeHUWN y O6LLEecTBa OCHOBAHMUI
nonaraTb, YTO TPETbE NNLO MCNoAb3yeT Homep
MobunbHoro TenedoHa n/vinn
ABTOPW30BaHHbIV aApec 3/IeKTPOHHOM NOYTbI;

- npu HapyLweHum YyacTHMKOM n/mnn
Monb3oBaTenem JIMyHoro KabuHeta MNpasun.

HanpaBneHne WMHPOPMALMOHHBIX COOBLLEHUI
B0306HOBANsAETCA nocsne nosyydeHua O6LecTBOm
[,0CTOBEPHOTO NOATBEPXKAEHMA NPUHAANEKHOCTU
Monb3oBaTtento JInyHoro KabuHeta Homepa
MobunbHoro TtenedoHa u/Mnm ABTOPU3OBAHHOIO
agpeca 3NEeKTPOHHOM nouYTbl. Takum
noATBEPXKAEHMEM MOXKeT BbICTYNaTb
0OPMMIEHHbIA  YYaCTHUKOM  Ha  BymaxkHOM
HocuTene Cnucok [Monb3osatenert  JinyHoro
KabuHeTa c aKTyanbHOM MHbopmaumen o Homepe
MobunbHoro TenedoHa UM ABTOPM3OBAHHOM
ajpece 3NeKTPOHHOM nouytbl [onb3oBaTens
NnyHoro KabuHerTa. HanpasneHnue
NHbOopMaLMOHHbIX coobLeHN TaKXKe
B0306HOBANAETCA MOCAEe YCTPaHEeHUA YYacTHUKOM
[onyLweHHOro HapyweHus MNpasun.

7.6. The Company may suspend sending Information
Notices to the Client Portal User in the following
cases:

- if the Company has a reason to believe that a
third party is using the Mobile Phone Number
and/or the Authorized Email Address;

- in case of violation of the Rules by the Participant
and/or the Client Portal User.

The sending of Information Notices is resumed after
the Company receives reliable confirmation that the
Mobile Phone Number and/or the Authorized Email
Address belong to the Client Portal User. Such
confirmation may be the List of Client Portal Users
drawn up by the Participant on paper with up-to-date
information about the Mobile Phone Number and
the Authorized e-mail address of the Client Portal
User. The sending Information Notices is also
resumed after the Participant remedies the violation
of the Rules.

7.7. B cnyyae KomnpomeTaumu 3/1eKTPOHHOM
noanucu nnu noao3peHun Ha TaKyto
KOoMnpomeTaumo, YyacTHUK unu [lonb3osatenb
JInyHoro KabuHeTa A[OMKEeH HesameaNUTeNbHO
coobwmnte 06 stom Ob6wectBy nNo TenedpoHHOM
cBA3M, a 3atem npoaybnmposBaTb  AaHHYHO
WHOOPMAUMIO B MNUCbMEHHOM BUAE WAN B
3NIeKTPOHHOM BuAe ¢ ABTOPM30BaHHOro ajpeca
3NEeKTPOHHOM  NOYTbl  MNyTEM  HanpasieHUs
3asBneHna no ¢opme [Mpunoxkenms Ne3 K
MpaBunam. Kpome ToOro, YyacTHUK 06A3aH
obecneunTb npeKkpalieHue NCNO/1b30BaHUA
Monb3oBaTenem JlMyHoro KabuHeta Kntoua
3NEeKTPOHHON noAnMMcM [0 CO34aHMA  HOBOFO
Mapona cpeacTBamm JlnyHoro KabuHerta.
OTBeTCTBEHHOCTb 3a HecBoeBpemeHHoe
UHoopmmpoBaHme Ob6LWecTBa, B TOM 4ucie 3a
BO3MOMHble Nocaeaytolme HeraTuBHble coObbITUA,
npousoweawmne B pesynbtate Komnpometaumu

7.7. If the Electronic Signature is compromised or if
such compromiseis suspected, the Participant or the
Client Portal User must immediately notify the
Company thereof by telephone, and duplicate this
information in writing or electronically from the
Authorized E-mail Address by sending an application
in the form of the Schedule No.3 to the Rules. Also,
the Participant shall ensure that the Client Portal
User stops using the Electronic Signature Key until a
new Password is created using the Client Portal. The
Participant shall be liable for untimely notification
of the Company, including for possible subsequent
negative events that occurred as a result of the
Electronic Signature Leak.

The Company shall not be liable if the Electronic
Document was executed by it before receiving from
the Participant or the Client Portal User information




3/IEKTPOHHOM noanucw, BO3/naraetcs Ha
YyacTHuKa.

Ob6ulecTBO He HeceT OTBETCTBEHHOCTH, eCau
DNEKTPOHHbIN [IOKYMEHT BObl1 UCMONHEH UM A0
noayyeHna oT YyacTHuUKa uam [llonb3osaTtena
NnuHoro KabuHeTa nHdopmauum o
KomnpomeTaunm sneKTpOHHOM NognucK, KOTOpoit
6b171 NoANUCaH AaHHbIN DNEKTPOHHbINA LOKYMEHT.

about the Leak of the Electronic Signature, with
which such Electronic Document was signed.

7.8. K cobbITUAM, KoTopble MmoryT
CBUOETEeNbCTBOBATb o] KomnpomeTauum
3NEKTPOHHOM NOAMNMUCHK, OTHOCATCA:

7.8. Events that may indicate the Electronic Signature
Leak include:

7.8.1. pocTyn TpeTbux vy, K o0bopyaoBaHUIo,
NCcnosib3yeMomy ana 3NEeKTPOHHOTO
[OKyMeHToobopoTa, inbo ero ytpara (B Tom umcne
C noc/ieayoWwmm obHapyKeHnem);

7.8.1. access of third parties to the equipment used
for Electronic Document Workflow, or the loss
thereof (including with subsequent detection);

7.8.2. BUpyCHOe 3apaxkeHwe 06OpyaOBaHUSA,
NCNONb3Yyemoro ana ONeKTpPoOHHOro
JOKyMmeHTO060pOTa;

7.8.2. virus infection of the equipment used for
Electronic Document Workflow;

7.8.3. pacTop)KeHue YYaCTHMKOM TpyAoBOro uam
rpax4aHCKo-NpPaBoOBOro A0roBopa C PaboOTHUKOM,
UMerWmnM aJoctyn K uHbopmauum o Knatode
3NEKTPOHHOW NOANUCH;

7.8.3. termination by the Participant of an
employment or civil law contract with an employee
who has access to information about the Electronic
Signature Key;

7.8.4. poctyn, B TOM YMCNe BPEMEHHbIN, TPETbUX
iy, K MobunbHomy — ycTpoictey  u/uam K
Mo61AbHOMY NPUNONKEHUIO;

7.8.4. access, including temporary, by third parties to
the Mobile Device and/or the Mobile Application;

7.8.5. MHble 06CTOATENLCTBA, NPSAMO UM KOCBEHHO
CBUAETENbCTBYIOWME O HAANYUN  BO3MOXKHOCTU
[ocTyna TpeTbuX AUy K KoHduaeHumanbHom
uHpopmaumm,  Mcnosb3yemonm B npouecce
DNIeKTPOHHOro A0KYMeHTO060pOTa.

7.8.5. other circumstances that directly or indirectly
show the possibility of third parties having access to
confidential information used in the process of
Electronic Document Workflow.

7.9. B cnyyae BbisiBNeHMA 06CTOATENBCTB, KOTOPblE
MOryT cBuaeTenbcTsoBatb o Komnpometauuu
3NIeKTPOHHOM noanucu [lNonb3osaTtena JIMYHOro
KabuHeta, O6LIeCTBO MMeeT nNpaBo B LUeNsx
npesoTBpaLleHmn HEeCaHKLMOHMPOBAHHOIO
goctyna K JIMYHOMY KabuHeTy npMOCTaHOBUTb
poctyn K Hemy o MCnoab3oBaHNEM
CKOMMPOMETUPOBAHHOFO  Kntouya  3/1EeKTPOHHOWM
noAanucu.

[na Bo306HOBNEHUA fOCTYNa K JINYHOMY KabUuHeTy
Monb3oBaTenb  JIMYHOrO  KabuHeTa  [OJ/IKEH
npovssecT cmeHy MNapons.

7.9. In the event that circumstances are identified
that may indicate the Leak of the Electronic Signature
of the Client Portal User, the Company may suspend
access to the Client Portal using a leaked Electronic
Signature Key in order to prevent unauthorized
access to the Client Portal.

To resume access to the Client Portal, the Client
Portal User must change the Password.

8. 3aABneHnA U rapaHTUn.

8. Representations and warranties.




8.1. 3aknwouaa [JoroBop W NpucoeauHAACb K
Mpasnnam, YY4acTHUK 3aABAAET, YTO:

8.1. By entering into the Agreement and acceding to
the Rules, the Participant represents that:

8.1.1. cootBeTcTBylOWME Homepa MOBUABHbLIX
TenedoHoB 7 ABTOpPM30BaAHHbIE agpeca
3/IEKTPOHHOM nouTol, npeaocTaB/ieHHbIE
Obuwectsy, npuHagne)at YyacTHUKY  u/uan
YKa3aHHbIM Um Nonb3osatenam  JInyHoro
KabuHeTa;

8.1.1. the relevant Mobile Phone Numbers and
Authorized E-mail Addresses provided to the
Company belong to the Participant and/or the Client
Portal Users indicated by it;

8.1.2. eMy M3BECTHO, YTO oMnepaTopbl MOBUNLHOM
CBA3WM MOTryT B3MMAaTb MJaTy 3a MCMO/b30BaHWe
CMC-coobuieHunit, n yto obecneyeHme pacyeTos C
onepaTtopom  MOOUABLHOW  CBA3K  ABAAIOTCA
06A3aHHOCTbIO YYACTHUKa;

8.1.2. it is aware that mobile operators may charge a
fee for the use of of SMS messages, and that it is the
Participant's responsibility to ensure settlement of
accounts with the mobile operator;

8.1.3. oH 0CcO3HaeT M NoATBepKAAET CBOe cornacue
C Tem, 4To 06meH MHPopMaLMel No 3EeKTPOHHOM
rnoyte NPoM3BOAMUTCA B He3alwMdpPOBaHHOM BUAE.
YYacTHUK COraceH HeCTM BCE PUCKU U HEraTUBHbIE
nocnencTeua, CBA3aHHble € TakMm obmeHom
nHbopmaume, B TOM yncne PUCKMK
HECAHKLUMOHNPOBAHHOIO Joctyna n/mnm
M3MEHeHMA KOHbUAEHUMANbHON MHPOpMaLMK, U
He OyaeT MMeTb B CBA3W C 3TUM NpPETeH3ui K
Obuiectsy;

8.1.3. it acknowledges and confirms its consent that
the exchange of information by e-mail is made in
unencrypted form. The Participant agrees to bear all
the risks and adverse consequences related to such
exchange of information, including the risks of
unauthorized access and/or changes in confidential
information, and will not have any claims against the
Company in this regard;

8.1.4. npnHUMaET Ha cebs BCe PUCKK, CBA3AHHDIE C
HEeCAHKLMOHMPOBaHHbIM AOCTYNOM TPETbUX UL, K
Cucteme 30 npu oCywWeCcTBAEHUMN DNEKTPOHHOIO
HOoKymeHToob60poTa c MCMob30BaHUEM
MHOOPMALNOHHO-TENEKOMMYHUKALMOHHON  CeTu
«NHTepHeT»;

8.1.4. it assumes all risks associated with
unauthorized access of third parties to the EDW
System in the context of Electronic Document
Workflow using the information and
telecommunication network "Internet";

8.1.5. Bce nonoxeHua [pasun pna  Hero
o6s3atenbHbl, MU Y4YacTHMK NpPUHMMaeT Ha cebs
obAsaTenbcTBO MX cOo6MOAATb M UCMOMHATL UX
Hagnexawmm obpasom, a Takke obecneunTtb MX
cobnoaeHune 7 NCMNoNHEeHNe BCEMMU
MNonb3osaTenamm JIMuHoro KabuHeTa;

8.1.5. all provisions of the Rules are binding on it, and
the Participant undertakes to comply herewith and
to properly execute the same, and to ensure
compliance herewith and execution by all Client
Portal Users;

8.1.6. B OTHOLLEHUN nHbopmauuu,
npegocrtasnsemonn ObuwectBy Npu 3aKAOYEHUMU
JoroBopa, Y4acTHUWK ABNAETCA €€ 3aKOHHbIM
obnapatenem, nmbo ABnseTcA nvuom,
NoslYYMBLUMM Ha OCHOBAHWWM 3aKOHa WM [,OroBOpPa
npaBo pa3peLLaTb UK OFPaHNYMBATb K HEl AOCTYN.
MNpepoctaBneHne O6LECTBY TaKoM MHGOPMALUM U
ee ncnosnbsoBaHMe OB6LLECTBOM HE HApyLIAeT U He
6yneT HapywaTtb npaBa TPeTbUX auu, U He byaeT
Bneyb  3a  cobow HECaHKLMOHNPOBAHHOE
NCMNoJIb30BaHUe KOHOUAEeHUMaNbHOM
MHbOPMaUMK, NPUHAANENKALLEN TPETLEMY NTMLY, A
TaK)Ke He npuBefeT K HapyweHuio ObLliectBom

8.1.6. in relation to the information provided to the
Company upon entry into the Agreement, the
Participant is its legal owner, or is a person, who has
received the right to allow or restrict access thereto
by virtue of a law or an agreement. The provision of
such information to the Company and its use by the
Company does not violate and will not violate the
rights of third parties, and will not entail
unauthorized use of confidential information
belonging to a third party, and will not lead to a
violation by the Company of applicable law or




NMPUMEHMMOTI0o 3aKOHOAaTeNbCTBa UM AOTOBOPOB,
3aKN0YEHHbIX YYAaCTHUKOM C TPETbMMU SINLLAMM.

agreements made by the Participant with third
parties.

9. YpesBbluaiiHble CUTyaLMU NPU OCYLLECTBAEHUN
3NEKTPOHHOro A0KymeHToobopoTa

9. Emergencies in Electronic Document Workflow

9.1. B cnyyae BO3HWMKHOBEHMA CUTyaL MU, KOTOpas
no MmHeHutio OblectBa BpPemMeHHO MWAW Ha
HeonpeAeneHHbI CPOK cAenana, Aenaet uau
MOXET cAeNaTb HEBO3MOMXKHbIM WAM 3HAYUTENBHO
3aTPYAHUTb  D/IEKTPOHHbLIN  AOKYMEHTO060pOT,
ObuiectBO  MMeeT nNpaBoO MNPU3HATb  TaKyko
CMTyaUMIo 4Ypes3Bbl4aiHOM M orpaHMuYuTb nMbo
NOJIHOCTbHO NPUOCTAHOBUTb DNEeKTPOHHbIN
AOKYMEHTO060POT € YUYACTHUKOM.

9.1. In the event of a situation that, in the opinion of
the Company, has temporarily or for an indefinite
term made, makes or may make it impossible or
significantly impedes the Electronic Document
Workflow, the Company may recognize such
situation as an emergency and limit or completely
suspend the Electronic Document Workflow with the
Participant.

9.2. [Ona KBanuduKauuMm cuTyauum B KadecTse

9.2. The decision of the Company is sufficient to treat

ypesBblyaiHOM  cuTyauuu, B  Tom  uucne | the situation as an emergency, including a technical
TexHuyeckoro cbos, pgoctatoyHo  pewweHwua | failure.

ObuiecTsa.

9.3. O6wectBo yBegomnanaeT YyactHuka o | 9.3. The Company notifies the Participant about the
BO3HMWKLUEM  cuUTyauuuM nytem  pasmelleHus | situation that has arisen by posting information on

MHPopMauumn Ha MHTepHeT-cTpaHuue ObuwecTsa,
€C/IN 3TO ABNAETCA BO3MOMKHbIM;

the Company's Homepage, if possible;

9.4. OpHOBpeMEeHHO C NPM3HAHMEM CUTyauumn
YpesBblYaNHOM Ob6wecTBo npucrtynaet K
pa3paboTke mep no yperyiMpoBaHuio
CNOXKMBLUENCA YUpe3Bbl4aMHOM cuTyaumnmn B Cucteme
340.

9.4. The Company starts developing measures to
resolve the current emergency situation in the EDW
System simultaneously with the recognition of the
situation as an emergency.

9.5. Bo3obHoBNEHME DNEeKTPOHHOro
[OKYMeHTO060pOoTa OCyLLEeCTBAAETCA MO PELUEHMUIO
Ob6bulecTsa.

9.5. The Electronic Document Workflow is resumed
by the decision of the Company.

10. OTBETCTBEHHOCTb.

10. Liability.

10.1. O6wecTBO He HeceT OTBETCTBEHHOCTM:

- B C/yvyae YyKaszaHuA YyacTHukom B [lorosope
n/mnu Cnucke Monb3osaTtenen JinuHoro KabuHeTa
Homepa MObUMAbHOrO TenedoHa n/mnn
ABTOpPM30BaHHOFO ajpeca 3NeKTPOHHON MOoYTbI,
aboHeHTOM (Bflagenblem) KOTOPbIX YYacTHUK
nmbo cooTBeTcTBYlOWMIA Monb3oBaTenb JIMYHOro
KabWHeTa He ABAAETCA, a TaK¥Ke B C/lydae A40CTyna K
HUM TPETbUX NInLL;

- 33 MOCNeACTBMA, BO3HMKIWIME MO BWHE
OpraHu3auuii, NPeaoCcTaBAAOWMX YCAYTM COTOBOM
ceasu  wu/mam  goctyna K MHOOPMAaLMOHHO-
TEeNIeKOMMYHUKaLMOHHOM ceTn «HTepHeT», nnbo
B CBA3M C BbIXOAOM M3 cTpos obopyaoBaHus, a
TaKXe B CBA3K cO cbOAMM B cUCTEMaAX, JIMHUAX

10.1. The Company is not liable:

- if the Participant indicates in the Agreement and/or
the List of Client Portal Users the Mobile Phone
Number and/or the Authorized E-mail Address, of
which the Participant or the relevant Client Portal
User is not the subscriber (owner) and in the event of
third parties accessing the same;

- for the consequences that have arisen due to the

fault  of  organizations  providing  cellular
communication services and/or access to the
information and telecommunication network

"Internet", or in connection with the failure of
equipment and in connection with failures in
systems, communication lines and other




CBA3M W MHbIX KOMMYHWKaLMIA, 4Yepe3 KoTopble
ocyliectsnaeTca obmeH nHpopmaumen;

- 32 BO3HMKHOBEHMEe cboeB U OWMBOK B fOCTyNe K
Cucteme 340, u (nnn) B pabote Cuctembl 30, 3a
noTepu U NOBPEXAEHUE AAHHbIX, CBA3AHHbLIX C
ncnonb3oBaHmem Cuctemol 340;

- 33 HECOBMECTMMOCTb M/WAM HecooTBeTCcTBUue
NpPOrpamMmmHbiIX, TEXHUYECKUX cpeacTs
Monb3oBaTena J/iInuHoro KabuHeTa, TpeboBaHUAM,
COOTBETCTBME  KOTOpPbIM  Heobxoaumo  And
nonyyeHua goctyna K JIMuHoOmy KabuHeTy u ero
MCNONIb30BaHUA, a TaKXe 3a HacTynusliue
BCAeACTBME 3TOro NocneacTBna Ana YYacTHUKa;

- 3a cboun B goctaBke CMC-coobuieHunit Ha Homep
MOb6UIbHOrO TenedoHa, yKazaHHbIN YYaCTHUKOM, B
cny4ae ecnvm 3To 0BYyC/OBAEHO MPUYMHAMM, He
3aBucawmMmm ot ObLLecTBa;

- 3a cboM B AOCTaBKE 3/EKTPOHHbIX COOBLLEHMIA Ha
ABTOPU30BaHHbIN agpec 3/1EeKTPOHHOW NoYThbl, B
CNyyae ecnm 3To 0byc/noBNEHO MpUYMHAMMK, He
3aBucALLMMM OT Ob6LLecTBa;

- 3@ Y6bITKKU, NPUYMHEHHbIE YYACTHUKY, NPUYMHOMN
KOTOPbIX AB/IAETCA WCNO/Ib30BaHWE TPETbUMMU
navuamu - Mapona  w/wam  WaeHTuduKatopa,
BK/OYaA  yObITKM,  BO3HWKLUME  BCAeACTBUE
HEMPABOMEPHbIX  AENCTBUMMA  TPeTbUX  /uL,
HanpaB/iEHHbIX Ha HE3aKOHHOEe WCNOo/Nb30BaHMe
NoeHTndukatopa wu/mam  MNapona ©n MHOW
KoHPUaeHUManbHOW MHPOpMaLMK, Kacatowencs
YyacTHMKa, B TOM 4uc/ie NO  MpUYMHE
HEeBbIMNOJHEHNA YYacTHMKOM 06A3aHHOCTM MO
obecneyeHuto  KoHpuaeHuumanbHoctn  Knwoua
3NEKTPOHHOM nognucu n/mnn Koga
noaTBePXKAEHUS;

- 33 ybbITKM  YYyaCTHWKA, NPUYMHEHHbIE
AencTBnamm (6e3peicTBMEM) ObuiecTsa,
060CHOBAHHO nonarasLierocs Ha
npenocTaB/ieHHble  YYaCTHUKOM  OOKYMEHTHI,
BK/tOYas 3anBneHuA Nboro BMAa, a TaKKe Ha
nHOpPMaUMIO, YTPATUBLLYIO CBOKO AOCTOBEPHOCTb
M3-3a  HECBOEBPEMEHHOro  JOoBefeHuMAa  ee
YyacTHuKom go Obuiectsa.

communications, through which information is
exchanged;

- for the occurrence of failures and errors in access to
the EDW System, and (or) in the operation of the
EDW System, for loss and damage to data associated
with the use of the EDW System;

- for incompatibility with and/or failure of the
software and hardware of the Client Portal User to
meet the requirements that must be met in order to
gain access to the Client Portal and use it and for the
consequences resulting therefrom for the
Participant;

- for failures in the delivery of SMS messages to the
Mobile Phone Number specified by the Participant, if
this is due to reasons beyond the control of the
Company;

- for failures in the delivery of electronic messages to
the Authorized E-mail Address, if this is due to
reasons beyond the control of the Company;

- for losses incurred by the Participant caused by the
use of the Password and/or the Identifier by third
parties, including losses incurred as a result of
unlawful actions of third parties aimed at the illegal
use of the ldentifier and/or Password and other
confidential information relating to the Participant,
including due to the Participant's failure to fulfil the
obligation to ensure the confidentiality of the
Electronic Signature Key and/or the Confirmation
Code;

- for losses incurred by the Participant caused by the
actions (inaction) of the Company, which reasonably
relied on the documents provided by the Participant,
including statements of any kind, and information
that is no longer valid due to the Participant's
untimely notification of the Company.

10.2. O6wectBO M  Y4yaCcTHMK He  HecyT
OTBETCTBEHHOCTM B  C/lydae  HEBbINOJAHEHUS,
HEeCBOEBPEMEHHOIO nnu HeHaa/exalero
BbINONHEHUA UMK Kakoro-mmbo  mn3  ux
ob6s3atenbcTs no [orosopy n/uam Mpasunam, ecnm
YKa3aHHOe HeBbINO/JHEHWE, HeCBOEBPeMEeHHoe
WKW HeHaasexallee BbIMONHEHWE 06YCN0OBAEHbI
WCKNOUYNUTEIbHO HacTynaeHnem u/man gencrenem

10.2. The Company and the Participant shall not be
liable in case of non-fulfillment, untimely or improper
fulfillment by them of any of their obligations under
the Agreement and/or the Rules, if the said non-
fulfillment, untimely or improper fulfillment are due
solely to the occurrence and/or effect of force
majeure circumstances.




obcToaTenbctB  Henpeoaonnmon cunbl  (popc-

MaKOpHbIX 06CTOATENbCTB).

3aTpoHyTas Gpopc-MarKopHbIMU 06CTOATENLCTBAMM
cTopoHa 6e3 npomeaneHua MHGOPMUPYET APYryHo
CTOpOHYy 06 3Tux obcToATenbcTBax M 06 KX
NocneacTBMAX M MNPUHMMAET BCE BO3MOMKHble

The party affected by force majeure shall
immediately notify the other party of such
circumstances and the consequences thereof and
shall take all possible measures in order to mitigate
the adverse consequences caused by the said force
majeure circumstances. The party affected by force
majeure circumstances shall also immediately notify

Mepbl, C UEeNbld MAKCMMa/JbHO OrpaHUYUTb o
the other party of the termination of these
oTpuuaTesIbHble nocneacTeus, BbI3BaHHblE |
circumstances.
YKa3aHHbIMM dopc-maxkopHbIMU
obctoaTenbctBamu.  CTOpoHa, A/lA  KOTOPOM
co3danucb  Gopc-maxKkopHble  OBCTOATE/NbCTBA,
[O/KHa Takke 6e3 npomegneHvus W3BECTUTb
APYryl0  CTOPOHY O  MpeKpaweHuu  3TuX
06CTOATENLCTB.
11. KoHdAUKTHbIE cuTyauum. 11. Conflict situations.
11.1. B xope wucnonb3oBaHua Cuctembl 340 | 11.1. When using the EDW System, conflict situations
BO3MOXHO BO3HWKHOBEHMWE KOHONMKTHBIX | may arise related to the creation, delivery, receipt,
CUTyaumi, cBsA3aHHbIX Cc  dopmupoBaHuem, | confirmation of receipt of Electronic Documents and
[OCTaBKOW,  nonyyeHuem, noatsepxaeHuem | to the use of an Electronic Signature in Electronic

NoNyYeHUA DNEKTPOHHbIX AOKYMEHTOB, a TaKXKe C
MCMONb30BaHMEM  DNEKTPOHHOM  nmoanucu B
INEKTPOHHbIX AOKYMEHTaX.

Documents.

11.2. [pUYNHOM KOHOANKTHOM CUTYaLLUN MOXKET
CNYXKUTb:

- ocnapuBaHue dakTa
JNEKTPOHHOIO AOKYMEHT3;

dopmupoBaHua

- ocnapuBaHue aBTOpCTBa noanucu
DNEeKTPOHHOro AOKymeHTa (nogospeHue Ha
HapyweHue npoueayp WaeHTMdMKaumMm u

AyteHTudMKaumm Monb3osatensa JInyHoro
KabuHeTa, nopnucaBwero 3NEKTPOHHbIW
LOKYMEHT);

- ocnapuBaHue UEeNOCTHOCTU 3HEKTpOHHOI'O

[OKyMeHTa (nogospeHne Ha HapylieHue
cBoicTBa LLe/I0CTHOCTH DNEKTPOHHOro
[OKYMEHTa Mpu ero nepegaye Mo KaHany
cBA3K);

- ocnapueaHue ¢aKTa oTnpasaeHua u/uam
NnoJly4YeHns INEKTPOHHOTO AOKYMEHT];

- ocnapveaHuWe BpemeHW OThpaBaeHua u/uam
noJly4yeHus INEKTPOHHOTO AOKYMEHT];

- WHble CcNy4yanm BO3HWKHOBEHWA KOHQAMKTHBIX
CUTyaumi.

11.2. The conflict situation may be caused by:

- the fact of creation of the Electronic Document
being challenged;

- the authorship of the signature of the Electronic
Document (suspected violation of the
Identification and Authentication procedure for
the Client Portal User, who signed the Electronic
Document) being challenged;

- the integrity of the Electronic Document
(suspected violation of the integrity of the
Electronic Document during its transmission
over a communication channel) being
challenged;

- the fact of sending and/or receiving an Electronic
Document being challenged;

- the time of sending and/or receiving the
Electronic Document being challenged;

- other cases of conflict situations.

11.3. KOHOAUKTHble cUTyaLMu paspellatoTca B
pabouem nopagke. Ecnm B pabouyem nopsake
paspeLwmnTb KOHOMKTHYO cuTyaumio He
npeAcTaBuaOCb BO3MOXKHbIM, B TOM u4ucae no

11.3. Conflict situations are resolved in the
ordinary course of business. If the conflict situation
cannot be resolved in the ordinary course of
business, including due to the Participant’s




npuymHe Hecornacus YyacTHuKa C
npegoctaBneHHbimn  O6LLecTBOM  BbIBOAAMM,
KOHQNMKTHanA cuTyaumsa paccmaTtpusaeTca

3KCNepTHOM  Komuccuer,  dopmupyemont B
nopaaKke, yctaHosneHHom [paBunamu (ganee —
3KcnepTHaa Komuccums).

disagreement with the conclusions provided by the
Company, the conflict situation shall be considered
by an expert committee formed in the manner
prescribed by the Rules (the Expert Committee).

11.4. Tpn  BO3HMKHOBEHUM  OOCTOATENLCTB,
KOTOpble CBUAETENbCTBYIOT O BO3HUMKHOBEHMUM
KOH(ANKTHOM cUTyauuu, YyacTHUK
He3amenanTeNbHO Hanpasnser B  Obuwectso
NMUCbMEHHOE YyBeAOM/IEHWE O BO3HMKHOBEHUM
KOHOAUKTHOM cuTYauum c U3N0XKEHNEM
06CTOATENLCTB M MNpeAnonaraembix MNPUYUH ee
BO3HMKHOBEHMUA.

11.4. If circumstances arise that indicate that a
conflict situation is about to occur, the Participant
shall immediately give the Company a written notice
of the occurrence of the conflict situation outlining
the circumstances and the proposed reasons for its
occurrence.

11.5. O6uiecTBO NPoOBEPSET Ha/IMUNE YKa3aHHbIX
B YBEAOMNEHUW OOCTOATENBLCTB, B  CAy4vae
HeobxoAMMOCTH ocyuwecTsafeT NpoBEpPKyY
NoA/IMHHOCTU INEeKTPOHHOW nognucwy,
cofeprKallenca B ocnapMBaeMom INEKTPOHHOM
LOKYMEHTE, U NPUHMMAET MepPbl MO Pa3peLlEHMIO
BO3HMKIIEro  cnopa. CpoK  paccmoTpeHwus
yBeJOMIEeHMUA YyacTHuMKa cocTasnser 15
(MaTHaauaTb) pabounx AHe c AaTbl ero NoNyYeHus
ObuiecTtsom.

11.5. The Company verifies whether the
circumstances specified in the notice exist, if
necessary, verifies the authenticity of the Electronic
Signature contained in the disputed Electronic
Document, and takes measures to resolve the
dispute. The term for consideration of the
Participant's notification is 15 (fifteen) business days
from the date of its receipt by the Company.

11.6. [lo pe3synbTaTam MNpoOBeAEHUA MNPOBEPKMU
O6uwecTBO COCTaBASET aKT, BKAOYaOWMI B cebs
cnepyowyo MHpopmauymio:

- [AaTy U MeCTO COCTaB/1IEHNA aKTa,

- [OelCTBMA, BbINOMHEHHblE B pesy/abTaTte
NpoBepKY;

- OCHOBHbIe BbIBOAbI.

11.6. Based on the results of the verification, the
Company draws up an act that includes the following
information:

- date and place the act is drawn up;
- actions taken as a result of the verification;

- main conclusions.

11.7. ObuecTBO mn3seuwaert LOCTYMHbIMMU
cnocobamm YYacTHUKA O pe3ynbTaTax NPOBEPKU U,
npu HeobXxogMMOCTH, O Mepax, MPUHATLIX ANs
pa3spelleHma BO3HUKLIEN KOHPIMKTHOM CUTYaL UK.

11.7. The Company notifies the Participant by any
available means of the results of the verification and,
if necessary, of the measures taken to resolve the
conflict situation that has occurred.

11.8. dopmupoBaHMe IDKCNEPTHOM KOMMUCCUM
OCyLLEeCTB/IAETCA B C/ieAyIOLLEeM NopALKe:

11.8. The Expert Committee shall be formed as
follows:

11.8.1. Y4acTHUK MHUUMMPYET  cOo3aaHue
JKCcnepTHOM KOMMCCUM MyTEM HanpasBiAeHWA B
O6uwecTtBO MNMUCbMEHHOTO  3aABNEHUA, KOTOpoe
LOMKHO coaeprKaTb:

- ONnuCaHWe KOHPANKTHOMN cuTyaumuy;

- MPUWYMHbI Hecoriacus ¢ BbiBogamu ObuiecTea
No paspeleHnto KOHGAMKTHOM cuTyauun B
pabouyem nopsagxe;

11.8.1. The Participant initiates the creation of the
Expert Committee by sending a written request to
the Company, which must contain:

- description of the conflict situation;

- reasons for disagreement with the conclusions of
the Company on resolving the conflict situation
in the ordinary course of business;




- BO3MOXHble MPUYUHBI W NOCNEeACTBUS
KOHONMKTHOM cUTyaumm;

- nepeyeHb Mnpegnaraemblx Aaa y4acTua B
paboTe KcnepTHOM KOMMCCUM
YNONHOMOYEHHbIX npeacrasuTenem
YyacTHUKa € yKasaHuem ux Gamuanin, UmeH,
oTYecTB (MpWM HanWuMuK), AOJIKHOCTEN, WX
KOHTAKTHOM nHbopmaumnm (tTenedoHsl,
3NEKTPOHHaA NoyTa).

- possible causes and consequences of the conflict
situation;

- a list of authorized representatives of the
Participant proposed for participation in the
work of the Expert Committee, indicating their
last names, first names, patronymics (if any),
positions, their contact information (telephones,
e-mail).

11.8.2. B TeyeHue Tpex pabounit gHel nocne
nosyyeHus 3assneHus O6wectBo dopmupyeT
JKCNepPTHYO KOMUCCHIO.

11.8.2. The Company forms the Expert Committee
within three business days after receiving the
request.

11.8.3. Echm YyacTHUK ©n ObuwectBo  He
porosopaTcA o6 WMHOM, B COCTaB IKCMepTHOM
KOMMCCUU BXOAMT paBHOe KOJIMYeCcTBO
YNONHOMOYEHHbIX NpeacTaBuTeNein YyacTHUKa wu
ObuwectBa,  yyacTBylOWMX B  paspelleHun
KOH(ANKTHON cuTyaumm (Ho He Bosblue YeTbipex
OT Ka)Kaoh U3 CcTopoH). Mpu 3TOM B COCTaB

JKcnepTHOM Kommccum oT YyacTHuKa-
topuandeckoro nmua u ObuiectBa BK/OYaloTCA
npeacrasuTenn CNyx6 NHPOPMaLNOHHO-

TexHuyeckoro obecnedyeHus, a TaKXKe CAyx6
obecneyeHna WHPOpPMaUMOHHON 6Ge3onacHoOCTH
(npy  Hannumm  TakMx  noapasgeneHuii  u
cneuyanunctos).

11.8.3. Unless the Participant and the Company
agree otherwise, the Expert Committee shall include
an equal number of authorized representatives of
the Participant and the Company involved in
resolving the conflict (but not more than four from
each of the parties). Provided that representatives of
information and technical support services and
information security services (if such divisions and
specialists are available) are included in the
composition of the Expert Committee on behalf of
the Participant-legal entity and the Company.

11.8.4. K pabote 3KcnepTHOM KOmMUCCUMM p[Ns
npoBeaeHNa TEXHNYECKOMN IKCNEPTU3bl MOTYT BbITb
npuBaeYEHbl HE33aBUCUMbIE 3KCMepTbl B 061aCTy
3aWmTbl MHGOPMaLMMK.

11.8.4. Independent experts in the field of
information security may be involved in the work of
the Expert Committee to carry out a technical audit.

11.8.5. B cayyae ecam  npeacrtaButenb(u)
YuyacTHMKa He saBuAcA(NMCb) Ans  ydactvAa B
NpoBeAeHNM 3KCNepPTM3bl, IKCNEPTU3a NPOBOAUTCA
6e3 Mx yyactua, a 06 oTCyTCTBMM NpencTaBuTenei
COCTaB/AETCA aKT, KOTOpbIM nognucbiBaeTca
NPUCYTCTBYIOLLMMMU yneHamm KCnepTHoW
KOMMCCUMW.

11.8.5. If the representative(s) of the Participant did
not appear to participate in the audit, the audit is
carried out without their participation, and an act is
drawn up about the absence of representatives,
which is signed by the members of the Expert
Committee present.

11.8.6. OcHOBHaA 3aga4a IKCNEPTHOM KOMMUCCUM
YCTaHOBUTb Ha OPraHM3aLMOHHO-TEXHUYECKOM
YPOBHE Hananume uAn oTcyTcTBMe (AKTUYECKMX
06CTOATENBCTB, CBMAETENLCTBYIOWMX O HANMYUK
KOHOAMKTHOM  CcUTyauuu, ee  NpuYMHax U
nocnencTBmAxX, a TaKXKe cnocobax M meTodax ee
paspelueHus.

11.8.6. The main task of the Expert Committee is to
ascertain at the organizational and technical level
whether actual circumstances indicating the
existence of a conflict situation, its causes and
consequences and ways and methods of resolving it
exist or do not exist.

11.9. [lpM HEBO3MOXKHOCTU YyperyampoBaHua
KOHONMKTHOM  CcUMTyauuMm Cc  NpUBAEYEHUEM
dKcnepTHOM KOMMCCUM, cnop noaNexnT

11.9. If the conflict situation cannot be resolved
through the involvement of the Expert Committee




paspelleHnio B NopAaKe, NpeaycMOTPeHHOM
Jorosopom.

therein, the dispute shall be resolved in the manner
prescribed by the Agreement.

12. 3aKknoumnTenbHble NONOXKEHHUA.

12. Final provisions.

12.1. ObuwectBo BnpaBe NPOBOAUTbL 3anMCb Ha
uMdpoBble HOCUTENW MEPEeroBopbl C YYaCTHUKOM
u/vnn  TMonb3osatenem JIMyHoro KabuHerTa.
[aHHble 3anucn moryt 6biTb MCMONb30BaHbI B
TpeTelickom cyae (cyne) B KayecTtse
[OKa3aTenbCcTB,  UMEWMX  3HayeHue  AnA
paccmaTpuBaemoro cnopa.

12.1. The Company may record negotiations with the
Participant and/or the Client Portal User digital
media. Such records can be used in an arbitration
court (court) as evidence relevant to the dispute
under consideration.

12.2. Bo BCeEM MHOM, 4YTO He NpPeayCMOTPEHO
Mpasunamum, Obuiectso " YYacTHUK
pyKoBoacTBytoTCA [loroBopom U AEeUCTBYIOLWMM
3aKoHogaTenbcTBoM Poccuiickon deaepaumu.

12.2. As for anything else not covered hereby, the
Company and the Participant shall refer to the
Agreement and effective laws of the Russian
Federation.

13. MpunozkeHusa.

13. Schedules.

13.1. K T[lpasunam npunaratoTca WM ABAAKOTCA
HEOTbeM/IEMO YacTblo:

MpunoxeHne Nela. Obpaseu, AOBEpPEHHOCTM Ha
npeacTasuTeNa OPUANYECKOro N1La;

MpunoxeHne Nelb. Obpasel, AOBEPEHHOCTM Ha
npeactaBuTens Gpu3nYeckoro Anua;

Mpunoxenne No2. Cnucok [onb3oBaTenei
JNInyHoro KabuHeTa;

MpunoxkeHne Ne3. Obpasel, 3aaBneHUs o dakTte
KomnpomeTaumn 31eKTPOHHOM noanvcn wuam o
nopo3peHMn Ha KomnpomeTauuto 31eKTPOHHOWN
noanucu.

13.1. The following are attached to and form an
integral part of the Rules:

Schedule No.1a. Form of power of attorney for a legal
entity's representative;

Schedule No.16. Form of power of attorney for an
individual's representative;

Schedule No.2. List of Client Portal Users;

Schedule No.3. Form of Declaration of the fact of the
Electronic Signature Leak or of the suspicion of the
Electronic Signature Leak.




MpunoxkeHune Nela

K MpaBunam aNeKTPOHHOro A0KYMeHToobopoTa
000 «PeHeccaHc Bpokep»/Schedule No.1a.

To Electronic Document Workflow Rules of
Renaissance Broker Limited

Ha 6naxke komnaHuu/On Company’s letterhead

r. « » 20 .

DosepeHHocTb /Power of Attorney

Hacrosauen gosepeHHocTbio/By this Power of Attorney

(nonHoe HaumeHosaHue Yyacmuuka, MHH, topuduyeckuli adpec, dama u Mecmo 2ocydapcmeeHHoU peaucmpayuu, HoMep pe2ucmpayuoHHO20
caudemenscmea, adpec hakmuyeckozo mecma HaxoxcdeHus)/ (full name of the Participant, INN, legal address, date and place of state registration,
registration certificate number, address of actual location)

B mue/represented by

[AeNCTByloLLero Ha ocHoBaHmm/ acting on the basis

(nanee — OosepuTenb), yNOJHOMOUYMBAET HUMNKENepeuyucaeHHbIX Aul, (fanee smecte — oBepPeHHble, MO
otaensHoctn — MNosepeHHbIn) / (the Principal), authorizes the persons listed below (together the Attorneys,
each an Attorney)

1.

ykassisaemca @.1.0. NosepeHHoro/indicate Attorney's full name o6pasey nodnucu NosepeHHoro/Attorney's signature specimen
JaHHble dokymeHma, ydocmosepstouje2o auyHocms/Details of ID document:

2.

ykazeieaemcs ®.1.0. NosepeHHoro/ indicate Attorney's full name obpasey nodnucu NosepeHHoro/Attorney's signature specimen
JaHHble dokymeHma, ydocmosepstouje2o auyHocms/Details of ID document:

oT UMeHn [loBepuTens coseplatb cneaytowme aencrema/perform the following acts on behalf of the
Principal:

. 3aKNounTb Jorosop 06 31EeKTPOHHOM AOKYMeHTOoobOopoTe B LenAx npucoeamHeHusa K Mpasunam
3/IeKTPOHHOro AoKymeHToobopoTta OO0 «PeHeccaHc BpoKep», a TaKKe U3IMEHATb U PacTOPrHyTb
yKasaHHbIit [doroBop 06 3neKTpoHHOM pAokymeHToobopoTte/enter into the Electronic Document
Workflow Agreement for the purpose of acceding to the Electronic Document Workflow Rules of
Renaissance Broker Limited and amend and terminate the said Electronic Document Workflow
Agreement;

o coBeplaTh N0bble UHble AENCTBMA, Heobxogumble AN peanus3auuu NoSHOMOYMI NO HacToAwein
posepeHHoctu/perform any other acts necessary for the exercise of powers hereunder.

MpaBom, NMPUMEHUMbIM K HACTOALEN A0BEPEHHOCTW, a TaKKe K OTHOWeHusm mexay [oseputenem,
MoBepeHHbIM U TPeTbUMWU AULaMK, ABAseTCA npaBo Poccuiickoit ®epepaumn./The law of the Russian



Federation shall be the law applicable to this power of attorney and to relations between the Principal, the
Attorney and third parties.

Hacrosuaa foBepeHHOCTb BblAaHa CpoKom Ha naTb aeT./ This power of attorney shall be valid for a period
of five years.

Moanucy NosepeHHbIX yaoctosepsato./ | certify the signatures of the Attorneys.

(®.1.0. nosaHocmeto u nodnucs)/ (Full name and signature)

LlosepeHHOCcMb, 8bI0aHHAA 8 MOPAOKe nepedosepus, 00nxHA bbimb 3a8epeHa HOMapuasbHoO, ecu UHoe He
ycmaHoeneHo 3akoHodamesniscmeom Pocculickol ®edepayuu/A power of attorney issued by way of
substitution must be notarized, unless otherwise specified in the laws of the Russian Federation



Mpunoxxenue Ne16

K MpaBuaam 3NeKTPOHHOro A0KYMeHToobopoTa
000 «PeHeccaHc Bpokep»/ Schedule No. 16

To Electronic Document Workflow Rules of
Renaissance Broker Limited

DosepeHHocTb/Power of Attorney

Hactoawein posepeHHocTbio/By this Power of Attorney A, rpakgad/l, a citizen of _

(rpaxaaHcTBo, ®.1.0. goseputens nonHoctbio)/ (citizenship, full name of the principal)

o roga poxaeHus/date of birth, nacnopt cepun/passport series N
, BblaaH/issued by v r., Koa
noapasaeneHusa/subdivision code , 3aperucTpupoBaHHblii(ad) no agpecy/registered at:

, (manee — Ooseputens)/(the Principal),

YNO/JIHOMOUYMBAIO HUKEMNEPEUYUCNEHHbIX auy, (panee Bmecte — [loBepeHHble, MO OTAENbHOCTU —
MosepeHHbIN)/authorize the persons listed below (together the Attorneys, each an Attorney)

1.

yKkazeieaemca ®.1.0. NoseperHoro/indicate Attorney's full name obpasey nodnucu NosepeHHoro/Attorney's signature specimen
JlaHHble dokymeHma, ydocmoeepsarou,e2o audHocmes/Details of ID document:

2

ykassieaemca d.1.0. NosepeHHoro/indicate Attorney's full name o6pasey nodnucu NosepeHHoro/Attorney's signature specimen
JaHHble dokymeHma, ydocmosepstrouje2o auyHocms/Details of ID document:

oT umeHun [loseputensa cosepliatb cneaytolme aencteus/perform the following acts on behalf of the
Principal:

. 3aKNounTb [loroBop 06 3/1EeKTPOHHOM AOKYMEHTOObOopOTe B LEnax npucoeguHeHus K Npasuiam
3/IeKTPOHHOro AoKymeHToobopota OO0 «PeHeccaHc bpokep», a TaKKe U3MEHATb U PACTOPrHYTb
YKasaHHbI [oroBop 06 31eKTpOHHOM AoKymeHToobopoTe/enter into the Electronic Document
Workflow Agreement for the purpose of acceding to the Electronic Document Workflow Rules of
Renaissance Broker Limited and amend and terminate the said Electronic Document Workflow
Agreement;

. coBeplwaTb Ntobble UHble AeNCcTBUA, HeobXoaMMble ANA peanunsaumy NoAHOMOYMI MO HacToAWeN
nosepeHHoctu/perform any other acts necessary for the exercise of powers hereunder.

MpaBom, MPUMEHMMbIM K HACTOAWEN [LOBEPEHHOCTW, a TaKXe K OTHOWeHWAM mexay Loseputesnem,
MoBepeHHbIM U TpeTbUMM Nnuamn, asnsetca npaso Poccuiickont ®epepaumun./The law of the Russian
Federation shall be the law applicable to this power of attorney and to relations between the Principal, the
Attorney and third parties.

HacroAulan 4oBepeHHOCTb BblAgaHa CPOKOM Ha naTb sieT./ This power of attorney shall be valid for a period of
five years.



Moanucy NosepeHHbIX yaoctosepsato./ | certify the signatures of the Attorneys.

(®.1.0. nonHocmeio u nodnucs)/ (Full name and signature)

JlosepeHHocmb, 8bI0aHHASA 8 MopsAdKe nepedosepus, 00X HA 6bimb 3asepeHa HomapuanbHo/A power of
attorney issued by way of substitution must be notarized, unless otherwise specified in the laws of the
Russian Federation



MpunoxkeHne Ne2

K MpaBunam 3aNeKTPOHHOro A0KYMeHToobopoTa
000 «PeHeccaHc Bpokep»/ Schedule No.2

To Electronic Document Workflow Rules of
Renaissance Broker Limited

B 000 «PeHeccaHc Bpokep»/To Renaissance Broker Limited
«[®]» [#] 202 [e]T.

(HanmeHoBaHune/®d.N.0. YuactHuka)/ (name/full name of
Participant)

Cnucok Monb3osareneit JinuHoro kabuHera/List of Client Portal Users

HactoAawmm [®] (naumerosanue/®.4.0.) HanpaBnseT Cnucok [lonb3oBaTeneit JIM4yHOro KabuHeTa W
noaTeepKpaeT npegoctasneHve [Monb3oBatenamu JiMdHoro KabuHeTa cornacus Ha nonydeHue Kopgos
noaTeepaeHui nocpeactsom CMC-yBegomneHnit Ha MobunbHbiit Homep, NYLU-ysBegomneHnint B MobuabHom
NPUIOXKEHUN U COOBLWLEHMI Ha ABTOPU30BAHHbIN agpec 3S1EKTPOHHOM NoYThl. Monb3oBaTenn JInyHoro KabuHeTa
03HaKomneHbl ¢ MNpaBuaamm aNeKTPpoHHOro fokymeHToobopota OO0 «PeHeccaHc Bpokep» 1 npeaynpexaeHsbl
06 06s3aHHOCTU cob1t0AaTb KOHOMAEHUMaNbHOCTb Ktoua an1ekTpoHHo noanucu./ [¢] (name/full name) hereby
sends the List of List of Client Portal Users and confirms that Client Portal Users provide consent to receive
Confirmation Codes via SMS notifications to the Mobile Number, PUSH notifications in the Mobile Application
and messages to the Authorized Email Address. Client Portal Users have read the Electronic Document Workflow
Rules of Renaissance Broker Limited and have been warned of the obligation to keep the Electronic Signature Key
confidential.

JNlorun (npun
. Mopgnuce
®.11.0. Nonb3oBatensa JINYHOrO |  MCNONL30BAHUMU ABTOPM30BaHHbIN
n Homep mobunbHoro . MNonb3oBartena
KabuHeta (nonHocTbio)/ Full web- . afpec 3NeKTPOHHOM
/n/lte . . . TenedpoHa/Mobile . JNnyHoro
name of Client Portal User (in nHtepdeiica)/ noytsbl /Authorized .
m no. . phone number . KabuHeta/Signature
full) Login (for web e-mail address . «
. of Client Portal User
interface)
1

*coBeplwana noanucb, Monb3oBatenb JIMUHOro KabuHeTa TaK:Ke MOATBEPXKAAET, YTO OH COrNaceH Ha
nonyyeHue Kogos noareepaeHmin nocpeactsom CMC-yBegomneHM Ha yKkasaHHbIM MobunbHbIn Homep, NMYLL-
yBegomneHnii B MobuabHOM NPUAOKEHUN N COOBLLEHUI Ha YKa3aHHbIM ABTOPM30BaHHbIN aApec 3/1eKTPOHHOM
MoYTbl, @ TaKXKe NpUMHUMaeT 0bsa3aTenbcTBo cobat0A4aTh KOHOUAEHLMANLHOCTL KAtoYa 3neKTpoHHOoM nognucu./
by affixing its signature, the Client Portal User also confirms that it agrees to receive Confirmation Codes via SMS
notifications to the specified Mobile number, PUSH notifications in the Mobile Application and messages to the
specified Authorized e-mail address, and also assumes the obligation to keep the Electronic Signature Key
confidential.

MoAnucK yKasaHHbIX Bbllle 1L, coBepLleHbl B MoeM npucyTcTeuun. /The signatures of the persons
mentioned above were affixed in my presence.

MoNHOMOUMSA YKa3aHHbIX Bbllle AnL, noatsepaaem(to). /I/We confirm the powers of the above persons.



[*]
HaMMeHOBaHMe A0/IXHOCTU pyKoBOoAMTENS YUacTHUKa (ans ropuamyeckmx nuu)/title of head of Participant
(for legal entities)

[*1/[°)/

(bamunuma U.0., nognuce)/(surname first name, patronymic, signature)



MpunoxkeHne Ne3

K MpaBunam 3aNeKTPOHHOro A0KYMeHToobopoTa
000 «PeHeccaHc Bpokep»/Schedule No.3

To Electronic Document Workflow Rules of
Renaissance Broker Limited

3AABJIEHUNE

o dakTe KomnpomeTaumm 3NeKTPOHHOM noanucu n/unm o nogospeHnn Ha KomnpomeTtaumio
aneKkTpoHHon nognucu/ Declaration of the fact of the Electronic Signature Leak or of the suspicion of
the Electronic Signature Leak

[¢].[*].20[] r.

Hacroawmm/Hereby

J
(monHoe HauMeHo8aHUEe Y4aCMHUKA Uau NoaAHOCMbI0 hamusus, UMA, om4yecmao (npu Haauvuu) Yyacmuuka uau lons3osamens
JluyHozo kabuHema)/ (full name of the Participant or surname, first name, patronymic (if any) of the Participant or the Client Portal
User)

B COOTBETCTBUM C [MpaBUNamm 31eKTPOHHOro AoKymeHToobopoTa OO0 «PeHeccaHc Bpokep» 3asBaseT o
dakTe Komnpomertauum 3n1eKTPOHHOM noanucyh u/wmam o noao3peHun Ha Komnpometaumio 3/1eKTPOHHOM
nognucu cneaytolmx Monb3osartenei JinuHoro KabuHeta*/in accordance with the Electronic Document
Workflow Rules, Renaissance Broker Limited declares the fact of the Electronic Signature Leak and/or the
suspicion of the Electronic Signature Leak of the following Client Portal Users*:

n ®.1.0. Nonb3osatena JinuHoro KabuHeta (nonHoctbio)/Full name Client Portal Mo6unbHbIit Homep/Mobile number
/n/lt User (in full)
em
no.

1

2

Mpowy npekpaTUTb AEUCTBUE AENCTBYIOWMX INEKTPOHHbIX MOANMCEN nepevncieHHblx [onb3osaTtenei
JlnuHoro KabuHeta./l hereby request that you terminate the valid Electronic Signatures of the listed Client
Portal Users.

(®10)/ (FULL NAME)

(nognuce)/ (signature)

*Mpwn HanpaBneHun 3aaBneHus lMonb3oBatenem JIMYHOro KabwHeTa, He sABAstowWerocs YYacTHUKOM, B
Tabnuue ykasbiBaloTcA CBeAeHUA TObKO AaHHoro Monb3osatena JinyHoro KabuHeta./ When a Client Portal
User, who is not a Participant, sends the Declaration, the table shall contain only the information on such
Client Portal User.



	1. Terms and definitions
	Authorized email address means an email address indicated by the Participant at the time of remote Agreement execution and/or in the List of Client Portal Users to be sent by the Participant to the Company.
	Admin Section of EDW System means a section of the corporate information system of the Company containing specialized tools and settings, whereby the Company is enabled to grant, terminate and restrict access to the Client Portal to the Client Portal Users, upload to the Client Portal Electronic Documents and other information in the electronic form, sign the Electronic Documents, monitor actions of the Client Portal User, record the fact (including time and date) of dispatch of information notices and the contents thereof and perform other actions to manage the EDW System. The Company's Authorized Representative accesses the Admin Section of the EDW System using the Login of the Company's Authorized Representative and a matching password.
	Authentication means the procedure of verifying whether the keyed in Password matches the Identifier specified at the time of Identification.
	Group of Electronic Documents means several Electronic Documents entered into the EDW System and combined by a Participant or a Company for the purpose of signing with a single Confirmation Code.
	Agreement means the Electronic Document Workflow Agreement to be made between the Participant and the Company, whereby the Participant accedes to the Rules.
	USIA (Unified system of identification and authentication) – federal government information system for provision when and as established in the laws of the Russian Federation of authorized access to information, contained in information systems. 
	Agreement accession application (offer) – application offer for the Agreement accession, submitted by the Participant to the Company in an electronic form by way of filling out a designated form on the Company’s webpage. 
	Identifier means a unique combination of digits, letters and/or special symbols designed for accessing the EDW System and used for the purpose of the Identification of the Client Portal User or the Company's Authorized Representative respectively. A cell phone number or an Authorized email address or the Login of the Client Portal User may be used as the Identifier of the Client Portal User. The Client Portal User may use one Identifier to access client portals of other participants, provided that such participants have granted to it relevant powers.
	Identification means a procedure of identifying (verifying) the Client Portal User or the Company's Authorized Representative using its Identifier.
	Company's Homepage means a page on the official website of the Company in the information-telecommunication network Internet at www.renbroker.ru
	Information notice means an SMS message, PUSH-message and/or an electronic message sent to an Authorized email address or a corporate email of the Company's Authorized Representative.
	Electronic Signature Key means a unique sequence of symbols intended for creating an Electronic Signature. The Electronic Signature Key means the aggregate of the Identifier and a matching Password.
	Confirmation Code means a verification code that is sent in the Information Notice and can be used to log into the Client Portal, to sign documents and to confirm other actions of the Participant, Client Portal User and/or the Company's Authorized Representative in the EDW System and/or on the Company’s webpage.
	Electronic Signature Leak means a possible unauthorized use of the Electronic Signature Key by unauthorized persons.
	Client Portal means a dedicated section of the Company's Homepage created separately for the Participant or a Mobile Application installed on a Mobile Device of the Participant (Client Portal User), which contain various reports, notices and information and may be used for Electronic Document Workflow and (if such option is activated by the Company) for submission of orders. The functionality of the Client Portal accessed via the web interface may be different from the functionality of the Client Portal accessed via the Mobile Application.
	Client Portal User's Login means an Identifier assigned to the Client Portal User by the Company or assigned by the Client Portal User itself when registering in the Client Portal or changing the Client Portal User's Login.
	Login of the Company's Authorized Representative means an Identifier assigned to the Company's Authorized Representative.
	Mobile Application means specialized software designed to be used on a Mobile Device available for installation through the official Google Play or AppStore application stores.  
	Mobile Device means a technical device connected to the information and telecommunications network "Internet” (smartphone, tablet) operating on Android or iOS operating systems, on which the Client Portal User uses the Mobile Application.
	Mobile Phone Number means a subscriber number of the Client Portal User in the mobile radiotelephone communication network of one of the mobile operators indicated by the Participant at the time of remote Agreement execution and/or in the List of Client Portal Users.
	Electronic Documents Pack means several Electronic Documents combined and uploaded to the EDW System in the form of a single file.
	Password means a secret combination of symbols known only to the Client Portal User or the Company's Authorized Representative respectively and specified by them at their own discretion, which, together with the Identifier, is used by the Client Portal User to access the Client Portal or by the Company's Authorized Representative to access the Admin Section of EDW System respectively. The Client Portal User and the Company's Authorized Representative may change the Password at any time.
	Client Portal User means an individual - a Participant, and/or a person authorized by the Participant on behalf of the Participant 1) to work in the Client Portal in accordance with the scope of rights granted to it by the Participant, and 2) to use the Identifier and the Password registered in the name of the Client Portal User. All actions of the Client Portal User performed by it in the Client Portal shall be deemed performed by the Participant.
	Rules means these Electronic Document Workflow Rules of Renaissance Broker Limited in effect at the time the same are applied.
	PUSH message means a short text message intended to send the Confirmation Code or other information to the Participant (Client Portal User) in the form of a pop-up message on the screen of the Mobile Device, on which the Mobile Application is installed.
	EDW System means the Company's corporate information system intended for electronic interaction between the Company and the Participant in accordance with the Rules and Federal Law No.63-FZ dated 06 April 2011 "On Electronic Signature". The EDW system includes the Client Portal and the Admin Section of EDW System.
	SMS message means a short text message intended for sending the Confirmation Code or other information to the Participant (Client Portal User) to the Mobile Phone Number. To receive SMS messages, the User must have a short message service (SMS) activated by the mobile operator.
	List of Client Portal Users means a list of Client Portal Users provided by the Participant to the Company in the form of Schedule No.2 to the Rules.
	Company's Authorized Representative means a person, who has the authority to act on behalf of the Company in the EDW System, sign Electronic Documents and/or perform other actions specified in the Rules and/or functionality of the EDW System.
	Participant means a person, who has entered into the Agreement with the Company and acceded to the Rules.
	Hash means the result of processing an Electronic Document by the SHA-256 hashing algorithm, which is a sequence of 64 hexadecimal characters.
	Hashing – for the purposes of the Rules hashing means the conversion of an array of input data of arbitrary length (including an Electronic Document) into an output hexadecimal 64-digit string performed by the SHA-256 hashing algorithm. The Hash is the result of such conversion.
	Electronic Signature means information in the electronic form created by using the Electronic Signature Key, which is linked to the Electronic Document and confirms the fact of the formation of an electronic signature by a certain person, and also allows one to identify the Client Portal User/Company's Authorized Representative, who signed the Electronic Document. Under the Rules, a simple electronic signature is used.
	Electronic Document means a document, in which information is provided in the electronic form, i.e., in the form suitable for human perception using electronic computers and for transmission over information and telecommunication networks or processing in information systems. The form of displaying information in the Electronic Document may differ from the form of displaying information in a document of a similar type on paper, including from the form of such document on paper used when providing services to the Participant by the Company. Provided that the Electronic Document contains all the necessary details required for a document of such type by law and/or approved by the Company, and / or provided for by the agreement.
	Electronic Document Workflow means the process of electronic interaction between the Company and the Participant carried out by exchanging Electronic Documents using the EDW System and/or in a dedicated section on the Company’s webpage.
	2. Subject-matter of Rules.
	2.1. The Rules set out the procedure for the Participant to accede to the Rules and govern the terms and procedure for the implementation of the Electronic Document Workflow between the Company and the Participant.
	- any other exchange of electronic documents, including for the purpose of entering into and/or performing agreements between the Company and the Participant.
	3. General provisions. Rights and obligations of participants in the Electronic Document Workflow.
	3. Общие положения. Права и обязанности участников Электронного документооборота.
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